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Confronting Crises as a director or officer

Today’s companies and their Boards
face a myriad of potential corporate
crises or major incidents.
If an organisation encounters a
technology breach or outage,
workplace or environmental incident, is
subject to aggressive regulatory action
or finds itself caught up in a terrorist
attack or natural disaster, the digital
news era leaves no room for error.
The risks and consequences underpin
the critical importance of preventative
measures and advance crisis planning.
Failure to respond swiftly and
confidently can have a devastating

impact on a company’s reputation
and viability. An ineffective response to
a major incident will almost certainly
see stakeholders question the Board’s
ability to provide effective oversight
and governance.
These external pressures come on
top of directors’ personal liability for
the performance of their functions.
Combined, they make it vital for
directors and senior executives to
consider their own legal obligations,
and the company’s legal and public
responses, in building a robust crisis
management plan.

Are companies ready?
A majority of respondents (53.9%)
to KWM’s 2019 Directions Survey
considered their organisation ‘well
prepared’ to effectively mobilise
and respond to an incident, but
acknowledged they could do better less than 4% described themselves as
‘fully prepared’. Just under 30% were
unsure, while 15% felt they were not
very, or not at all prepared.

How prepared is your organisation to effectively respond to a crisis?
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What kinds of crises do directors
fear?

reputational impact – making them
the number one crisis concern.

respondents, behind a change of law
and policy (41.0%).

Interestingly, the picture changes
dramatically when asked how
prepared organisations are regarding
specific crisis risks, such as climate
or cyber issues – 61% believe cyber
attacks are likely to have a high

Major safety incident was the next
most widely-held fear – an area of
concern for 44.0% of our survey
respondents. Environmental/
contamination incident was 4th
on the list, an issue for 32.0% of

This article focuses on directors’
preparedness in the context of two of
the high ranking issues – workplace,
and environmental incidents.

Thinking about major incidents likely to have a high
reputational impact, which areas are of concern?
Cyber attck (data or privacy breach)

61.0%

Major safety incident

44.0%

Material change in law or policy fundamentally
threatening the business model
Major environmental contamination incident

41.0%
32.0%

Money laundering or terrorism
financing allegation/investigation
Regulatory investigation or dawn raid

18.0%
16.0%

Systemic workforce/labour issue

16.0%

(eg. historical employee underpayments

Bribery or corruption allegation/investigation
Short seller attack
Hostile takeover bid
Alleged breach of modern slavery laws

15.0%
11.0%
10.0%
8.0%

Other
0.0%

Workplace incidents
Recent prosecutions and significant
legislative changes (including the
introduction or proposed introduction
of industrial manslaughter laws in
many States) make it imperative that
directors and senior executives are
abreast of developments in relation to
their personal obligations in respect of
workplace safety.
Several successful prosecutions
under WHS laws in the past 1224 months indicate an apparent
increased willingness to target
directors and officers, meaning in any
regulatory investigation, directors and
officers should expect close scrutiny
of their roles:
• a Victorian director personally fined
$100,000 (reduced to $50,000
on appeal) even though no worker
was injured;
• the imposition of custodial sentences
in several cases involving workplace
fatalities; and
• s everal successful prosecutions of
directors and officers breaching their
due diligence obligations in NSW.
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To ensure they can positively
demonstrate compliance, directors
must ensure they have welldeveloped & documented systems in
place. Without documentary evidence
to establish what steps have been
taken, a director is exposed to
personal prosecution.
Can insurance cover you?
Potentially more significant are
proposed amendments to New South
Wales WHS laws, which would make
it an offence for a person to enter into,
provide, or benefit from insurance or
indemnity arrangements for liability for
a monetary penalty for a WHS offence.
Directors and officers of a body
corporate will be liable for offences
committed by the body corporate.
The legality of insurance for WHS
offences has long been questioned,
given the widely accepted view that
insurance policies purporting to
indemnify against criminal conduct are
void against public policy. However, to
date, insurers have continued to offer
insurance policies covering this risk.
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While the changes will be retrospective
– insurance cover for incidents
occurring before the commencement
of this legislation is not unlawful – it will
be important to ensure that no new
contracts of insurance or other grants
of indemnity are made. Directors must
be aware it will also be unlawful to
seek indemnity under an existing policy
for an incident that occurred after the
changes commence.
The NSW reforms follow
recommendations made in the
national review into model WHS laws.
So far, NSW is the first State moving
to ban insurance and indemnity
arrangements for WHS offences. Will
others follow suit?
Environmental incidents – new
laws focus on general
environmental duties
Directors and senior executives ought
be aware that recent reforms to
environmental law in several Australian
jurisdictions have created new director
and officer liability provisions, including
criminal and civil liability, and positive
obligations to exercise due diligence.
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In the last year, Victoria1, Western
Australia2 and the Northern Territory3
have reformed environmental
protection legislation. The changes
require directors and officers of
companies with potential environmental
risk exposure to have comprehensive
risk management systems, and
ensure that compliance registers and
management systems are keeping
pace with these legislative reforms. The
reforms in Victoria bring environmental
protection legislation into line with
WHS legislation, creating a new
general environmental duty and other
duties which require companies, and
directors and officers, to be proactive
in managing environmental risks.
The Commonwealth Environment
Protection and Biodiversity
Conservation Act 1999 is also subject
to an independent review which
commenced at the end of October
this year.4 Some provisions of both
State environmental legislation and
the EPBC Act create executive officer
criminal liability, if the regulator can
prove the following elements (including
a mental element). The list of factors
outlined below provides good insight
for directors and officers wanting to
understand regulators’ expectations
regarding environmental due diligence.
For example, s.495 EPBC Act:
• the executive officer knew that,
or was reckless or negligent as to
whether the contravention would
occur; and
• the officer was in a position to
influence the conduct of the
corporation; and
• the officer failed to take all
reasonable steps to prevent the
contravention.

To determine what amounts to
‘reasonable steps’, the Court will ask:
• Does the company arrange
regular professional assessments
of compliance with the Act and
regulations?
• Does the company implement any
appropriate recommendations arising
from such an assessment?
• Does the company have an
appropriate system for managing the
effects of the company’s activities on
the environment?
• Do the company’s employees,
agents and contractors have
a reasonable knowledge and
understanding of the requirements
to comply with the Act and the
regulations?
• What action (if any) did the officer
take when he or she became aware
that the company was contravening
the Act and regulations?
Questions for the board
Regardless of how well-prepared they
feel, directors and officers can take
steps to mitigate all types of crisis
risks (and potential consequences) by
answering some basic questions:
• Has the company tried to predict the
types of crises it might encounter?

• a communications plan which
allocates responsibility for
communications with key
stakeholders (victims and their
families, employees, customers,
shareholders, government,
business partners and the public),
and covers all channels.
• Do all participants involved in a crisis
response know about the crisis
management plan, their roles and
the approval processes that are in
place?
• Has the company identified the
external advisors that they will use?
Are arrangements in place with them
so they are able to be move quickly
if required?
• How often does the board
participate in exercises using
realistic crisis scenarios? (For
example, communications firm
Burson-Marsteller is famous for
creating imaginary towns in which
clients operated major facilities, and
tested their responses to various
scenarios, including environmental
and industrial accidents).
• If a crisis were to hit today, how
prepared is the company to react
swiftly, accurately and confidently?
• How will you capture what you have
learnt to respond to the next crisis?

• Does the company have a crisis
management plan?
• A crisis management plan should
cover:
• allocation of responsibilities,
including contingencies for nonavailability of key personnel;
• decision making and escalation
protocols;

1

Environment Protection Amendment Act 2018 (Vic). These reforms commence operation on 1 July 2020.

2

The draft WA Environmental Protection Amendment Bill 2019 was released for public consultation at the end of October 2019. The Draft Bill reflects a
wholesale review of the Environmental Protection Act 1986 (WA) and proposes the most significant amendments to the Act since it was enacted. See
https://consult.dwer.wa.gov.au/strategic-policy/environ-protection-act-amendments-consultation/

3

Environment Protection Bill 2019 (NT) released recently as part of the NT environmental regulatory reform program. See https://denr.nt.gov.au/environmentinformation/environmental-policy-reform/environment-protection-bill-2019

4

See https://www.environment.gov.au/epbc/about/review
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About King & Wood Mallesons
As the first and only global law firm to be headquartered in Asia, King & Wood
Mallesons is connecting Asia to the world, and the world to Asia. With
unparalleled depth of both inbound and outbound capability, KWM is uniquely
placed to support regional clients as they internationalise and international
clients as they look to invest or expand into Asia.
Strategically positioned in the world’s growth markets and financial capitals,
the firm is powered by more than 2000 lawyers across more than 27
international offices spanning Asia, Australia, Europe, the Middle East and
North America.
King & Wood Mallesons works side by side with Australian boards and
senior executives offering a holistic corporate governance advisory service,
encompassing board processes, reporting, risk management, disclosure
issues, shareholder activism and the evolution of sound governance policies.
A long-standing thought leader in corporate governance, King & Wood
Mallesons delivers dedicated lead partners and senior lawyers who regularly
provide pragmatic and innovative advice which is underpinned by in-depth
insight and analysis of corporate governance issues.

Download KWM’s unique corporate governance one-stop-shop app.
The app includes a raft of information specifically targeted at meeting your governance insight needs,
providing access to alerts and reports, governance FAQs, a help desk and a news feed service.
The app can be found by searching “KWM OnBoard” in the Apple App Store or Google Play.
Username: your email address
First-use password: KWMApp@2018
For assistance please contact: national.servicedesk@au.kwm.com
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