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BHELEERS, HEAEXGEARZELR. SRR, TAMNRFER. 2022 F8 8, (RIEFHKX
BEEMBUAEEEFL) £ ZFHAMNERVRANTERZA. EANEIR. €REE. ERNEREMIRE. WEL
EMBIRRP. RBEEMNERLAESS NI EEXNBNBREAR#ITTALNE. FAERNE RGBS FIEEEY
WHMEEM, RFFNEENEERENEDNERIABH T XBUENE—F, RNUREEEMMKBELERER
MR BB ILEHE,

BEiBRUSEIRAESELE, ARUERIREEZENRE. TERIEDEPUSARELSFTELE. FRANKLSE
MBVEIE, TN A ENHRETEETAREER, IR B BRUIEHAITLENER, —HHEAEEUAESHMEK,
F—HEAREREVERRE, RSXREETMENSRIVSHAIFEE. FHit, BaBRWSHEXAT N LI HIE
KRR DLERE, MEBMAEESEEZBIERF.

HTEMNSRIRYEINER. BR. HRFREETRE, ANSRIAEEMUNELREHHTHR—LE,
Em el sEEWINE A MKRITAMABRARIREIIFAEE. 2022 F 8 A 30 H, BAKRREAS (XFIRHALEMEKS
FRBHEFNEHIBEER2MEM) (UTHM (MEEEZEBAN) ) , ZMENSEREXNBIEREEH
—Z MR MEWAREBEREINSS, HWRELEZTEXF. & RoFHE, WARMENATH. EEREKE
SMEREDEATNLEARERFE, BITEMEXEUKENFNLERRIES, HFENLARFRIFINETLZEZIMN
R RBSEERNMENLERD.

3. ABS5ET

EFTUARBENRE, RAMBAAREHBRNAGENEEZRENSESMER. 2022 F, (EFIZENE
ML EENE) EXWA, RMEETEABANE T REET RENBENBL2NBEERIER 27 ENREMN
X5, MRBLE, &DER "WERE” Ml “HiER:” (FAREZIMEATHTRIIKE, —HAEAE (N8R
23%) (BBZX) FEARNEMLE, ERDPEETHIMTERZRL (XBEEEMREZ2RIPFE) INEZR2FR
RIFFIEER; Z—FHHE, PFHERZLADEETHIAMERSRE2ESARTLERE, FHIRN ENERRAFRS
EmARKRELEES, #—FANKT (BIEXEE) (PABERRIFE) EETF RETHBEZTLEMNE.

MFANREENRZRLZEEXNEEZITE, AREFRRNFRIFNEARORZIZEBEXETEMINEN, BEL
LFEXTPCEMEMMPUEEEER, TUANELEEREZEENTFREARBCARNZEEE, LEZIRIE
RALBEERZFNEREGFNBIREH. i, (ARKEREHZREERFISHAN (ERBLR) ) T 2022 FHNAF L,
ZANEAAMACKE (ALXBEEZHRREEFF) BXMVNNEM L, SARBOMGETEMALT “H75 807
BAET A, [l AEWXS THERRARIMEAR. DA “KERERT BRRHE T AIEKE, TEE/RKRLE. RN
BN AAR LR AR UBMEAZ NN SHERLE, HINER, FRAWEXAXELS, FETIRERE R
SBFBIREIIARE, BIREARRRESFEAXNMNEGENBELRAER, MIFRAINEHNEFIREMEKRIT.

4. TR, RESEE

RENTAEZMERNRIFERKERDY, TAERMERAESMNBEEARAESRUNERATRENIL, b
BREMIXEINER, ZHERIAN, 2ERENHFETIRNAGERIFZENRIANRRE, RABBRED
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AERMEBEANDAR, BRESTUNEGRINSAZRER EFRPHHL

BME, (SRBREKEMLY (2022-2025F) ) (EELSEENZE) (RITRENEEENZRIPER
ik (ERBRE) ) (XTARBRITRENMBERESCAGENZIK TR A TFR@EM (RERENZE (2022) 80
S) ) FHWEM. EESREEFTUINASHESRPIERZNNELEE, MMNEUBREERMS, RETE
RAATERESERENNERMBFHZR, EPHEFHccEFRRFL. BRUELRENA, MOLEEMS,
HWHEHME T EREEMNXRE. BE. RF. NI, RH. EANKREEERENELDE; MAFLSHEMS,
HWENERRITREEVAD XD AME B LR R B HTERF,

(Z) REERTHERSHRIERS

HIRER. WIENEUSHIERS. BIERS, XEZRIHIMA 2022 FRFEIARITICIEDR. EEHIEERN
EFBERE LM FPMAETDEFMBARBIL. REMRF, WFHBOEEEETDERE. BARFEFHERNER
WHENRN. 2021 FK, EBSRNE (BETHUEESERERRSALER) , REE “‘RRBUBEERRE
MW, sTEAHBIEARAEZNG, BURLBEREXZAN, HRIEABEFRMNABLR, MBRBIEL2RF/F”;
2022 FK, PHORMESRERNL (X TFHRMEEMBEEFREHEERFERANER) (B “BWEZ+%"),
BERWBHESNFE. WEERIRBNXZHE. HEEZRENIEFE. SIEERGEFE, REERLZNE
BEXARBERE, “WEZTF UBRTHEEEZNLREENFE, QIMBIESNNE, KEREN. &
RN, REBIEERIUAE, SIEMHREBIBIERFRFEN. SEMTEANRMBETREEN "=NIE" B
BIEFIGIEESR, WEHERGHEFEIERR, °

BT HPRERNEEERFANKERMFEFH2E-2HNR-BE I, SHBLyBIMABHEENF
FIBA I, KITHER, SUFBIERENZZMN. EEXQFHRESRIT, BE2022F88, 2EBE 18 EHMAE “#&
BEA” °, #—FREMABBEEZRTIURENRFEFTRE, BEXEINE, PEZANSENUHSAFTERER,
ERTF2022F 11 B 25 HERARB T (ERBHFLFEHAFA) o ZFRFIPEBRL, IFEKERINKIE
RZNEARBIERZ A BEXSZVNENAFESERZAN, WHERESHBIERR. XZNHGHEHHT
BMUEHRE, ARFHEENXZIER, BUXZRETANRMENS, BREEXZAFERF. REHAE. 2127
B MLLRIR, BIERXZMAREZRUNBIER~EENRRERT Mo

SHEEMFUHEH RIS B — B, TU KB B ERR U BIEERENERENIAN RMBIEERCNE~ L,
FERRAGENGENAS BN EESED,. TR, 72022 F 7 BE=ZBHEAEMNZLHN (2022 FHiE
AEMRRE —REERINGEERRT) PRHAFLHES, LEARNUEZENGEENEESRER. XBES. V)
REMBREERMEHTTHARMME,

NTHERZME, 2022 TRZ2AMNERXBEN; KRKEXZTE, WEERAEHTHNRXZ ESEZH
EW. B, ZVHEXZAAEABERZ TEURHBERSER. BEMNMERETBICNTENERS, A
EEFEWNS XS HRETERCMENCHERER. T, BEREXZ TEZEHS5HAESFEHIERZEMIES].
BEXZRSER, UNRBERFHERE. BANSRERERETIE, REBBEIZIBHERERZTHESE
BZOAEIFR. MEMEIZABEFMESZ. XSMANEMBR, RIMNEEHRM/-—TENFE. HANGERL

* ARBIRBIMR: ( “BIBTHER” xR, WEIIBEMEIEAR —WERMMAMARFEF) , B “PEBMEM” , http://www.gov.cn/zhengce/2022-12/21/content_5732906.
htm, ®GAEIEME: 202345182 H.

¢ RINBATIBLEREIER: (18 AHA%H MIELHF ) , https://dsj.guizhou.gov.cn/xwzx/gnyw/202206/t20220602_74591935.html, RiEiAREH: 2023E 182 H.

T EMERNBERBEY—, WEEPHZE TS, AMEIRET LU —F ShiEHEEMA T2, https://mp.weixin.qq.com/s/PoJKEU2Q0J9p7dvx6mwbwQo
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WEIERZ T, — PRERM 7 REReGNNEBHRENTZ LS,

(2) EMpL: “BRIBSMTEIR

Bt ‘B BRHESATFEXNRE—ERL, 2022 FEHIESARETEE T HER, 2022458, £
BHEREELERBIESMESAMLZAT T REERMESHARFRGELRRBR. XTF2EEE “BEAAT
EIF ZOMRENITIE, HIRBEBSEZEMEVRERHRT —EEIETHEMRAEBRMEH “RIPER . BIW
2, ZIVAN “VEEAFTERF ONEZEFNERSE, —EREBEHRRBELELSFIREIESAPARME,
EENEAWPSEMUBBENESEZZENN; —2BIREGMERNER, BFUER2MNEANTIRSE, UG
MEVEMEMZFHME, B “BWREMARIF AFERFTIEIEBREMZEN, ERENRERFILZVERENSEH,
Es “EE. RAMGIE" =NEE, NESATRIFNFHRE THNATEER, MY TFRIEERERNER,
FEMNARGMRENERMES, EEWVHIELERLIRGIMBELHNEM £, FRUEFNEACTRIESNESRIRIT,
HELUEUBIESMERN B EAIPNBERHNIT. HE, °

=. B BRHZENUFRE

(=) BEAE#

1. {ERZEM

2022 3A 180, BRMED. LEBFHERHHN (EENEERSEEHEFEEMNE) CUTER (BEE
EME) ) EXET, AABRRERZLENTE. (BEEEME) BXEMTEEN DXL EEE, B2
VRE2EWVFEEEIRERERNE, HoBAQFER, AERKEFELEUENELIMRENNRE A HEFRSEMR
ERHTEEER. BEEXEREREZGNAENE —F, ENERMENKSHMBERS LB (XFMEEK
MESRSBZEEGHENESEL) PEFEHBEZEEZAXTEERNERLES. ATIRFMAREEZERIF,
ERMEDPEFRTEEMNERRSEEZEEAS%, CULIBIZERAAFREETARER. BEER. maky
REfE B MTMTTR & R0

MEREEAMS, HFEMBEREZIEERSEHENFIETERNS, AEERENERNEBELSIRENNELE
ERFSEARBEBXS IR, MEXNETME, RERXRSEHENGHR. RSTX. ZATE., BEXE B
EEWERE. PRATHAERE;, EENEMNS, FSXETAFTEERERSZABT+ I IFEATHESR; ME
FEHMS, BEAHEFRSREHEZLRSY, VHELXUERSZABEZ+ N IFERANEEIHEERFE, HFH

ZERH.

ERMEDMEEHENFLEMBELERFR. B, BXRMEDT 2022 F8 A, 2022 F 10 B3I EHH (15
NEEMESRSEEZEREFR) Bx, BEENEEDHE 30 M 70 1, SRNEELNBESFEMELHERE.
HFRiER. RERIIEE. EREMRE. BERRE, HF, A—EERERSEHENEDHIMEATNEEZHITESR,
a0, ERMBEHERBERLBDHINRENZEREREZEZE NEFEEERREZURNZERESRIEFEZE
HITESR.

BN (BIEH, BERH, XAH—EFSEENTRIFRITR) —XPFENZETEHE WREMRER" SIESTHNENEL, BMBNRETUSEREHEDE2,
https://mp.weixin.qq.com/s/xYuMQB3VunmTyaw6ylhrlw,
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2. BAEHENF

2022 12 B 198, hHFRR, ESEWINAG (XTHREEAMFEEFLRELEERFANER) , HE
KREBIBFEERETRBECALIENEGMRIL. ReHE. BEAHESFHE. BEHENGHE (BE2EEME)
MNAESER, BRHE—TRRNTE. Bal, (BZEEMAE) VZMET XE2T . BEARERMEAFENF,

o REFE: (BERBEMNE) $ 8 FME 27T FHRITHEEARSREENE ZFZLITME. L2 ERINS,
BN Y eERAEFRSEENG, WEERERSBESEEEHTEE, BEHRALTFANA, HEEX
REBIIKEZT W FLURM. EEXEEEGERSEHERR LAER TR EHBEBEFEFXS, U
RRBXER. TEEAMBIIMAENNEFULE, ERSWTEHENFBET, NERLBBRHTEEETHE
ERF=FTE, WERERHIOTEER, EREH-THRAERL,

BZENE: (BZEENE) F 28 FB2RAETEENE, IRAEERSEHENSESHBXEEH]
RELBNZ2ITEMBERETHE, FRESENRAR. BESFZHENNE, YTFERERBEXER. 17
BUEMABIIMENRE T UL E, XBRETENMEETZEITENRELFN, BABRERSREHED
REFEMHERMKE. BEEEE, NHASTK,

(Z) h#%

2022 &, ZItENMISERESERTRAET, SERXFEFXBNEEA. ESRAHN ( “+HERE"
FEFEEAL) 2, cHBERERTLZ— BEME, MIBRAUARBFEMIZNE, HERMHRENERN
MERRE, MRABRESND. BiE &E. ARERNEN2E—FEAREEROER, FEARERITT 2022F 1 AL
B (Z@BERARML (2022-2025) ) wBE, AERAREMZ—HESRUHFURERK, HERE, SREHK
FUMZRRBBNRUCLZBHMNE, 2B, REMRFRERAAL, AFLRENER. TE FNHEREE
s, toBBREKTRIRES, TRIARFUEERIKERFA

ATXRENER, BRRNT —R5I1EHE, 2022F 28, “REAE IEzEREX, BREREE. K=MA.
EEE, A, TEFHEREARATS, M7 ERKROF 10 MEEROER, THE2E—FERBEFOERE
FmEIRIt. 2022F 6 B, PFEABNNERNEL, REKLEZHMHATERHTERL. BERO. “RHAT" X4
TRIPAEN, BEAREEENHRRNMERBESHE, i, ESKRT2022F 108 288F+=E2EARAK
RAZBEZFEZTEREIWURHBH (XTHFEFLARELNKRE) BR, REEHEMIZHEE AR R FALKT,
BiE2022F 6 A, RESIERONRSAMEEEBI 590 FIRENR, BR 153 XERFBHIES L. SEN,
EZR—tERMH—AATEERIXTAFAREFHFFE, URRERNRSZERNEIWEZEFR,

() AES5ATERLCERR
1. REEM. REMERREGM

AHE, “PHAKE" BHAAKRSREN “EEEMNNKZTE" S2ESH—80. ATHMEREMSER,
ERMENT 2022 F 1 B 28 BAHT (EEMEERSRAESRERME (EXFELR) ), AFRF 12811 H
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2% (EBEMEERSAEEREEME) , NMEERBTRE., HER2REURBERAEGMEZ T EHATAH,
ZMETF 2023 F£ 1 B 10 BT,

- BRBBAFEEHERENEXS: AERE “"REGHRSREMHEE" HRNREETERARBRESHRRS
AR, DA, URREASRAAUEEIEEMNS; BHT “REGHRSEAZIEE" BIIMNE, ERAEREE
NBEREXS, NEMTRITHEZESREXS. BERREGANXS, URNBHAREXRESHEARBITIL
BRMPERINS; BUTNAEFAPATEFAMREITENEERENS, AINERREGHRSEREX
BEUBRRREIEAGEIEEMMMER ARFEMIRGE S REIEE.

E “EmiffpT 5 “FRNY BEANeREREERN. mEMWIMS, IMERRESHRSREE
-ava

EEATEZEERNE, AUTHERERRSNEEIERER, BRHELZERNEE. THERNERN
ERATARERBUNEMLZDRAENNREGHRS. MEENNMES, AEERREGHRSREE ST
BREFAATARENILEEENE, FHEEREFHHNXBRFNG. it, REGMRSREME LM
ERARFHEINEEE, X—EFEFHTHREMIRENRES MRS FEESII R KL,

mn;m

TEZTURERR: REGHRRSIEERGEME]. BEETEMIIURAREIMEHIT; WRR
EERRSREENRAZFERINENEHRRS . NEXWENDE, TN HENFEHELHR. XM
M. TRERAEEMIINME,.

2. A\TERESHIKCEREE

2022 F 3 8, Hh. ENENER (XFIMEFRECERENERL) ((BER) ) , XEREETNEXREENRKE
BEABESUEXM, ENRRAREMKCELIBAT A REE. HEFATE. REFTTFHSFIRERE, WRKEERE
EHTIRRITNAKHE, (BER) PIRETEE “CEKT “KEKM “SEBE FRTMAISRSHRE
EHEEREER, HPRE:

FEERIRNKGE: MEOEmREVITEMEEN G A HEEMRAN AN, RN, HEATEE5 I RN,
PERHRAMRIZA. BA, BREkitaRe. 2#T2. EYReMNESRE,

o EFCMEMAMZCEEEINRRE. REXIFBERRIABUNRRMCE (FE) £EH%, HAHBRIAE
THRREHOERF. NBEESRZE, BEF. ATERFRKEDNEM, HRAT T REHCESURTIENN,
MEHGIRRLE (FE) ERR.

s BUBKCEHEMDSEHNE:. ARARCESFEEMNKRERR, TERRMCERE. NRLE. EMLEFN
WRE. BifgeRxrE (FE) ZREMRIUMVE. BTN, BiE2HE. KEHES.

Bal, FRENEE, (BEEENE) EENMKCEFRENREARTHET IME, HERBMKCEHEEHE

ELEEUTRAENANS: (1) EFEZ. TG BIESZENHNE, KB, SENIRAERE;, (2) FRKRE
FESAFAE. SEEBRSERABEINIETECEBERINEZRI,

018 — MR e, WEFRESREHEGE (LK)



3. RN EFEEHNER

B, IREBREAIEEREANEIVFEENTIZRNTEALLRLCEAR, RERRXEFTERNBREQH
MANAEI RSN Al RANBHRMI S FL, ANEFEXAIRZRABMAENEFAE, RESHNIE,
BMNBIE S REFEERA (EREMZE. MEMHEESE, HIFEEE RRIIEBE BEREE) , LEEEHDSE.
BEXE. £WRH. RENEREREZIFENUARMERNIRNEEZREMATEERLHTRIE, MEN
SREPFEIREBFEEXSROATEEERANAREWFFAERN “ARAL. RITHE. BBUBMER" W %
ETHARFABMEIRR,

HR, MABENABUSHEIRERAER. REGHXBEZEANKTHMNREREFEEGMNS. B
BHERBEUREMSHRENNEZRERSEHENIRRSREHENSH, RSTEX. NATE. BEXE 8
ERITHEIRE. PATABEEEBTERFE. BT, AUHETRIEXRSXNLATEEEANAZRNEM L,
H—PZRANFARBITEMERL . I, BUVEFTRERENSZFS. REMWEMEMRNKLFALEEREENTH
RIS, ESNEHRBEXRSN, BIEFAPHNXE. BLBRIESRAQLIEEEGEAN, NBFEBRXK

R

RfE, FNABHMRCEZRSNEATILRCERERA R, BIURFENG. BLETEIRE. SEIWENTL
KBk, RWAILEERBRNRZE] (AR L. EEXE. FREM) UNRIIMIERIEFE =S T UNEHEREENK
UHWRRECEZERS (EATGERCERE/NA) , FAE-FTENHE, WHINARWEEXETERIIYALEER
ANHERSMELAHD, WRARAIERGERVUMAUGE. BERRED. BIEFUREDIATEELER
FEEELEF, MAALSENARBREETEMS, RIEBZSAIERAREESFEXREN S ELIAEEFNA
K/ EIISRERRAN A

ik

HEN—F, NELeMBIBEEIEERSNHZNAS G, MASFANWBENTBDFEERITRN. EILEA
ZELEEENNETENRAEARERNEM £, REAENRZEZHMFEENAAEZEFATHRETIR, MM
ATEMIUIHNREEESE,; SRR, RREEXNMEERXTFHIEIENNBRAONBRABEENKET, FIRER
EMERIPHEXR L, ZPAYPHNTFRIEFEANEFERNNERTORITEER; MENESRULIN—FTTEER
MPArEREE, RN TBRANAZMEELFREFNN,

2022 &, ERFEERK. ARRKERINBNES, HNEETHEEENSHFEF KBRS N FEE
BE, RINERFHRFENRE. AVWERNBEHHONKETEREER, NEEMERERZALGSHEE. BRI
NESHEMBFUE. BH. FF. FRANHEZ, ROIBAPNFETSXFOEEME®®, WSBEAN 2023, (]
Ll “aMEVENE" BEM, WEMER — S EMBL,

BEISESEXRG BRI IERIZE 7 (G X K XA BRI 5T
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202258, EETERXRERAFTLEEHFBETIENESATRIFRGER . ZRESRBFIELE
BRONHBELR2MMNESAEE, RNEHEEATSTHNBELR2MMNESARERIENBRSENES, E
BHERIMOMNFEWZREMEXALRENINR, RINBFRESATERFIERNRFEFRRESELRMMETE
=PSRRI YNE = ek i

—. ZRFBRKAFESHIBTWAEHEY, AFFERIFRE
Z REIR—RMBRHR AT, Eiz

=
WHHBERT, EEZIRAAREL
Ko

EFE, 2019 £ 2020 Fia), ZRFREFERABHRERERN Z ARRREN
BECRZA, IFEARMFEILFERE, BINLFREN 4 HRTHEERE

4 ATNEFEMAS, BARBUSIRTERR. RIE (ME) 5 285 FREXEERE, SEERME, XA
BAFER, REHBEINEERAAREME. LERELCHYE, SHEFRR—FATULER “BTHTE" , HHRIE
ERBRHBENERRRYIER. MEFATHEBILERSE, BERER Z 2ABFANHEGR=FUTERERN. IFHEH
MELT, BREEMAR ZABEERABRBUREREERY,

FRBERT, ZRATHRIIESREARTIZEEIVSANE, FEFANELAILBIEMBRRFNERE.
AL, Z REMRBEEKR, BSINETEIRE, AEXoIRAEREKLABERGMEEERERF.

REERRE, I AREAEREKELEHNEREREIN, BXEE. AR fIEH#TEEEN, ARBEZTLEMFE
HHEEMEBAITR, LREH, KEIBBEN, IRFBEIEMEREW, URITIER. MEAR. GMERF=FAHR.
WMERMUM 4 Z2EARNKRFLHEN “TIFIE” . BIEMENR, Z 2ARANMIREAERIFRE, ERREHEEIEN,
TIRE T ABEMEEKT, ERTRFUL,

T #EER https://mp.weixin.qq.com/s/WG-u1ZaHiOn9yX00irS35w,
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—. BIEEFARSEMNFE

HIESHMEMNEATE, ANtEEERMETEGENERMNE, BFEFNEREGFAEFERZ K
ERAFEFNBINER, MBTHERASIES. ZEENER, EEHELE. BRFHIWKELFRS, Hilk
WAHELFEEBIATE, KEEAFNARXREEMHSBRTFRRNEE, MEREFNAFEHHEMRIETENR
EEAARABMARNTFE.

(=) BIESMNEREZNBLERRT, BNFRE

EEFR, HESEEMBEGMEILEZFHINERRIT, AEBIMBEXAENGE, FHRBUEIELIZEEHE
X535, THEME 2021 F (HiEL2%) (PAGRBRIPZE) FAX LWENHSGMEME, MZIba (NEL2%) ,
REENKZR2SHEEMNE, THRZREXNED. BEFRFFTEIN, REMNERESHIEGMNILIEZEREZND
RE, ERXNEEEBUREEEXHNABR/ME, bl “EBHE" “XRESEMRE FEEMIHTE
MFM IR EFERER 2%,

(Z) BIESAMEFTENDSERMBELE
HEEMAENEEEETESNHUTHNERKIE:

—7H, MEHSHESKREMIFERANT: BTHEENZARIDES AT EMUREAL, SMILE TE
HELFEEEPTESMHATH, EMERHIAEBNEHAREMOERT LR, BENNSES = KERBIERIPHIE
B (MBHER2EEFM (ERBRE) ), WHELIAF App FHMAGEEH (BHEENEABREREF TAGR
RIFEEETIE (ERERRE) ) Fo XEAERTURBHE T HUIEHRFHAXHENEFAGEENSR, R
FREFERR, XESMITENFAREERSSDSELS,

F—HE, BETUENUSEACESERS AN HATHIREINE. BEGRMEIIE, IELMIE
ZEHEFALEEBE LR, ZARIEEE THESMNESER, ERETHESHUNIEEFRMEMZR MM
BEERENRHKE, AEFEHWXERRRBITEH T IEMG . NTHLE, IEBLEMERR. RE. M.
EYEXHFTH. MIREER, BERBEXEESIEXNLL App AENEEMB N A L ESE#IT T KENR
EEDo

REHFAM ARV B EETFEMREEH B HR L, BIRMHHNEANEFTRRREDTAAERS, BAF
NEFEFNERZ—, MAELIHRNNFERBEGESH NRE, BB FSESRFUDSRBERSNER.
(2) BIEFERMALRSIRNSHURHESE

HIEEMERIBELERFHNLE, EERMBRNFAESITHMEIEIILRSEMNERE, thin, RERR
B—IARINERATR, BIFERRA UEAN—IRTEFRFRIFEREEIE. L “T€R” M “HiE” FheX KR,
RERAEZHREEHITOR, HORH 18 MNERM. E0/HL, FREFERLLARTARGEE (20) . IFEREUT
BNERERAIIE. IFEEFHENEEREFE (14) . RIEEMFENFE (9) UKIFERE B)
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SRBEANFMABEXEHRIZNIF, BEMS, HEOSHEENTHELFELEIREE:

RIEARTAERE 12547 2015-2022
FERITENERRGLHEE. IFEEFITEIEERASE 2057 2013-2022
IR BENE R RS 1663 2013-2022
EFEITEENBREEENSFE 6 2018-2022
HEENE B MBICTETE 24138 2015-2022

xR 3 ENESREXEERENETHESR T’

MEHGITRE, BRTHEMEBLERNG, BEHEENBLREDFERNTEHREBER, ARKILEFR, RILA
RTMAGRERKREMNERILNFER. EFEITEENBRLEENSREN—MERILE, ERIUNENBLFZ,
XA UM LR ESRETHRE, TRITEENZR2EENSBERNNBFELTHREMS BN ERE,
PRILIZFEREE UEARENTHHBESBAIMENREERENICFEMURER.

BRT U EBNHNSESMIUAE LI B LN, RIEBLFAGRICFEOREAFICIE, BIEEXNEELFTHE
BrRepl ERBBERLSNIEMTER. B, LEREEMRATARRIEAFEIFR, NRIMEAREMEHR
REFEKRESHIE, SEYEM. 25 GSM-R, Bl 2B EANIMEFHE. BT ZFHEIREREMER.
ERZOHE, AEZATNERE. RESSRABIINR. FEREBRBRIITRE, °

. GHILEEE, HFRESEETHNHRBE

2022 2ER G, RERcFEIHERFMRNEATEAIN, ERSIERELVEGIREELECERNER. BF
. RERW. SIFRRWEEFZEFDFRIRNZLFILE. RELFFEAYELAETBEZR. HIESATEE
REIEEREGT B E R RAMEE. RILARTAGERFERIYAER, MA, TEBREMIICERNSF, E2E
KEiRERIA. EEEEAR. XBEAARFKENSEFLEEZDNBYIRXNICRERENS, HANERRINE, Alt
A, EREMREERER, BIEMBRERMNERE, KBRS HREIES AT AR RFEIRGTREZ,

RFEMTAE, RESAEGMREEREFHNEL, FEARABLEE, RNIMERRRA, RIEETHERE
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SEZEFANENAABZEERSHNER, HUEEANATEZRERSHNELRE. BNEE. X2
TS

(3) EEZNEAMER, RIKFFBESELRENG, NIRRT PARKEEZBRSENMNHRE, URS
NN BENERIEE,

(m) MRFREERSIFH

(HERER) ERBWARRI T WRATEMMELRANDTEENGINIE, HMEENIRIT. BENERS
24 FPNATTITERERR, HHEENAFENTRES, HaQT. BECESLR2NM, RHFXMH
RIS, $HXX—FK, (ME) BFAEStHR. B/ \FERWEZHTZ 2GR NAHERTEEZNHNIE EE,
HIENNABERZ, EWABELEMREMIHRENNEAEGRSEHERD T BEAT2ITEHNBHREK,
PAHEYARREREXIMEFRZ 2T . i, ETERSEERERSEHENIABTERNNSG, EHERS
XAZEENFIRIBEZETMEIRSG, HMNERZFEEEERSEEEFTRTHERE ZBITEIXS,
(B) BEDRDRBREARBEERHE

(GESREN) PRAERBRIBEAERFIEABFUMEHBEZERNBXIE, UREREZEENELER,
HELEM ER2FZDRDEER, (ME) AFE-TEF. Z+AFK. ZTAFNEEZERGEHRITRA. BE
RABENT:

(1) EXRXAEE:. AEREREUHEL SRR NINEERERSRMEE;

(2) EXFHERES: RSEBUEHZN. RS, ZAGE. BEXE BEETERS. MATREFES;

(3) EXEAN: BIEKMESRSEEERZRSIAR;

(4) &ZF6E: EREKRSZBETTIEER;

13

(5) &

|

R
3TN

V. ERERENYEEMIMEHRSOING, AEFFNEEUEMBAERERRESHEHRATRE

gl
Ay

(6) &%

1t

B BREERELEN, NHAZXEZHET N ILIFEANEREFL;

(1) &FFH: BAEERSREHEXZLERSH, NIELXERSZAEZ N IFERADEIHERFTER, H
R Z & T H,
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BIRY, (HME) HEFEZF=ZNEEND RS XFIEFHITE—FSER, WEEHTORDENEMREZEIEE
ARFWOTF:

(1) EitEMRELIMRES, RIMNEREEAWARIRRNEE;
(2) AEEH;
(3) BP#E;

(4) BERGRALENSIEEEZRE, HIMEBWLRARNFEETUSE W MENBEIRD LK FTESITE,
BEGEMNAGE. B IAGE. EMRFER. EBREFLEE,;

(5) MABRITANTHERE,
(%) "HFREMREEN T

(FE) UEENHEANALPNERIPFREER, HEE (PAGRRIPZE) FEXZRENNER, WEZEHE
FRSEHERENS, TECAENTRS:

(1) HFEEE:

MmERELBEENAFARENBATEER: TELRANBPRENEBIMNMAAREEEAN, £7
RBEEZNFARERXBIACANBAXBLRAEFNAFATEHEURZEER;

NAFREEEFEEENRE: A RTERIERFA TR AEFRSHHNENAKIENRBR
REEBITNEE;

(2) REBZENANZERE: UEELASNAFAREREEEEGERSHNER, HUEEARAQTEERERS
WEARE., BNEENEZEETNGHF;

(3) BPEFBREN: RMAFREFHYENAFERER, HERABFRHERNXAREEEFRSHEDR;

(4) REEAABFPMARNKRIFRGRE: REERERHAFPRIFMAKRKRIF. EFHRAO, BRLERENR
AR, MERE. SEBHRIGLELER;

(5) PREABRMERSHRFHFEK:
BMARKEARBRSHEHRER: BIFLEGRAREAEANRN. RHEGRAEARRBERSF

A, EARREARRNERZS ORENES. L, FEARMEABEAESIZRKNEARB AL
ETAMNEREZABITN. BERMFATREBEFSFAEEMANFEAZSOLBRENERS, FEHNARE
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EHFEIRSSIE S REEATTERME;

MEFARBRBRSHBHRER. ZOEBEEALT. BE. HE. DFEFFER, BRREREBXINER
HERUEERS, REFRTEENBIFRESHEN. RFIFMLE;

mEHERRIERERSHEHRER. RIFFHENFFIRM. ABRREFSENGD, BUTET
BT8R E. RMMBAASZ. TIEiYE. REFHEXEE.

= (M=) Bkt (IERERRE) #ITRFFANEEES

(IE) Bt (IERERR) HRHITRERET, FRAEELLESLT (ERBERE) FNEXAS, BER(]
BRUTMET 2R T B EEBE:

(=) SEIBEEHE

5 (ERERR) PRBEREEMNESHNAZE (RNED) FHE—NESHERIFE, (ME) BYEERT (45
SER) F “BUKFEHRAE" NEERR, HEHENELIEATUMEENE. ARXBNERTILEEEESR
REnmZRmFENDE, RMNER, RPN EESEFSZIE. ZHENDRAEGE, Z—HEBINNT RAZHE
BIEABRARBEERNE, AIFASE T REBEINTA, FHHRMERSHIINSEER T BEEGERRASHTHIT.
A, mRANEERS.

(Z) BFAREKCEES

Bt (ERBRFE) , (ME) EZLBIFMBPEAXENLGBBARZNRRCERE, AU THEHY ‘&K
ARPI” HUHMNEE, fREZ, BEATEANERANEARBEMARENEERNATENE, RIBEXEZREZNR
EfFSEIR, RINEBEBTZRENIRTELNRRCEFELECERNTRE. AFQE. BRAF. HFESHE.
AEF. WEEHTIIAXAEENUEREERELCERRNEEZEMNEERNS.

(2) MEFARBRSHFHER

L (ERERR) , (ME) BXHNBEFARKBRSHIRELHEHRER. RITER, EENHTEEA
RERESEERSHF@OBERT, ETEZRSATREIBNZIRBEGNEEAN, BB NFEEZRSN~ R
&, I MERM B LRXTEFANBHRERHITRANT, EE—RHFRT, BE—RSEX~RBIEHIFELD)
HYWEF AR A, RIEABITHEXXS, EWAEFEIRIAERRSHTRNARRENEFA. NAES
ZEMBETRE TREIZIRA BRI e/ EHE —F RIT,

= RIREESETHEHINS

GESEL) 5 (ME) NBE4Ha5EMTSEREEXNHANEZGENMNA, EELERRNBERXE
BHEERZ—e ETIL, PREZEREA. RITNERNEIVFERESEERZSRUATER 2N EMER,
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EIMNER, HANEREWN YRINEEEEEARRTOTAE:
(1) EERZAMEBNMMAREUWNEZEMERTRE,;

(2) BB AaARNEHE, SEEENFHVNEMESHEZ. BRIMERZ. EEATHZ. RBENSKE
RWE, HRANERX IR ZR2WEEN, BIEMNXATEEENG RS, BBEEE. AFEESFEN
BIARBENRK;

(3) MEBRIWAIMIREZEERSOZOLSZUNRRERNZOEZL, SEEMERNBERELBREE.
BAERE (IN2ETANNZERERAEERNSFIRESE) | ARBUEHEBELSHREN. TR
BRME. XARTANTIREES, AELEM E#HTIT ORI E;

(4) BT LARE, ERXTHPAEFHERENHELSHRENNEZE, AREBEERSTERA. RAGE. 8%
KB, PRATABTEFER, HAERNTZHNEEZETGEIREG, UHELERER;

(5) WFZOWSRERANZOEE, MEBEEEARE. BNERNEZEETIIGE, FEEWN. App REAEF
UEHTAT. WTEANSFIREERNERNEZER, RITEBRTURAERSENEZRITHEERR
B (BERITENRIRITEE)  WZEERHERSFERMNERS,;

(6) BIIAFRRARRHEFNMHTRIFNREEFREENNRBNG FlNETATREEEBNALBIE. BB
HHRBIERRXEFABFAXNNBRRESOHRIFRE, FIRERMBEERRR. REVH (408 WLEE
DAFEMESZE, UREAHERITRFERXIBIINAE) | RIGHRS.

‘B EMRVNBMIERZRYEARELEETAAEENNAMSEE, ZES—AEMNZRZH, WK
WEFEETEERFT . mESIEMBILENRM EEXP FIXEIRENAE, BERRRRATENERHEI,
WRRERABREFLXRNLOERER. “BAGH0 NRABEZEX, RNEFEAAERESEURESHHERALE N,
RBEPhBEERNANERERE.
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Zt
i

BFHENEABRBEATERERFINLSRE, ENTEASYVELSHMERXBRPINEERSZ —ETFNATEE
LURELE” BRARZBREZM “MHER" NHSEEER,

2019 &, “AI#EE” RS RESHREARBARRNT. BRRBTELE—KECSHERA, EUESMHEM
RIBVEHZES "R o BT RAFAMB “AlRE” 5, (FA—MEMHBENER, REGHKALEEEES
AREHR, BERERS, SEHNETERRNEMBSHMEALLWOTFEH. EMAL AR/MR/VR/CR/XR FEEHEX.
M, FAHIANE, REGAKRARNBARWEIIATEN “LURELE" . ERHEESF—RIIGHMNK,

BREOTAKRKRSRE “S58MINETE" NESESERLEK, 2020F 1287 H, FHPREE (Fatt
SBIREHENE (2020-2025 F) MR H T WM =@ #ITROLGE I B ERENEMRERIINB=BHRKSE.
Hep, #BEESE. REWESMRANABHEEXMTERDE, RANTENLZEZRFENXBIEZ —

FRERT, 2022F 1828 B, EREEMEENAERT (EEMNEERSRESREEME (ERERR) )
(CRESHRSMAE) ) o (REGHRSME) EENCEENMERRSARESHER, RHRESHREAKE.
RE. BRAA, AEELHAN (WEBEERBFETRENE) (EEMEERSEZEHEFEEEME) (WKZFU
MERIRSEEME) FHXMIMEMAEUXHNEM L, #—FEF. BUTRESHRANAG R, BHT
REGHBRSRHESEREGERTENS, AU “REREGHRSALAE" AEEER, RET-RIEER
SME. FIXTERMAHRFERNER, AXRBEFERPILIELE, X (REGHRSME) #ITREMR, HYPRES
RS REE S ERNEMN S HITRER,

—. RESHEAREER

MERBEE, FEEKTEAR (Deep Synthesis) BIREMHRE (Deepfake) , @ REFS] (Deep Learning)
5 (Fake) ZEMNAEI, ZERATERIET “ERAXTHME (Generative Adversarial Networks, GAN &
%) 7 KRBERBYL (Autoencoders) . ' B{EATMS, GAN BiA LRNEHERMEEIME, MEMRBRSINGLE, #l
B RET M URE B EMEPIZEIREFHIBNELR, EEITEEMSBERNBIENEN, RETEHEEESE

P ENERE: (AEERBLERS 2020— REAK”  (Deep synthesis) BWWTTE) , HERMARRAKXS, 2020 5 8 11 H, https://mp.weixin.qg.com/s/RNZIg87DnT-
V5L-OKUESOag,
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SHRFEEAMENSERENRL. MEDEBRENE—TATHENS, ATHRANBIBHITERULMBIBE K. °
BEREGHRRANFHAANBEESRL, TRREGEREFE. MME I LLETRE SRR AHITHENBHNEMN,

BB LURELEMIZEE.

(REERBRSME) WEEREE L, BPBHTRESHREANER, B “UWREFI. EMRLAINRNER
BREBEEREXES. BR. B, WM. EMBREFERNER" °, HEBIFIENSRNBEHRTHANMEEENR

AfpZE, BITELNEXREERRAELRERLPHZHAISMUSE:

(REEGRRSZME) MEIRRESRRATHE

REEM. XARUEEIR, RENEEFNXANEHTERRERFERIRA

XAES. BERR. EERMRESNESTABTHITERHERENRA

BFREN. DRERESNIFESTABRHITERREREIRA

ANB2ERE. AR, A\MEMRE. AiRE. ETBREENERK. WIRSTHAKRE
EYPREHITER S ERERRA

EGiEE. BGEESNEG. AR TIEEMFEHTHRENEA

= HBRENENIRHATEMRE FEIIRA

B SEEN A

REXATEE. BREXEEMR. R,
FESCAERR

BEEH. BFEF. AERY. ME
EEHER®

EINEIRS

AR, Al 58 B EIAA L AR
BFiAg©

T EHATIE. TURIALE. 3D %

TTFH. TLRIVELE

MULEEXFHEY, SENHHRRKRSRINENAN, XEHTREGHRRALTAHLRE. FERHANT
B, m CREGMIRSME) FrRERT “Bi&+ 2K NEXHXREBRBRARESREANER, XEBE

SRENRABRUBIRRAFR, HINEE, REGHURANSRERE:

it

- BERARK: 5RE.

FTENRAEGHRRATBERENTURAAGMEILTASS;

- MR SEMERNNREGHRABLZ ZNAEFR. &R BB, ET. #X. BE. ABEH.

ZAREE. BAFES TEF;

o RREBAK BEREGHRRATLENTNAR, REGHATHNNYBAMRNERACEHEERFER, ABNR

ROBER.

? @ Lo

P (EEMEERESRAESMEENTE) F5ETH.

* BNKEM, HNE: (EXHAEMEREARRRHE) , # (BESITELREINA) 2021 £5 3 15,
> EE Lo

* @ Lo

TBREERA: CEMRAEESREARASBFEEHRERS) , H (NEBREEARS5MNMA) 2021 5 12 #,
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. RESHERANEER R

FHFUAS, UBEZENZO. LEEAFR. UWFaNEMNEAREBEI IR, X—HMEMNSZEEREBUE.
25 XUSHIRBHNBRFHES, BEHUBEMBZNBMBTEZINRR, RERFEMEEERHRRK
AER CREMN R FRAERA TV EGMBFEFRENZORDAZ—, B RN EEREEE T UBRN,
Bi@WE, BANIZMNAARES I RBMENG. SREERK, UWRIZAMGAXKRERIEREEIEERNI, ° B
HREGHIE, WREGHRANFLAERAIESH—RINAENK, RARXOH=ZMNEERAZEUNRL. ER
KRER A E RS,

BRARURENKANERRETH “DUANEK" BR. Fl0, “AlE" RARENPDRESETRAEN,
BEHERT “BEEN BNFER, 2017TF 128, &R “Deepfake” MIIKSEHITHIE ML Reddit LR T —F
FMAAISRRARBEABLERNEENN, REEENNBILEZ A, BE Reddit FERIRIEREZFAEEBALE
BERMABLBACBIANESG, REARBRAKASIRTHAMWEINX T, " ILE, BEREGREAENEFR
NILVERGTENEE TS GitHub WA BRURERAAREIF ENHEABRHTAMEASHRE, RRAEREESR
BT FHEEBY, ERHE S EMBIE R KSR, 2019 & 12 B2MHEE 14678 MRE SRR, HA 96% &
FEBUENRESHAM, TEFETEBNIE,

ERAERERESHEARTESHEREZE, RAVMAEESHERLS, "HTRESHERNZOET
‘DURELE” , ALBIRESRREANENEEEEFR2TARR, XESLHAERESAN BN, HaaAREFE
TAEYHARES M, EEAEEEBRITEG AT Abrams v. United States 2R “WR™H1H”  (marketplace of
ideas) MR, MEBMRSFEEANGEETEHREE, BI—RIIES55HC, HBALKMA., AW, EEK
WeE, FERIINEEBOFARE. BEZME. XEMH. ERMMNENYE, EREHRNEETERSBEUSHINELR,
NTEREEH#—THE, LHZE, SARKBPLATRITHIRNEIFIER, BZSEBUNQENTRE, Mm5I
RIEERN.

MAEEEHELBERREAGARARNEENNIC. UERKN “AIRE" RARF, ZRARSELE&R, X
TH “RIERL” NRRERHTS. Ak, 2019F 9 B, TEMOKRTHE A MERSRES, EXEARAAER
BEY, RKERMBEEAAFRTIAGE, WEMNER, BUNERIENAF MAGERERT. © I, BRWIE
M RAREF 2021 F 3 B 18 BESMARGE). ARHNXKENKT 11 RRBITR2WEREFRES NG
M RENERARNNAFLE L, 15, ZERIRESHBRATEFTRNEANL, (PEARENERZEZR) F
1019 EBAMME, EAARIEPAFFURL. 5, HAEFNREERAFRIEFSAEEMANE G

GEFR, SEEERAEGMRANT ZNAREAIEHERN—RIEGEXK, @d%I0EE XX EHETHR
HEFEESEENEEN,

CBREKL: (SEEERMEARARTE) , # CEFMR) 2018 £ 4 #,

P BNEF. B (BURTLESSELAENME) , 8B (BEEETe) 2021 45 4 H.

CPENAEER. R CRESHREANBREERRSHEMF) , 3 (RH5E=E) 2021 £55 H.

' See Erin Carson: Reddit cracks down on  ‘deepfake’ pornography, publish on CNET, Feb. 7, 2018, https://www.cnet.com/news/reddit-cracks-down-on-involuntary-pornogra-
phy-deepfakes/.

PRESE Lo

PENAER. R CRESREANANZERIRSHEMG) , 3 (RE5%EE) 2021 £5 5 #.

* Abrams v. United States, 250 U.S. 616 (1919).

SBI (TIEEPLKFERE : BRX ZAO App HiBL2MHBEERN) , HITREHL, 20194 9 B 4 H, https://tech.sina.com.cn/i/2019-09-04/doc-iicezueu3281126.shtml,

CB0 (BRRHER. AlREERE 11 ROEWHL9) , HACRER, 20214 3 B 19 B, http://epaper.bbtnews.com.cn/sitel/bjsb/html/2021-03/19/content_463629.htms

Q) — oe1



=, RS IERR

(=) =E

XERMAEMNERARFARGENERZ—, BERXAETHERARN. SHEMS, ZSWMEARIMNILEH
RAEGRRANNARETARHESLZGEETIL. BRREFLRERENATSEE. WRAEGHATSEE#H
TIRESIE. FMEURENEATANHAL. REBUARSSIARER, SREVIEESFETIR. BEFITEE
MERE. UTRINMEBEESMNEERIE D AT I B GIRER:

(BEREMSEEILEE) (Malicious Deep Fake Prohibition Act of 2018) , ZARME, A5 KEEFRIE.
FMEF M EFAE NIRRT AMEERENENTE, UREAMEXMMERABTRHREREN
HIR T, ASIRBIE. SNEASHAEFRAMENLRMENITAMA L ZMFIERATE, BEGIZHLS
A2 FRBHMERE, NRARITASEEID. SN, SFESE. IRXRLBEANEMITHE. E
ERIGEEFESEMN, IEHMBHEANERY, FEELERTIRREX 10 ER2MAERT,

CREMRERSER) (Deep Fake Report Act of 2019) , ZERERELREFLUREGRIEA, %
NEEZER, REFIRARRNEABT R, Rk, SEFBFERFNAERARENERAR, HE
HEMBRENERANEEERLER T ANGFAAIEERRE, URNNRENERARNRBEERNETNE
B, ERERENE—ENHARS, HELEU 5 ERMEBERMRS,

CREMREREER) (Deep Fakes Accountability Act) , % EREREMOIERE R EMMEEXHHIA,
WA “FNEIMFRB M FKEN L R X AR, XT*H%@&ISX#Eﬂ:%E&JZEEEE’J —ERHITIREE, ERE
BEIESTHR. ESAFRRAREHBHAERE,

GRAEMIF ML EE)  (Identifying Outputs of Generative Adversarial Networks Act) 1ER%EE
ERMFZFEESNEZFERTESEAHRRE, 7‘3_IY'J‘EESZTH*H%YE%AEJZEE*MEZ*FEEHUtHE’JP\]%\%DF
WELEHTRE., BIFNERTENEXRRHTZE. °

€2018-2020 MM EIFRTAGEY  (Intelligence Authorization Act for Fiscal Years 2018, 2019 and
2020) ERERBREBEIHFNMEXZEITLIHMERTNAN, RBSHMABLRFRUNBZZIZAR
FRol B R B S IMMEARNR. FARE I i#E,

€2020 I EEFHIRIGEE) (National Defense Authorization Act For Fiscal Year 2020) MEREXRIE

BREARATEZERENGEHN 180 HAN, MEBENEMERZTLWRENERAR. URAINERBULEEEE
BEEETETANRENERANBESEREM, MERBREZARHITLIR, Jtl:$7l~, ZESIEIERIUE
MEAZZHRUEMNAR, FEREMNEERENTAN#—SHLSEL K,

" <Malicious Deep Fake Prohibition Act of 2018>, SEC. 2. § 1041. See S.3805 - 115th Congress (2017-2018) : Malicious Deep Fake Prohibition Act of 2018 | Congress.gov | Library
of Congress.

'® <Deepfake Report Act of 2019>, SEC. 3. See S.2065 - 116th Congress (2019-2020) : Deepfake Report Act of 2019 | Congress.gov | Library of Congress.

'” <Deep Fakes Accountability Act >, SEC. 2. § 1041. See H.R.3230 - 116th Congress (2019-2020) : DEEP FAKES Accountability Act | Congress.gov | Library of Congress.

**<]OGAN Act>, SEC. 3, SEC. 4, See Text-S.1790 - 116th Congress (2019-2020) : National Defense Authorization Act for Fiscal Year 2020 | Congress.gov | Library of Congress.

! < Intelligence Authorization Act for Fiscal Years 2018, 2019, and 2020>, SEC. 707. See Text - H.R.3494 - 116th Congress (2019-2020) : Damon Paul Nelson and Matthew Young
Pollard Intelligence Authorization Act for Fiscal Years 2018, 2019, and 2020 | Congress.gov | Library of Congress.

* <National Defense Authorization Act For Fiscal Year 2020>, SEC. 27. See Text - S.1790 - 116th Congress (2019-2020) : National Defense Authorization Act for Fiscal Year 2020 |
Congress.gov | Library of Congress

062 — MERe, WEAESREHEGE (LK)



EN—REE, FAEEEHEREAENRESHEGNRMMD ZITREAMNBLREFENINZ—, HBFEILIM
2019 B 1EIT (FEREEIBEE) (Nonconsensual Pornography Law) , BHIfE. DABAEMENMEE %, LU
TR, BEMMAR “EMEIE (Revenge Porn) ” ITAENX N 1K, dREERES 12 MARKEEMN 2500 &
TR M. EEMMTE (AB-602 A% (Assembly Bills 602) ) FBAMEIERE N AREX E@mIBEGETHRIEBNIT
73, M (AB-730 752 (Assembly Bills 730) » MARsIEEEFARHIVIRSHE, BHE. EENBES~EAREMNE
BEESMMNITRIMAILE,

(Z) Er22

BAME, MBANWRESREANREBERRAREL, B (ATEZER) (Artificial Intelligence Act) KR
ERETIA “GXRE" ATERA, RUNNSIAAZAENESEERE FREAREANT DN ABERNFRZ 2B EM.
Ak, —FE, REMERANRHEFTEDREFEERBEFEFAIMITE. BR. ATKESHERESRENHIES
EHMHER, B—HE, EEHMENERFLNEMLE, RESRBANNAERNNEZERE, *“NBENEGXRE
HENMEHEBELETENRN:

o (ATERZER) (Artificial Intelligence Act) , ZERMTE, WTEMNHIREN. SEAXABAEHE
PAREGR. EMBMAANE, REENEXSREZATEELEDNAREMRN. »

o (MMWELEEBRES: BMAZEY (Tackling online disinformation: a European Approach) , ZEMR
BE LR ESORE BRREREHE SEABBERAMENER, HRE T BFENERE SN S REATHE KRR,
B LEBRFREGRAEN, U LLEREMNERESNERE, *°

o (FREBEAIIBMRIFZHB) (General Data Protection Regulation) , MEN £ AR LGRIBEAA
HWEMEIE, BRERKEMAXTERETLEEN THHEREZSHEMATEM. ' HE, BIBEEZEENHKE
X T EHMREKFIEH AT BB, *°

N, (FESHRSHAE) FEMERNE

CREGHRSMAE) EFIUE, PEARKNERANARESHRARBEREMNERRS, URARES
RS IRMEASFFRER, EREME. SHME, (REGRRSMAE) rGEMNRETERILAREHEE
MESRSSEZAENSHRR, EXUNREGREARBXERKNEERSLABZ RN RNEM, EEHEM
MEK. BRWE. ATLEREMN,

MREGHRSPEXEFNNSERA, (REGHIRSME) FHTRAME. —HmE, SAEXITLARM
BT BER, BufeTline, TIENMBEREEFE, BRESAEGHRSEHEFNETERSME. MR
EERAR2EE. RERHBRSHEZHSEE;, 5—7HH, (REGHRRSIME) E05RESHRARSRMAE.

# Douglas E. Mirell and Joshua Geller: AB 602 and AB 730: Curbing “deepfakes” in pornography and elections, Daliy Journal, Jan 8, 2020, see https://www.dailyjournal.com/
articles/355794-ab-602-and-ab-730-curbing-deepfakes-in-pornography-and-elections.

* European Parliament, Tackling deepfakes in European policy, Think Tank, 30 July 2021, see https://www.europarl.europa.eu/thinktank/en/document/EPRS_STU(2021)690039.

» <Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL LAYING DOWN HARMONISED RULES ON ARTIFICIAL INTELLIGENCE (ARTIFICIAL INTELLI-
GENCE ACT) AND AMENDING CERTAIN UNION LEGISLATIVE ACTS>, COM/2021/206 final, Annex IIl. See https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021PC0206.

% <Tackling online disinformation: a European Approach>, CDR 3908/201, see https://digital-strategy.ec.europa.eu/en/library/communication-tackling-online-disinformation-eu-
ropean-approach.

" <General Data Protection Regulation> Article 9.
 <General Data Protection Regulation> Recital 71.
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REGRRSEREMNABERSREESEEIXS T UER,

(=) REGRRSRHEEXS

BIE (RESHBRSAE) , RESHRSREREEFNEZENEER2FTEEINR, FEREETEREN, &
HEREMNLE, REERBCAAR. HitTR. NERD, BFREGHRSALAEE, UNKFFHARES MR
SNERFERZE. RIAHSRE. MEHSHE. RIEMAZEN. HEN BAN MIRFNEGENGEFE
REMBIERERD, RITER, REGHRSEHEFTEETEERNTREXS. RKERLREXUSREZRAEGH

X5,

1. ERABBEXS

(1) BIREAHEERBRREEHE

(MBZMINEBRSEEME) B, MESTAERRSEHENNZSUNEERSERENBETRE

3. BMMEEFNFBEARNLALIE. 26, FHREELSIMERN, NEUEEAXFURRHNER Y,

MEBRSBEZHRGEEENE) THE, BEAEERSEHELXAREEBTIRNEZENGHRESH, NEFHE
EWIRE, HAIGSEE. CRITER, IRNEHNERSRREENTURE T HIEENRRXSAE, ENmE,

R (REGHRRSME) WREGHRSREENRESHRESNTIRNSRHUHENRFINE, ERES:

o WMIRFNYEMARER: REGHRSEHENERAERSATIFNREGHRERAS, NYBIERKRA
EREESABTRANMARIMABREANRIR, REREFASER, €46, FRNAESHREEATAIRKE

HiRF. B, >

o FRAEEAXNHTIRANRMHATIRIRANIIE: B, WERANEEZRLEEERTHNREGHREEARS, W
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ICLG - DATA PROTECTION 2022 (CHINA)

1. Relevant legislation and competent authorities
1.1 What is the principal data protection legislation?

There are three major principal data protection laws, i.e.,
the Cybersecurity Law (the “CSL”), the Personal Informa-
tion Protection Law (the “PIPL”) and the Data Security
Law (the “DSL”).

1.2 Is there any other general legislation that impacts
data protection?

Yes. Both the general civil and criminal legislation in
China provide requirements on data protection.

In particular, the Civil Code, which took effect on 1
January 2021, establishes the right to privacy and the
principles of personal information protection. It mainly
provides a definition of personal information and

sets out basic requirements for personal information
processing, the obligations on the personal information
processors and the rights of individ u als to their personal
information. Most of the provisions in the Civil Code

are restatements of requirements contained in the CSL.
National Standards such as the Information Security
Technology - Personal Data Security Specification (the
“Standard”) also have an impact on the authorities’
enforcement on data protection practices.

The Criminal Law also sets forth offences relating to
infringing personal data and privacy, e.g., the offence of
infringing citizens’ personal information in Article 253-
(1), the offence of refusing to fulfil information network
security responsibilities in Article 286-(1), and the offence
of stealing, purchasing or illegally disclosing other
people’s credit card information in Article 177-(1). The
Interpretation of Several Issues Regarding Application

of Law to Criminal Cases of Infringement of Citizen’s
Personal Information Handled by the Supreme People’s
Court and the Supreme People’s Procuratorate issued in
2017 provides further explanation regarding the offences
relating to infringing personal data and privacy.

1.3 Is there any sector-specific legislation that
impacts data protection?

Yes. There are various pieces of sector-specific legislation
that impact data protection, including but not limited to
medical and health, telecommunications, e-commerce

and automobiles. For example, the Commercial Bank
Law requires banks to keep confidential on depositors’
personal savings deposit businesses. The People’s Bank
of China (“the PBOC”) has released the Implementing
Measures of the People’s Bank of China for Protection of
Financial Consumers’ Rights and Interests, which provide
basic requirements on protection of financial information
(including personal information) of individual customers.
The Biosecurity Law and the Administrative Regulations
on Human Genetic Resources set out requirements on
processing of human resource information. The E-com-
merce Law restates the principle of personal information
protection in the field of e-commerce industry. There are
also various legal requirements on protection of personal
information and data in automobile industry, such as the
Several Provisions on Automotive Data Security Manage-
ment (for Trial Implementation). Furthermore, the Pro-
visions on Protecting the Personal Information of Tele-
communications and Internet Users set out obligations
of telecommunication and Internet information service
providers.

1.4 What authority(ies) are responsible for data
protection?

As for personal information protection, China has no
single authority responsible for enforcing provisions.

The Cyberspace Administration of China (the “CAC”)is
responsible for coordinating the protection of personal
information and relevant supervision and administration
work, while other departments of the State Council, such
as the Ministry of Industry and Information Technology
(the “MIT”), the public security department and other
relevant departments are responsible for the supervision
and administration of personal information protection in
their respective sectors.

For example, the Ministry of Public Security (the
“MPS”) and its local branches are entitled to impose
administrative penalties and are also in charge of
criminal investigations against the unlawful obtaining,
sale or disclosure of personal information.

The MIIT and its local branches are responsible for the
supervision and administration of personal information
in the telecommunications and Internet sector.

Also, the State Administration for Market Regulation (the
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“SAMR”) and its local counterparts are responsible for the
supervision and administration of personal information
of consumers, pursuant to the Law on Protection of the
Rights and Interests of Consumers.

There are also industrial-specific data protection
requirements which are mainly enforced by relevant
industrial authorities. For example, the PBOC and the
China Banking and Insurance Regulatory Commission
promulgate and enforce legal requirements on the
protection of personal financial information. The
National Health Commission and Ministry of Science
and Technology supervise the processing of medical and
health data.

2. Definitions

2.1 Please provide the key definitions used in the rel-
evant legislation:

« “Personal data”

Pursuant to the PIPL, personal data/personal
information refers to all kinds of information related
to identified or identifiable natural persons recorded
by electronic or other means, excluding information
processed anonymously.

« “Processing”

Pursuant to the PIPL, the processing of personal
information includes the collection, storage, use,
processing, transmission, provision, disclosure and
deletion, etc. of personal information.

o “Controller”

The PIPL does not use the term “controller(s)” to refer
to entities that hold or handle personal information.
Instead, it names such entities as “personal
information processor” considering their engagement
in processing personal information. Pursuant to the
PIPL, a personal information processor is defined

as an organisation or individual that independently
determines the purpose and method of the processing
of personal information.

o “Processor”

The PIPL does not define “processor” in the same
way as under the General Data Protection Regulation
(“the GDPR”). However, the PIPL sets out the scenario
of entrusted processing of personal information,
where a personal information processor may entrust
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an entity with such processing.
“Data subject”

The PIPL does not define “data subject”. However,
both the Civil Code and the PIPL provide that a natural
person’s personal information shall be protected by
law. It is widely understood that a natural person/
individual identified by the personal information shall
be regarded as a data subject.

“Sensitive personal data”

Pursuant to the PIPL, sensitive personal data/sensitive
personal information refers to personal information
that is likely to result in damage to the personal
dignity of any natural person or damage to his or

her personal or property safety once disclosed or
illegally used, including such information as biometric
identification, religious belief, specific identity,
medical health, financial account and whereabouts,
as well as the personal information of minors under
the age of 14.

“Data breach”

The CSL, PIPL and DSL do not define “data breach”.
The National Contingency Plan for Cyber Security
Incidents issued by the CAC defines “Cybersecurity
incidents”, which refers to incidents that cause harm
to the network and information systems or data
therein and adversely affect society due to human
factors, hardware or software defects or failures,
natural disasters, etc. Cybersecurity incidents can
be divided into hazardous programme incidents,
network attack incidents, information destruction
incidents, information content security incidents,
equipment and facility failures, catastrophic
incidents and other incidents.

Other key definitions
Under the PIPL:

- “De-identification” refers to the process in which
personal information is processed so that it is
impossible to identify certain natural persons without
the aid of additional information; and

- “Anonymisation” refers to the process in which
personal information is processed so that it is
impossible to identify certain natural persons and
cannot be recovered.



3. Territorial scope

3.1 Do the data protection laws apply to businesses
established in other jurisdictions? If so, in what
circumstances would a business established in
another jurisdiction be subject to those laws?

Under the CSL, relevant authorities are entitled to
monitor, prevent and manage cybersecurity risks and
threats from other jurisdictions. Pursuant to Article 50,
if any information from other jurisdictions is found to be
prohibited by law, the CAC and competent authorities
may take measures to block the transmission of such
information. Pursuant to Article 75, the law applies

to an overseas institution, organisation or individual
that engages in activity that also endangers Critical
Information Infrastructure (“CII”). Further, companies
operating under the offshore model but providing
services to Chinese clients/users may also be subject to
the personal data protection rules established by the
CSL, especially those on the cross-border transfer of
data. However, the law does not clearly specify how to
realise the sanctions. As such, the extent to which these
provisions will be enforced abroad against overseas
companies remains unclear.

The PIPL provides similar rules to the GDPR regarding

its jurisdiction over businesses located outside of

China. Article 3 provides that the law shall apply to

the processing of personal information of natural
persons who are in China under any of the following
circumstances, where the processing happens outside of
China:

1) where the purpose is to provide domestic natural
persons with products or services;

2) where the activities of domestic natural persons are
analysed and evaluated; and

3) other circumstances as prescribed by laws and
administrative regulations.

Furthermore, according to Article 42 of the PIPL,
where an overseas organisation or individual engages
in personal information processing activities that
infringe upon the personal information rights and
interests of citizens of the People’s Republic of China
or endanger the national security and public interests
of the People’s Republic of China, the CAC may include
such organisation or individual in the list of subjects to
whom provision of personal information is restricted
or prohibited, announce the same, and take measures
such as restricting or prohibiting provision of personal

information to such organisation or individual.

The DSL also empowers relevant authorities with the
power to investigate the liabilities of entities that process
data outside of China that damages the national security,
public interest or the legitimate rights and interests of
citizens and organisations.

4, Key principles

4.1 What are the key principles that apply to the
processing of personal data?

« Transparency

Article 41 of the CSL stipulates that network operators
shall make public the rules for collecting and using
personal data, and expressly notify the purpose,
methods and scope of such collection and use. The
same principle has also been included in the PIPL.
According to Article 7, the principles of openness and
transparency shall be observed in the processing of
personal information; the rules for the processing of
personal information shall be publicly disclosed, and
the purpose, manners and scope of processing shall be
explicitly indicated.

« Lawful basis for processing

Article 41 of the CSL and Article 1035 of the Civil Code
require network operators to abide by the “lawful,
justifiable and necessary” principles when collecting
and using personal information. The PIPL similarly
requires that the processing of personal information
shall follow the principles of lawfulness, legitimacy,
necessity and good faith, and processing personal
information by misleading, fraud, coercion or otherwise
is not permitted.

Furthermore, Article 13 of the PIPL provides various
legal grounds for processing of personal information,
including:

1) the consent of the individual concerned is obtained;

2) itis necessary for the conclusion or performance
of a contract to which the individual concerned is a
party, or for the implementation of human resource
management in accordance with the labour rules
and regulations formulated in accordance with
the law and the collective contract concluded in
accordance with the law;

3) itis necessary for the performance of statutory
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duties or statutory obligations;

4) itis necessary for the response to a public health
emergency or for the protection of the life, health
and property safety of a natural personin an
emergency;

5) personal information is processed within a
reasonable scope to conduct news reporting, public
opinion-based supervision, and other activities in
the public interest;

6) processing within a reasonable scope of personal
information that is publicly disclosed in accordance
with the PIPL; or

« Other key principles

- Data quality and accuracy - Article 8 of the PIPL
provides that the quality of personal information shall
be ensured in the processing of personal information
to avoid the adverse impact on personal rights and
interests caused by inaccurate or incomplete personal
information.

- Accountability - Article 9 of the PIPL requires a
personal information processor to be responsible
for its processing of personal information and take
necessary measures to ensure the security of the
personal information processed.

7) other circumstances prescribed by laws and 5. Individualrights

administrative regulations. 5.1 What are the key rights that individuals have in

s relation to the processing of their personal data?
« Purpose limitation

« Right of access to data/copies of data

Article 41 of the CSL requires that network operators
shall not collect any personal information that is

not related to the services it provides. PIPL similarly
requires that the processing of personal information
shall be for a definite and reasonable purpose and be
directly related to the purpose of processing.

Data minimisation

Article 6 of the PIPL provides that the processing of
personal information shall be conducted in a way

that minimises the impact on personal rights and
interests, and shall be limited to the minimum scope
for achieving the purpose of processing. It is prohibited
to excessively collect personal information.

Proportionality

There is no explicit rule providing for a “proportionality
principle” under the CSL or the PIPL, but the data
minimisation principle under the PIPL is similar in
essence to the “proportionality principle”, emphasising
“processing of personal data only within a proper and
necessary scope”, and “shall be conducted in a way that
minimises the impact on personal rights and interests”.

Retention

Pursuant to Article 19 of the PIPL, unless otherwise
stipulated by laws and administrative regulations, the
retention period of personal information shall be the
minimum period necessary for achieving the purpose
of processing.
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Both the Civil Code and the PIPL entitle an individual
to consult or copy his/her personal information from a
personal information processor.

Right to rectification of errors

The PIPL provides that where an individual finds
that his/her personal information is inaccurate
orincomplete, he/she is entitled to request the
personal information processor to make corrections
or supplements. The Civil Code and the CSL provide
similar rules.

Right to deletion/right to be forgotten

The PIPL requires a personal information processor
to delete personal information actively or under the
request of relevant individuals in any of the following
circumstances:

1) where the purpose of handling has been achieved,
itis impossible to achieve such purpose, oritis no
longer necessary to achieve such purpose;

2) where the personal information processor ceases to
provide products or services, or the storage period
has expired;

3) where the individual withdraws his/her consent;

4) where the personal information processor
processes personal information in violation of laws,
administrative regulations or the agreement; or



5) other circumstances stipulated by laws and
administrative regulations.

Right to object to processing

Under the PIPL, a data subject has the right to restrict or
refuse others to process his/her personal information.

Right to restrict processing

Under the PIPL, a data subject has the right to restrict or
refuse others to process his/her personal information.

Right to data portability

Pursuant to Article 45 of the PIPL, where an individual
requests to transfer his/her personal information to a
personal information processor designated by him/her,
which meets the conditions stipulated by the CAC, the
personal information processor shall provide a way for the
transfer.

Right to withdraw consent

Article 15 of the PIPL provides that where the
processing of personal information is based on the
consent of the individual concerned, the individual

is entitled to withdraw his/her consent. The personal
information processor shall provide a convenient
method for the individual to withdraw his/her consent.

Right to object to marketing

Section 8.4 of the Standard stipulates that data
subjects have the right not to receive commercial
advertisements that are based on their personal
data. Furthermore, regarding marketing by means of
automated decision making, the PIPL requires the
processor to provide convenient rejection ways to
relevant individuals.

Right protecting against solely automated decision-
making and profiling

The PIPL provides that where a processor makes use of
personal information to make an automatic decision,
it shall ensure the transparency of the decision-making
and the fairness and impartiality of the results, and shall
not impose unreasonable discriminatory treatment

on individuals in respect of the transaction price and
transaction conditions. In a scenario in which there

is information pushing and commercial marketing to
an individual through automated decision-making,

the processor shall in parallel provide options that do
not target the individual’s personal characteristics,

and provide convenient means of rejection to relevant
individuals. On the other hand, an individual shall have
the right to require the personal information processor
to make an explanation and to reject such explanation
only through automatic decision-making where such
decision has a significant impact on an individual’s
rights and interests.

« Right to complain to the relevant data protection
authority(ies)

The right for individuals to complain to data protection
authorities has been recognised in a number of pieces
of legislation. For example, Section IX of the Decision
of the Standing Committee of the National People’s
Congress on Strengthening Network Information
Protection provides that any organisation or individual
has the right to report to the relevant authorities
regarding the illegal or criminal conduct of stealing or
otherwise unlawfully acquiring, selling or providing

to others a citizen’s personal electronic information.
Further, the CSL provides in Article 14 that one could
report acts that endanger network security to the CAC,
telecom and public security authorities.

Under the PIPL, any organisation or individual shall
have the right to complain or report illegal personal
information processing activities to the authorities
performing duties of personal information protection.

« Other key rights

The PIPL protects the rights of close relatives of the
deceased. Where a natural person dies, his/her close
relatives may, for the purpose of their own lawful and
legitimate interests, exercise such rights as consulting,
copying, correcting and deleting the relevant personal
information of the deceased as prescribed in this
chapter, unless otherwise arranged by the deceased
prior to his/her death.

5.2 Please confirm whether data subjects have the
right to mandate not-for-profit organisations to seek
remedies on their behalf or seek collective redress.

There are similar rules under the PIPL. Article 70 of the
PIPL provides that where any personal information
processor processes personal information in violation of
this Law, which infringes upon the rights and interests of
a large number of individuals, the People’s Procuratorate,
the consumer organisations specified by law and the
organisations determined by the CAC may bring a lawsuit
to a people’s court.
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6. Children’s personal data

6.1 What additional obligations apply to the
processing of children’s personal data?

Under the PIPL, personal information of children under
the age of 14 shall be regarded as sensitive personal
information, the processing of which shall be subject to
additional legal requirements. Pursuant to Article 31 of
the PIPL, processing personal information of children
under the age of 14 requires the consent of the children’s

parents or other guardians, and specialised rules shall be

formulated for such processing.

Besides, the CAC has promulgated a special regulation
regarding the protection of children’s personal

information, i.e., the Provisions on the Cyber Protection of

Children’s Personal Information. Network operators that
process children’s personal information shall formulate
special data protection rules and user agreements and
designate persons as responsible for the protection of
such information.

7. Registration formalities and prior approval

7.11s there a legal obligation on businesses to register

with or notify the data protection authority (or any

other governmental body) in respect of its processing

activities?

Under the CSL, PIPL and DSL, transferring personal
information or important data abroad may trigger such
obligation in certain circumstances. As for operators of
Cll (“CllOs”), a security assessment shall be conducted
pursuant to the measures developed by the CAC and/
or competent departments of the State Council, if the
personal information or important data generated or
collected by them within the territory of China needs to
be transferred abroad for business purposes. Personal
information processors whose quantity of processing
reaches that as prescribed by the CAC will also be
subject to such obligation according to the PIPL. As for
other personal information processors, there are some
other ways provided by the PIPL to compliantly transfer
personal information outside China, among which the
processors can choose to pass the security assessment
organised by the CAC.

According to the DSL, processors of important data

shall, in accordance with the relevant provisions, carry
out risk assessments on their data processing activities
on a regular basis and submit a risk assessment report
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to the relevant competent authority. On an industrial-
specific basis, the CAC has issued a regulation on the
security protection of automotive data, in which the

CAC requires that an automotive data processor shall
conduct risk assessments and submit an assessment
report to the cyberspace administration at provincial
level and other relevant authorities for its processing of
important data. Such processor is further required to
submit its annual automotive data security management
report to these authorities by December 15 of each year.
Furthermore, the international transfer of important data
by the processor shall also be subject to the assessment
organised by the CAC and relevant authorities.

The CAC also sets out legal requirements on the
application of algorithm recommendation technologies
for provision of Internet information services, where an
algorithm recommendation service provider with public
opinion attribute or social mobilisation ability shall,
within 10 working days from the date of provision of
services, go through record-filing formalities.

Additionally, where the processing of data raises
national security issues, such activities may further
trigger a cybersecurity review. According to the
Cybersecurity Review Measures released by the CAC
and a number of other national departments, the
purchase of network products and services by ClIOs
and the data processing activities carried out by online
platform operators, which affect or may affect national
security, shall be notified to the relevant authorities for
cybersecurity review. Online platform operator holding
personal information of more than 1 million users shall
also declare for cybersecurity review when they enter
into an initial public offering (“IPO”) in other countries.

7.2 If such registration/notification is needed, must
it be specific (e.g., listing all processing activities,
categories of data, etc.) or can it be general (e.g.,
providing a broad description of the relevant
processing activities)?

For the security assessment of international transfer of
personal information and important data, according to
relevant draft regulations, the notification is designed to
be specific, covering various aspects such as legitimacy,
fairness, necessity of the transfer, categories, quantity,
sensitivity of the data, security risk, etc.

The report by automotive data processors is also
required to be specific. Processors are requested to
provide details of the processing activities, such as the
type, scale, purpose, and necessity of the processing of



automotive data, the measures for security protection
and management of automotive data, provision of
automotive data to third parties, data security incidents
and the handling thereof, etc.

The filing of algorithms needs to be conducted via the
Internet information service algorithm record-filing
system operated by the relevant authorities, where
detailed information such as the service provider’s name,
service form, application field, algorithm type, algorithm
self-assessment report and content shall be provided.

The cybersecurity review is also conducted in a detailed
manner. Relevant data processors need to file (including
but not limited to) an assessment report analysing in
detail the risk factors concerning national security.

7.3 On what basis are registrations/notifications
made (e.g., per legal entity, per processing purpose,
per data category, per system or database)?

For international data transfer, according to relevant
draft regulations, the assessment has a two-year period
of validity. When such period expires, the assessment
shall be renewed. Furthermore, during the two-year
period, the assessment will need to be renewed if: (i)
any change occurs to the purpose, method, scope, or
type of the data to be transferred, or the use or method
of data processing by the overseas recipient, or the
period for overseas storage of personal information and
important data is extended,; (ii) there is any change in
the legal environment of the country or region where the
overseas recipient is located, any change in the actual
control of the data processor or the overseas recipient, or
any change in the contract between the data processor
and the overseas recipient that may affect the security
of the outbound data, or other circumstances affecting
the security of outbound data; or (iii) there are other
circumstances that have an impact on the security of
data transfer.

For automotive data, each processor (who conducts
important data processing) is required to file a report

of its overall automotive data processing activities.
Similarly, the filing of algorithms shall be conducted by
each relevant service provider, and if any change occurs
to the information filed, the service providers shall make
modifications within 10 working days.

As for cybersecurity review, as mentioned above, the
review process is initiated when a CIIO purchases
network products and services that affect or may affect
national security, or when an online platform operator’s

certain data processing activity affects or may affect
national security, or when an online platform operator
holding personal information of more than 1 million
users enter into an IPO in other countries.

7.4 Who must register with/notify the data protection
authority (e.g., local legal entities, foreign legal
entities subject to the relevant data protection
legislation, representative or branch offices of foreign
legal entities subject to the relevant data protection
legislation)?

Please refer to questions 7.1 and 7.3.

7.5 What information must be included in the
registration/notification (e.g., details of the notifying
entity, affected categories of individuals, affected
categories of personal data, processing purposes)?

Please refer to question 7.2.

7.6 What are the sanctions for failure to register/
notify where required?

CllOs that fail to notify their cross-border transfer of
personal information and important data, according
to the CSL, shall be warned and ordered by the
competent authority to make rectifications, and shall
be subject to confiscation of illegal earnings and a
fine ranging from RMB 50,000 to RMB 500,000, and
may be subject to a suspension of related business,
winding up for rectification, shutdown of website, and
revocation of business licence, and the supervisor
directly in charge and other directly liable persons
shall be subject to a fine ranging from RMB 10,000 to
RMB 100,000. As for personal information processors,
pursuant to the PIPL, the authorities may order them
to make corrections, give a warning to them and
confiscate their illegal gains. If they refuse to make
corrections, a fine of not more than RMB 1 million shall
be imposed; and a fine of not less than RMB 10,000
but not more than RMB 100,000 shall be imposed on
the person directly in charge and other directly liable
persons. Where the circumstances are serious, such
processor may face a higher fine of not more than
RMB 50 million or not more than 5% of its turnover of
the previous year; the authorities may also order it to
suspend relevant business or suspend business for
rectification, and revoke the relevant business permit
or business licence. Furthermore, a fine of not less than
RMB 100,000 but not more than RMB 1 million shall be
imposed on the person directly in charge and other
directly liable persons, and a decision may be made
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to prohibit the said persons from acting as directors,
supervisors, senior executives and persons-in-charge of
personal information protection of relevant enterprises
within a certain period of time.

According to the DSL, an important data processor failing
to report may face an order to make rectifications and a
warning, and may be concurrently fined not less than RMB
50,000 but not more than RMB 500,000, and the person
directly in charge and other directly liable persons may

be fined not less than RMB 10,000 but not more than RMB
100,000; if the processor refuses to make rectifications

or causes serious consequences such as massive data
leakage, it will be fined not less than RMB 500,000 but not
more than RMB 2 million, and may be ordered to suspend
the relevant business or stop the business for rectification,
and the relevant business permit or business licence

will be revoked. The person directly in charge and other
directly liable persons will be fined not less than RMB
50,000 but not more than RMB 200,000.

With respect to any algorithm recommendation service
provider with the attribute of public opinions or the ability
to mobilise the public who has obtained record-filing by
concealing relevant information, providing false materials
or other improper means, its record filing shall be revoked,
awarning given, or a notice of criticism circulated; if the
circumstances are serious, it shall be ordered to suspend
information updating and impose a fine of not less than
RMB 10,000 but not more than RMB 100,000.

CllOs using products and/or services that have not
undergone or have failed in the security review shall be
ordered by the competent authority to stop such use and
shall be subject to a fine equivalent to more than one but
less than 10 times the purchase price, and the supervisor
directly in charge and other directly liable persons shall be
subject to a fine ranging from RMB 10,000 to RMB 100,000.

7.7 What is the fee per registration/notification (if
applicable)?

Currently, it remains unclear. Normally, such notifications
are free of charge.

7.8 How frequently must registrations/notifications
be renewed (if applicable)?

Please refer to questions 7.1 and 7.3.

7.9 Is any prior approval required from the data
protection regulator?

For the international data transfers mentioned in
question 7.1, it is widely recognised that prior approval
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is required, where applicable. As for important data
processing, there is no requirement of prior approval in
the DSL. The same goes with the filing of algorithms.

For cybersecurity review, it is understood that prior
approval is needed.

7.10 Can the registration/notification be completed
online?

The filing of algorithms is conducted online. It remains
unclear whether other notifications can be completed online.

7.11Is there a publicly available list of completed
registrations/notifications?

Since the laws and regulations are newly issued, currently
there is no public channel established to list completed
notifications.

7.12 How long does a typical registration/notification
process take?

For the security assessment of international data
transfers, the draft regulations provide that the CAC shall
complete a security assessment of outbound data within
45 working days commencing from the date of issuing
the written notice of acceptance; if the circumstance

is complex or supplementary materials are required,

the said time limit may be extended appropriately, but
generally shall not exceed 60 working days.

For the filing of algorithms, relevant authorities shall,
within 30 working days upon receipt of the record-filing
materials submitted by the record-filing applicants,
grant record-filing, issue record-filing numbers and make
public the record-filing; if the materials are incomplete,
record-filing shall not be granted, and the record-filing
applicant shall be notified, with reasons stated, within 30
working days.

The cybersecurity review follows a period of “30+15+15”
working days for an ordinary review procedure. Where a
special procedure is needed, the review shall generally
be completed within 90 working days, and the time limit
may be extended for complicated cases.

8. Appointment of a Data Protection Officer

8.1 s the appointment of a Data Protection Officer
mandatory or optional? If the appointment of a
Data Protection Officer is only mandatory in some
circumstances, please identify those circumstances.

Under the PIPL, where the quantity of personal



information processed reaches that specified by the CAC,
the personal information processor shall designate a
person in charge of personal information protection to
be responsible for supervising the activities of processing
of personal information and the adopted protection
measures. Currently, the threshold is yet to be made
public.

Under the DSL, processors of important data shall specify
the person(s) responsible for data security and the
management body, and implement the responsibility of
data security protection.

8.2 What are the sanctions for failing to appoint a
Data Protection Officer where required?

Under the PIPL, the authorities may order the processor
to make corrections, give a warning to it and confiscate its
illegal gains. If it refuses to make corrections, a fine of not
more than RMB 1 million shall be imposed; and a fine of
not less than RMB 10,000 but not more than RMB 100,000
shall be imposed on the person directly in charge and
other directly liable persons. Where the circumstances
are serious, such processor may face a higher fine of not
more than RMB 50 million or not more than 5% of its
turnover of the previous year; the authorities may also
order it to suspend relevant business or suspend business
for rectification, and revoke the relevant business permit
or business licence. Furthermore, a fine of not less than
RMB 100,000 but not more than RMB 1 million shall be
imposed on the person directly in charge and other
directly liable persons, and a decision may be made

to prohibit the said persons from acting as directors,
supervisors, senior executives and persons-in-charge of
personal information protection of relevant enterprises
within a certain period of time.

According to the DSL, an important data processor

failing to appoint a data security officer may face an
order to make rectifications and a warning, and may be
concurrently fined not less than RMB 50,000 but not more
than RMB 500,000, and the person directly in charge

and other directly liable persons may be fined not less
than RMB 10,000 but not more than RMB 100,000; if the
processor refuses to make rectifications or causes serious
consequences such as massive data leakage, it will be
fined not less than RMB 500,000 but not more than RMB

2 million, and may be ordered to suspend the relevant
business or stop the business for rectification, and the
relevant business permit or business licence will be
revoked. The person directly in charge and other directly
liable persons will be fined not less than RMB 50,000 but
not more than RMB 200,000.

8.3 Is the Data Protection Officer protected from
disciplinary measures, or other employment
consequences, in respect of his or her role as a Data
Protection Officer?

If a Data Protection Officer (“DPO”) fails to perform his
or her duty with due diligence, then he or she may be
accused of administrative or even criminal liabilities in
respect of his or her role as a DPO.

8.4 Can a business appoint a single Data Protection
Officer to cover multiple entities?

The law and relevant rules do not specify whether a
business can appoint a single DPO to cover multiple
entities.

8.5 Please describe any specific qualifications for the
Data Protection Officer required by law.

Section 11.1 of the Standard specifies that the DPO
shall be a person with relevant management experience
and professional knowledge of personal information
protection.

8.6 What are the responsibilities of the Data
Protection Officer as required by law or best
practice?

Please refer to the response to question 8.1. Furthermore,
Section 11.1 of the Standard provides that the DPO's
responsibilities include but are not limited to:

1) direct responsibility for, and comprehensive and
overall implementation of, the organisation’s personal
data security;

2) organising the formulation of a personal information
protection work plan and supervising its
implementation;

3) drafting, issuing, implementing and regularly
updating the privacy policy and related regulations;

4) establishing, maintaining, and updating the list of
personal data held by the organisation (including the
type, amount, origin, recipient, etc. of the personal
data) and authorised access policies;

5) conducting a personal data security impact
assessment, proposing countermeasures and
suggestions for personal information protection, and
urging the rectification regarding security risks;

6) organising personal data security training;
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7) conducting product or service testing before
its release in case of unknown collection, use,
sharing and other processing activities of
personal data;

8) announcing information such as complaint or
reporting methods and promptly accepting the
complaint and report;

9) conducting safety audits; and

10) communicating with supervisory authorities, and
reporting on personal information protection and
incident handling, etc.

8.7 Must the appointment of a Data Protection Officer
be registered/notified to the relevant data protection
authority(ies)?

Under the PIPL, yes. The personal information processor
shall make public the contact information of the person
in charge of personal information protection and submit
their name and contact information to the authorities.

8.8 Must the Data Protection Officer be named
in a public-facing privacy notice or equivalent
document?

Yes. Please refer to question 8.7.

9. Appointment of processors

9.1 If a business appoints a processor to process
personal data on its behalf, must the business
enter into any form of agreement with that
processor?

Yes. Under the PIPL, where a personal information
processor entrusts others with the processing of personal
information, it shall agree with the agent on the purpose,
time limit and method of entrusted processing, type of
personal information and protection measures, as well as
the rights and obligations of both parties, and supervise
the personal information processing activities of the
agent.

9.2 If it is necessary to enter into an agreement, what
are the formalities of that agreement (e.g., in writing,
signed, etc.) and what issues must it address (e.g.,
only processing personal data in accordance with
relevant instructions, keeping personal data secure,
etc.)?

Please refer to question 9.1.
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10. Marketing

10.1 Please describe any legislative restrictions on
the sending of electronic direct marketing (e.g., for
marketing by email or SMS, is there a requirement to
obtain prior opt-in consent of the recipient?).

Pursuant to Article 43 of the Advertisement Law, no
organisation or individual shall, without obtaining the
consent or request of the parties concerned, distribute
advertisements to them via electronic means.
Advertisements distributed via electronic means

shall state the true identity and contact details of the
senders, and the method for the recipients to refuse
acceptance of future advertisements. Article 44 further
provides that advertisements published in the form of
pop-up windows on the website shall show the “close”
sign prominently.

Article 13 of the Administration of Internet Electronic
Mail Services provides that the word “advertisement”
or “AD” must be indicated in the email subject, and it
is prohibited to send emails containing commercial
advertisement without the express consent of the
receivers. Article 14 provides that if an email recipient
who has expressly consented to receive electronic
direct marketing subsequently refuses to continue
receiving such emails, the sender shall stop sending
such emails, unless otherwise agreed by the parties.
The receivers shall be provided with the contact details
for the discontinuation of the receipt of such emails,
including the email address of the sender, and shall
ensure that such contact details are valid within 30
days.

10.2 Are these restrictions only applicable to business-
to-consumer marketing, or do they also apply in a
business-to-business context?

The Advertisement Law as well as the Administration

of Internet Electronic Mail Services Procedures do not
specify whether they are only applicable to business-to-
consumer marketing.

10.3 Please describe any legislative restrictions on
the sending of marketing via other means (e.g., for
marketing by telephone, a national opt-out register
must be checked in advance; for marketing by post,
there are no consent or opt-out requirements,
etc.).

Section VII of the Decision of the Standing Committee
of the National People’s Congress on Strengthening



Network Information Protection provides that any
organisation or individual shall not send commercial
electronic messages to the fixed-line, mobile telephone
or email inbox of an electronic message receiver without
the prior consent or request of the receivers or if the
receivers explicitly express rejection.

The operators of an e-commerce platform, when
displaying search results of goods or services, shall
mark “advertisement” for bid-ranked products or
services, pursuant to Article 40 of the E-commerce

Law. Furthermore, Article 18 provides that e-commerce
business operators who provide search results based on
consumers’ preference or consumption habits shall in
the meantime provide options not targeting consumers’
personal characteristics.

As for marketing by means of automated decision
making, the PIPL requires the relevant processor to
provide options not specific to individuals’ characteristics
simultaneously, or provide methods for individuals to
refuse such marketing or push.

10.4 Do the restrictions noted above apply to
marketing sent from other jurisdictions?

The Advertisement Law and the E-commerce Law apply
to operators providing products and services within the
territory of China, while for foreign operators providing
products or services to China on an offshore model, the
law does not further elaborate whether it will apply or
not. However, according to Article 3.2 of the Draft Security
Assessment Guidelines on Cross-border Data Transfer,
business operators not registered in China but providing
products or services to China using the Chinese language,
making settlement by the RMB, and delivering products
to China are considered to be “providing products or
services to China”, in which case it is possible that the
relevant provisions will apply.

The PIPL applies to the processing of personal
information of natural persons within China for the
purpose of providing products or services to them

or analysing or assessing their conduct. Therefore,
marketing sent by a personal information processor from
other jurisdictions could be subject to the PIPL if it falls
into the cases above.

10.5 Is/are the relevant data protection authority(ies)
active in enforcement of breaches of marketing
restrictions?

The Administration for Market Regulation is mainly
responsible for the enforcement of marketing restrictions.

There are recent cases where authorities such as the
Administration for Market Regulation are taking action.
For example, in 2017, Shanghai Paipaidai Financial
Information Service Co., Ltd. was fined RMB 800,000 for
its infringement of the Advertisement Law, the breaches
including, among others, sending direct advertisements
via email without obtaining prior consent of the
recipients.

10.6 Is it lawful to purchase marketing lists from
third parties? If so, are there any best practice
recommendations on using such lists?

If the source of the marketing lists is legitimate and
lawful and the data subject has consented, then it

is not prohibited. Otherwise, itis illegal to do so, as
network service providers and other enterprises, public
institutions and their employees are obligated to keep
strictly confidential a citizen’s personal electronic
information collected during their business activities,
and may not disclose, falsify, damage, sell or illegally
provide such information to others, as provided in the
Decision of the Standing Committee of the National
People’s Congress on Strengthening Network Information
Protection.

10.7 What are the maximum penalties for sending
marketing communications in breach of applicable
restrictions?

Article 63 of the Advertisement Law provides that sending
direct marketing communications without obtaining the
consent of the target may result in a fine of up to RMB
30,000.

E-commerce platforms that do not clearly mark
“advertisement” for bid-ranked products may face a
fine of up to RMB 100,000, pursuant to Article 81 of the
E-commerce Law and Article 59 of the Advertisement
Law.

In addition, Article 77 of the E-commerce Law provides
that e-commerce business operators who provide
search results in violation of Article 18 as described in
question 10.3 shall be ordered to make the correction
within a stipulated period, their illegal income shall be
confiscated, and a fine ranging from RMB 50,000 to RMB
200,000 may be imposed. In serious cases, a fine ranging
from RMB 200,000 to RMB 500,000 should be imposed
concurrently.

As for the penalties under the PIPL, please refer to
question 8.2.

@) — 103



11. Cookies

11.1 Please describe any legislative restrictions on
the use of cookies (or similar technologies).

There is no legislation addressing the use of cookies
explicitly. Given that cookies may fall within the definition
of personal information, it is understood that the general
regulations on personal data apply to the use of cookies.

11.2 Do the applicable restrictions (if any) distinguish
between different types of cookies? If so, what are the
relevant factors?

The law does not distinguish between different types of
cookies at this stage.

11.3 To date, has/have the relevant data protection
authority(ies) taken any enforcement action in
relation to cookies?

There are no administrative actions on the use of
cookies. Nonetheless, in 2015, the search engine Baidu’s
use of cookies to personalise advertisements aimed at
consumers when they enter certain third-party websites
was found by the court not to infringe an individual’s
right to privacy.

11.4 What are the maximum penalties for breaches of
applicable cookie restrictions?

Please refer to the maximum penalties for other general
breaches.

12. Restrictions on international data transfers

12.1 Please describe any restrictions on the transfer
of personal data to other jurisdictions.

The CSL, PIPL and DSL have set out requirements
on international data transfer. For restrictions on
international transfer of personal information and
important data, please refer to questions 7.1-7.12.

In October 2021, the CAC issued an updated draft
regulation, i.e., the Draft Measures for the Security
Assessment of Cross-border Data Transfer, according to
which data processors are required to conduct security
assessment when they provide important data collected
and generated overseas during their operation within
the territory of the People’s Republic of China and
personal information that shall be subject to security
assessments according to law. The draft regulation is
still under review by the relevant authorities and may be
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subject to further revision.

12.2 Please describe the mechanisms businesses
typically utilise to transfer personal data abroad
in compliance with applicable transfer restrictions
(e.g., consent of the data subject, performance

of a contract with the data subject, approved
contractual clauses, compliance with legal
obligations, etc.).

The PIPL provides several methods that a business can
adopt to compliantly transfer personal information
abroad, including the following:

1) passing the security evaluation organised by the
CAC (for CllOs and processors whose quantity of
processing of personal information reaches that as
prescribed by the CAC);

2) obtaining certification by a specialised agency for
protection of personal information in accordance with
the provisions of the CAC;

3) enteringinto a contract with the overseas recipient
under the standard contract formulated by the CAC,
specifying the rights and obligations of both parties;
or

4) meeting other conditions prescribed by laws,
administrative regulations or the CAC.

12.3 Do transfers of personal data to other
jurisdictions require registration/notification or

prior approval from the relevant data protection
authority(ies)? Please describe which types of
transfers require approval or notification, what those
steps involve, and how long they typically take.

In certain circumstances, prior notification or approval is
needed. As mentioned in Section 7, ClIOs and personal
information processors, whose quantity of processing
personal information reach that as prescribed by the
CAC, shall pass the security assessment organised by the
CAC when transferring personal information collected
within China abroad. According to the Draft Measures for
the Security Assessment of Cross-border Data Transfer,
if a personal information processor has processed
personal information of more than 1 million people, or
if it has transferred personal information of more than
100,000 people or sensitive personal information of
more than 10,000 people overseas accumulatively, the
transfer by such processor shall be subject to security
assessment.



12.4 What guidance (if any) has/have the data
protection authority(ies) issued following the
decision of the Court of Justice of the EU in Schrems I
(Case C-311/18)?

This is not applicable.

12.5 What guidance (if any) has/have the data
protection authority(ies) issued in relation to the
European Commission’s revised Standard Contractual
Clauses published on 4 June 2021?

This is not applicable.

13. Whistle-blower hotlines

13.1 What is the permitted scope of corporate whistle-
blower hotlines (e.g., restrictions on the types of
issues that may be reported, the persons who may
submit a report, the persons whom a report may
concern, etc.)?

The PIPL provides that any organisations and individuals
shall have the right to file complaints or reports about
illegal personal information processing activities

with relevant authorities. The authorities receiving
complaints or reports shall handle them without delay
and notify the complainants and informants of the
handling results.

13.2 Is anonymous reporting prohibited, strongly
discouraged, or generally permitted? If it is prohibited
or discouraged, how do businesses typically address
this issue?

The PIPL does not explicitly prohibit anonymous
reporting. Anonymous reporting is generally
permitted.

14. CCTV

14.1 Does the use of CCTV require separate
registration/notification or prior approval from the
relevant data protection authority(ies), and/or any
specific form of public notice (e.g., a high-visibility
sign)?

Article 12 of the Public Security Video Image Information
System Administrative Regulations (exposure draft,
hereinafter the “CCTV Regulations”), which was issued
by the MPS and regulates the use of CCTV for public
safety purposes, stipulates that anyone who uses CCTV
for public safety purposes shall notify the local public

security department of the type and location of the
camera installed.

14.2 Are there limits on the purposes for which CCTV
data may be used?

Pursuant to Article 6 of the CCTV Regulations, it is
prohibited to obtain state secrets, work secrets or trade
secrets from a public security video image information
system, or infringe on citizens’ privacy by using such a
system. Organisations that construct and use CCTV are
required to keep in confidence the basic information
(e.g., the system design, equipment type, installation
location, address code) and collected data concerning
state secrets, work secrets and trade secrets and shall not
illegally disclose CCTV data concerning citizens’ privacy.
Such CCTV data shall not be bought or sold, illegally
used, copied or disseminated, pursuant to Article 22.
According to Article 21, investigative, procuratorial and
judicial powers, public security and national security
organs, as well as the administrative departments of the
government at or above town level, may inspect, copy or
retrieve the basic information or data collected through
CCTV. Under circumstances of the security services,
Article 25 of the Regulations on Administration of Security
Services provides that the using of CCTV equipment
shall not infringe on the legitimate rights and interests or
privacy of individuals.

It is worth noting that the PIPL provides restrictions on
image capturing, and personal identification equipment
installed in public places. Such data collection activities
shall be necessary for maintaining public security,
comply with the relevant provisions of the State,

and conspicuous prompting signs shall be set up. An
individual’s personal image and personal identification
information collected may only be used for the purpose
of maintaining public security and shall not be used for
any other purpose, except with the individual’s separate
consent.

15. Employee monitoring

15.1 What types of employee monitoring are
permitted (if any), and in what circumstances?

On the one hand, Article 8 of the Labour Contract Law
provides that employers are entitled to know about
basic information of the worker in direct relation to the
labour contract between them; therefore, some types of
employee monitoring are permitted, though no specific
rule explicitly addresses employee monitoring. On the
other hand, itis prudent that the monitoring does not
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infringe the employee’s privacy.

15.2 Is consent or notice required? Describe how
employers typically obtain consent or provide
notice.

According to the PIPL, consent may not be needed if the
processing of personal information is necessary for the
implementation of human resources management in
accordance with the internal labour rules and regulations
and the collective contract concluded. While the
processing of employees’ personal information exceeds
the human resource management scope, consent is still
needed unless the processing falls in other legal bases as
prescribed in Article 13 of the PIPL.

In practice, employers usually choose to add a provision
in the labour contract or in the employee handbook or
similar documents to inform employees of the processing
of their personal information, and where necessary, to
obtain their consent.

15.3 To what extent do works councils/trade unions/
employee representatives need to be notified or
consulted?

Article 4 of the Labour Contract Law requires employers
to discuss with the employee representatives’ congress
or all employees, and negotiate with trade unions or
employee representatives when formulating, revising or
deciding on matters directly involving the vital interests
of workers such as remuneration, working hours, rest
periods and days off, labour safety and health, insurance
and welfare, staff training, labour discipline and labour
quota administration, etc. Article 43 further provides
that employers shall notify the trade union when they
unilaterally rescind a labour contract. However, such
notifying or negotiating circumstances may not directly
relate to employers’ monitoring or processing of
employees’ personal data.

15.4 Are employers entitled to process information on
an employee’s COVID-19 vaccination status?

If consent has been obtained from such employee, then
yes. If the employer attempts to process such information
without obtaining consent, it may go with the legal
ground of “necessary for the response to a public health
emergency or for the protection of the life, health and
property safety of a natural person in an emergency”. In
spite of this, it is worth noting that whether an employer
could process an employee’s such information on the
legal ground other than consent shall be assessed on a
case-by-case basis.
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16. Data security and data breach

16.1Is there a general obligation to ensure the
security of personal data? If so, which entities are
responsible for ensuring that data are kept secure
(e.g., controllers, processors, etc.)?

Under Article 40 of the CSL, network operators are
responsible for taking technical and other necessary
measures to ensure the security of personal data they
collect, and to establish and improve the system for
user information protection. However, if the network
operator as a controller appoints a third party to process
personal data on its behalf, it shall ensure that such
processor will provide an adequate level of protection to
the personal data involved, as provided in Section 8.1 of
the Standard.

The PIPL provides in its Article 9 that the personal
information processor shall be responsible for its
processing of personal information and take necessary
measures to ensure the security of the personal
information processed. For the definition of personal
information processor in the PIPL, please refer to
question 2.1.

16.2 Is there a legal requirement to report

data breaches to the relevant data protection
authority(ies)? If so, describe what details must be
reported, to whom, and within what timeframe.

If no legal requirement exists, describe under

what circumstances the relevant data protection
authority(ies) expect(s) voluntary breach reporting.

Yes. Under Article 42 of the CSL, in case of (possible)
divulgence, damage or loss of data collected, the network
operator is required to take immediate remedies and
report to the competent authority.

Under the PIPL, where personal information has been
or may be divulged, tampered with or lost, the personal
information processor shall immediately take remedial
measures and notify the relevant authorities and the
individuals concerned. The notice shall include the
following matters:

1) the types, reasons and possible harm of the
information that has been involved or may be
involved in the divulgence, tampering with or loss of
personal information;

2) the remedial measures taken by the personal
information processor and the measures that can be
taken by the individuals to mitigate harm; and



3) the contact information of the personal information
processor.

16.3 Is there a legal requirement to report data
breaches to affected data subjects? If so, describe
what details must be reported, to whom, and within
what timeframe. If no legal requirement exists,
describe under what circumstances the relevant data
protection authority(ies) expect(s) voluntary breach
reporting.

Yes, please refer to question 16.2. Furthermore, according
to the PIPL, where the personal information processor
has taken measures to effectively avoid harm caused

by divulgence, tampering with or loss of information,

the personal information processor may opt not to

notify the individuals concerned. If the authorities
performing duties of personal information protection
believe that harm may be caused, they may require the
personal information processor to notify the individuals
concerned.

16.4 What are the maximum penalties for data
security breaches?

Under Article 64 of the CSL, in case of severe violation,
an operator or provider in breach of data security may
face fines of up to RMB 1 million (or 10 times the illegal
earnings), suspension of a related business, winding
up for rectification, shutdown of any website(s) and
revocation of a business licence. The persons directly in
charge may face a fine of up to RMB 100,000.

As for the penalties under the PIPL, please refer to
question 8.2.

17. Enforcement and sanctions

17.1 Describe the enforcement powers of the data
protection authority(ies).

The PIPL has defined the scope of the “authorities
performing duties of personal information protection”,
including the following:

1) the CAC, which is responsible for coordinating the
protection of personal information and relevant
supervision and administration work;

2) other relevant national departments (such as the
MIIT, the MPS, and the SAMR), which are responsible
for protecting, supervising and administering the
protection of personal information within the scope

of their respective duties; and

3) relevant departments of local people’s governments
at or above the county level.

These authorities perform the following data protection
duties:

1) carrying out publicity and education on personal
information protection, and guiding and supervising
personal information processors to protect personal
information;

2) accepting and handling complaints and reports
related to personal information protection;

3) organising the evaluation of applications and
other organisations on the protection of personal
information, and disclosing the evaluation results;

4) investigating and handling illegal personal
information processing activities; and

5) other duties stipulated by laws and administrative
regulations.

17.2 Does the data protection authority have the
power to issue a ban on a particular processing
activity? If so, does such a ban require a court order?

Yes, and no court order is needed. For example,
pursuant to Article 50 of the CSL, if any information
prohibited by laws and administrative regulations

from release or transmission is found, the CAC and
other competent authorities may require the network
operator to stop the transmission of such information,
take measures such as deletion and keep the records. If
any such information is from overseas, they may block
the transmission.

17.3 Describe the data protection authority’s
approach to exercising those powers, with examples
of recent cases.

The CAC and relevant data protection authorities may
issue a ban in the form of an administrative penalty,
together with other punitive measures such as a fine,

an order to rectify, etc. In the recent special rectification
action on app providers, the CAC, MIIT and its local
branches usually issue a list of app providers and
describe their illegal processing of personal information
(such as excessive collection, lack of notification to
users), and in cases where the app providers fail to make
rectifications, the CAC, MIIT and relevant authorities may
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even request the apps to be removed from app stores.

17.4 Does the data protection authority ever exercise
its powers against businesses established in other
jurisdictions? If so, how is this enforced?

So far, there is no public record of Chinese data
protection authorities exercising their powers directly
against companies established in other jurisdictions. In
most cases, authorities may talk with the local subsidiary
of an international company for its violations of the CSL
or other data protection regulations.

18. E-discovery [ Disclosure to foreign law
enforcement agencies

18.1 How do businesses typically respond to foreign
e-discovery requests, or requests for disclosure from
foreign law enforcement agencies?

Both the PIPL and DSL prohibit processors of personal
information/data from providing personal information/
data to foreign judicial or law enforcement authorities
without the approval of competent authorities. If there are
treaties or agreements in relation to judicial assistance or
cooperation entered into between China and the respective
foreign country, the relevant companies may respond

to such requests following such treaties or agreements.
Any entity or responsible person in violation of such
requirement may be subject to administrative penalties.

18.2 What guidance has/have the data protection
authority(ies) issued?

The CAC has not issued any guidance particularly
concerning e-discovery requests from foreign law
enforcement agencies.

19. Trends and developments

19.1 What enforcement trends have emerged during
the previous 12 months? Describe any relevant case
law or recent enforcement actions.

As mentioned in Section 8, regulations on automotive
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data processing and algorithm recommendation services
have been the major enforcement focus of the CAC in
recent years. In terms of the automotive data, it is said
that the CAC has conducted a pilot project regarding the
annual report of automotive data security management
by automotive data processors. Regarding the filing of
algorithms, the CAC has recently launched the algorithmic
filing system which has been available since March 1,
2022. It is expected that algorithm recommendation
service providers file information regarding the algorithms
they applied through this system.

Cross-border data transfer is another point of the
CAC’s recent enforcement activities. As mentioned
above, the Draft Measures for the Security Assessment
of Cross-border Data Transfer issued in October 2021
aim to specify the rules and procedures on restrictions
of cross-border data transfer. Meanwhile, it is said
that the CAC is preparing the standard contract that
can be used by companies to ensure that the transfer
of personal information is compliant with relevant
laws.

Furthermore, the cybersecurity review is also a hot

topic. In July 2021, the Cybersecurity Review Office, a
unit of the CAC, announced the cybersecurity review

into a well-known ride-hailing company Didi, which has
set a precedent for how the government will handle
national security issues related to cybersecurity and data.
Meanwhile, the updated Cybersecurity Review Measures
have added that online platform operators holding
personal information of more than 1 million users shall
declare for cybersecurity review when they enter into
IPOs in other countries. Since then, companies seeking to
enter into an IPO overseas shall pay additional attention
to the requirements on cybersecurity and evaluate
whether their activities may raise national security
concerns.

19.2 What “hot topics” are currently a focus for the
data protection regulator?

Please refer to question 19.1.



CHAMBERS - CYBERSECURITY 2022 (CHINA)

1. Basic national regime
1.1Laws

The Civil Code of the PRC (Civil Code) is a periodic
legislative response to the problem of personal
information (PI) protection. The personality rights
chapter of the Civil Code adopts a special section

to provide protection on both Pl and privacy right,
recognising the personality attributes of PI. In addition,
the Civil Code preliminarily stipulates the definition and
types of PI, the legal basis for processing P, and the rights
of Pl subjects, etc. The provisions on Pl are periodical and
general, therefore remaining to be further refined and
implemented by subsequent legislation.

As compared to the scattered provisions set forth by the
Civil Code, the Cybersecurity Law (CSL) of the PRC acts
as the overarching construct of the cybersecurity regime
in China and sets forth specific requirements in various
cybersecurity segments. The CSL applies to network
operators (NOs) in China, a term defined as any entities
that own or administer a network or provide network
services, setting forth liabilities of violation in the form of
fines and injunctions against the network operators and/
or their responsible personnel.

The subject matter regulated by the CSL, supplemented
by relevant regulatory documents (including drafts),

can be summarised in two main categories: (i) network
operation security, which addresses the security of
operation, structure and management of a network
system; and (ii) network information security, which
mainly focuses on measures and structural arrangements
to protect Pl and important data. The specific
requirements of the two categories can be divided into
the following major segments.

In addition, the Data Security Law (DSL), which

was released on 10 June 2021 and came into effect

on 1 September 2021, articulates specific security
requirements for data processing. The DSL for the first
time explicitly articulates extra-territorial jurisdiction
in the Chinese data regulation regime, applying to

overseas data processing activities that jeopardise
China’s national security or the interests of the state or
citizens. The DSL contemplates a variety of state data
protection mechanisms from an overarching architecture
perspective, such as classified data protection system,
state data security certification and standardisation, data
transaction system, state open data system, and others,
with implementation measures to be later promulgated
by state and municipal regulatory authorities.

Lastly, the Personal Information Protection Law (PIPL),
which was released on 20 August 2021 and became
effective on 1 November 2021, building upon the
general principles and rules established under the CSL,
provides detailed personal information protection
requirements. The PIPL, while recognising consent is
still the cornerstone of personal information processing
activities, provides other lawful bases, such as the
necessity for enacting and performing contracts in which
the individuals are a party. Additionally, the PIPL put
forward requirements in sensitive personal information
protection, cross-border transfer, personal information
protection impact assessment, compliance audits,
separate consent and liabilities.

The CSL, the DSL and the PIPL form the three “pillars”
of China’s cybersecurity and data protection regime.
Moving forward, we expect a series of implementing
regulations, measures, and standards to be drafted and
finalised.

Network operation security
Multi-level protection scheme (MLPS)

A classified cybersecurity protection scheme (also
known as the multi-level protection scheme or MLPS)
is recognised as the basic legal system to ensure
structural network security in China. Under the MLPS,
network operators must be classified by one of five
levels according to their security impact if the system
is damaged, with classification levels ranging from

one to five. Progressively stringent requirements for
network security and filing obligations with authorities
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are imposed on network operators at higher MLPS
classification levels. Please refer to 4.3 Critical
infrastructure, networks, systems for further details of
MLPS.

Security requirements

Certain security requirements are imposed on the
suppliers of network products and services, such as
taking remedial actions to correct security vulnerabilities
and continuing provision of security maintenance
services. Any identified key network equipment and
specialised cybersecurity product must pass security
certification before being put into the market. Network
product suppliers and organisations or individuals

who detect, collect and publish security vulnerabilities
of network products (Vulnerabilities Publishing
Platforms) are obligated to report any identified security
vulnerabilities to the National Vulnerabilities DataBase.
NOs are also encouraged to report such vulnerabilities.
Please refer to 5.7 Requirements for secure software
development, ‘Network product security’ for further
details of the security vulnerabilities.

Critical information infrastructures (Clls)

Critical information infrastructures (Clls) are defined as
important network facilities and information systems,

in industries and sectors such as: telecommunications

and information services; energy; transportation; water
conservancy; finance; public service; e-government;
national defence; science, as well as any other important
network facilities and information systems that may
severely endanger national security, social welfare and
public interests upon sabotage, malfunction or data
breach. Clls are afforded additional and strict security
protection requirements and there are obligations
regarding security management mechanism, training,
technical measures of cybersecurity protection,
procurement of network products and services, emergency
response plans, and others. As a fundamental principle,
protection measures shall be implemented simultaneously
when designing, setting-up and using the Clls.

In addition, in the event that procuring network
products and services by Cll operators (CllOs) may affect
national security, competent authorities must conduct
cybersecurity review of such procurement.

Monitoring, etc

Network operators shall set up cybersecurity
monitoring, early warning and emergency response
plans to mitigate cybersecurity risks and timely notify
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relevant parties upon the occurrence of cybersecurity
incidents.

Network information security
Legitimate processing

NOs shall process (collection, storage, use, handling,
transfer, provision, disclosure, deletion, etc) personal
information lawfully, legitimately, in good faith, and only
to the extent necessary, and obtain informed consent
from the Pl subjects regarding the purpose, methods
and scope of processing. NOs shall also take necessary
measures to ensure the security of Pl it collects and
promptly inform Pl subjects and relevant authorities
upon discovering possible or identified Pl security
incidents.

NOs shall take measures to respond to legitimate request
from Pl subjects related to their Pls. In particular, based
on the PIPL, depending on their different roles in PI
processing, NOs are categorised as personal information
processors (PIPs) - defined as any entity or individual
capable of determining the purpose and method of PI
processing - and entrusted processors (EPs) - defined as
entities or individuals processing Pl on behalf of PIPs.

When PI contains sensitive personal information (SPI),
additional security requirements are imposed on PIPs,
such as obtaining separate consent and encryptions.
Please see 4.1 Personal data for details of Pl protection
requirements for NOs, PIPs and EPs.

Important data

Important data refers to data that may potentially harm
national security, economic security, social stability,
public health and security, which might include
undisclosed government information, information
regarding mass population, genetic health, geographical
and mineral resources, as well as production and
operation information of Clls. Entities responsible for
processing important data are subject to various security
obligations under DSL, such as conducting periodic

risk assessments and filing the relevant reports as well
as adopting technical measures, such as encryption,
back-up and monitoring. The scope of important data
will be defined by regulatory authorities of different
industries and regions in upcoming legislations. Please
see 4.2 Material business data and material non-public
information for details on important data protection
requirements.



Cross-border data transfer

CllOs must store Pl and important data within China
and obtain the approval on an authority-led security
assessment before transferring such data out of China.
PIPs, who processed personal information reaching

a threshold to be determined by the Cyberspace
Administration of China (CAC), are subject to the same
localisation and security assessment requirement. Data
processors, defined as those with ability to determine
the purposes and means of data processing activities,
similarly are subject to the security assessment
requirement.

According to the current draft regulations on cross-
border data transfer, data processors shall conduct a self-
risk assessment before transferring Pl and important data
cross-border. The self-risk assessment and the authority-
led security assessment may cover the nature of data

to be transferred, the data recipient’s data security
protection abilities, the security measures taken to
protect data in-transit, the receiving country or region’s
political and legal environment of data protection, and
evaluation of the impact to Pl subjects, national security
and social interests by such transfer, etc. Cross-border
data transfer is prohibited if it threatens national security
or public interests. For detailed cross-border data transfer
descriptions, please see “Cross-border data transfer”
under 3.1 De Jure or De Facto standards.

The CSL and relevant regulatory documents are
mainly enforced by the CAC, the Ministry of Industry
and Information Technology of China (MIIT), the
Ministry of Public Security of China (MPS), and the
State Administration for Market Regulation (SAMR). It is
worth mentioning that regulatory documents in drafts
are commonly applied as an important reference for
cybersecurity enforcement.

State secrets

The Guarding State Secrets Law of PRC (“State Secrets
Law”) classifies state secrets into three tiers and
articulates respective protection requirements, which
generally prevail over other data protection requirements
when data is identified as a state secret.

Restrictions on state activities

Under DSL and other implementing regulations,
governmental authorities bear confidentiality obligations
with respect to the personal information, trade secret
and other business confidential information disclosed by
NOs.

Other laws and regulations

Various other laws and regulations also contribute to
other segments of the cybersecurity regime as illustrated
below.

The Cryptography Law

The Cryptography Law, mainly enforced by the
Cryptography Administration of China (SCA), sets forth
requirements for supplying and adopting various
encryption, in particular the commercial encryption
which plays a key role in network security required by the
CSL. The law also sets forth the civil liabilities of violation.

The Provisions on the Ecological Governance of Net-
work Information Contents

The Provisions on the Ecological Governance of Network
Information Contents takes network information
contents as the main governance objects, and, by aiming
at establishing and perfecting a comprehensive network
governance system, creates a clean cyberspace and
builds a sound network ecosystem.

The Criminal Law

The Criminal Law of the People’s Republic of China
(Criminal Law) recognises the various cybercrimes
infringing Pl or computing systems and crimes

utilising networks, and the crime of failure to perform
cybersecurity obligations, punishable by imprisonment
and/or fines. The above-mentioned Criminal Law
provisions are enforced by MPS and its local agencies.

1.2 Regulators

All key regulators of cybersecurity in China - namely the
CAC, MIIT, MPS and SAMR - have regulatory authorities
at the national level and their branch agencies at the
county level or above that exercise their authorities
within their respective geographic jurisdiction, including
audits and investigations of NOs regarding violation of
cybersecurity-related laws and regulations.

CAC has the overarching responsibility of planning and
co-ordinating cybersecurity regulation. It is the most
active regulator in terms of enacting cybersecurity
regulatory documents, and its enforcement focuses on
the governance of the “internet ecology” and network
information content.

The MPS is the key regulator and enforcement authority
of the MLPS and network operation security, and
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responsible for investigating and preventing crimes
related to computing system and Pl infringement.

The MIIT oversees the telecommunication and
information technology industry and thus administers
the licences of the market participants in this industry.
Its enforcement focuses on Pl protection, especially
telecommunication value-added services.

The SAMR is responsible for the protection of consumer
rights, including consumers’ rights in Pl and fair market
competition.

In addition to the four key regulators, some national
regulators focus on specific areas of cybersecurity-related
matters, as detailed below.

« The National Security Commission of the Communist
Party is responsible for overseeing and formulating
state data security strategies under DSL.

+ The Ministry of State Security (MSS) is responsible
for safeguarding national security of data processing
activities.

+ The National Information Security Standardisation
Technical Committee (TC260) is responsible for
the promulgation of cybersecurity-related national
standards.

« The National Administration of State Secrets Protection
(NASSP) is responsible for MLPS classification and
protection related to state secrets.

+ The SCAis responsible for regulation and enforcement
in relation to encryption activities.

+ The China Securities Regulatory Commission
(CSRC), the China Banking and Insurance Regulatory
Commission (CBIRC), the China Insurance Regulatory
Commission (CIRC) and the China Banking Regulatory
Commission (CBRC) also regulate cybersecurity matters
in their respective financial areas.

1.3 Administration and enforcement process

In general, the penalties that cybersecurity regulators or
data protection authorities impose on the investigated
entities or individuals must comply with the liabilities
articulated by the CSL, the DSL, the PIPL and, in case
where criminal culpability arises, the Criminal Law.

As for regulator-specific administrative process, the
Provisions on Internet Security Supervision and
Inspection by Public Security Organs (Public Security
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Provisions) set forth the standard administrative
process of cybersecurity enforcement by the MPS and
its branch agencies. The Public Security Provisions limit
the scope of the targeted network service providers and
the contents of supervision and investigation by public
security agencies. It also articulates two methods of
supervision and investigation, namely on-site inspection
and remote inspection, and sets forth procedural
requirements for each method.

Other due process and appeal rights issues not
contemplated by the above-mentioned laws and
regulations shall, in theory, apply the administration laws
of China, namely the Administrative Penalty Law, the
Administrative Reconsideration Law, the Administrative
Litigation Law, etc. In practice, we are not aware of any
remedies under the aforementioned administration laws
initiated by respondents. Thus, further observation is
advised regarding the applicability of the administration
laws to cybersecurity-related administrative process and
enforcement.

1.4 Multilateral and subnational issues

Currently, most cybersecurity enforcement actions

are based on laws and regulations at the national

level. Regulations at provincial or municipal level are
comparatively limited in number and lack uniformity and
consistency in subject matter and legal effectiveness.
Although, such regional regulations may only specify
but not exceed the requirements already contemplated
by the CSL, these regional regulations can shed lights in
interpreting the CSL. For example, the Shanghai Public
Security Bureau issued the Administrative Penalty
Guidance of Cybersecurity Management, setting detailed
rules for issuing administrative penalties for violations
of the CSL.

Agencies at the subnational level play a piloting and
critical role in cybersecurity enforcement activities. For
example, the Beijing Cyber Police Department in 2021
launched administrative inspections and issued penalties
concerning cybersecurity for 2,775 companies. The Cyber
Police Departments of Shanghai and Shenzhen are also
very active in launching such inspections on companies
of all sizes, including multinational corporations.
Furthermore, following the effectiveness of the PIPL,
enforcement actions have expanded to include public
interest class actions initiated by local Procuratorates. On
1 November 2021, the Hangzhou Internet Court issued

its decision for a public interest class action brought by
the Gongshu District Procuratorate, where the defendant



was found to infringe the personal information rights and
interests.

1.5 Information sharing organisations and
government cybersecurity assistance

The National Computer Network Emergency Response
Technical Team/Coordination Centre of China (CNERT) is
a national non-government cybersecurity information-
sharing organisation that has played the key co-
ordinating role in China’s cybersecurity emergency
response community since 2001.

CNERT runs the two databases that monitor, alert and
provide solutions for information vulnerabilities and
malware, namely the China National Vulnerability
Database (CNVD) and the Critical Information
Infrastructure Security Response Centre (CII-SRC), both of
which are joint efforts of information system operators,
telecommunication operators, cybersecurity service
providers and internet service providers.

In addition, the China National Vulnerability Database of
Information Security (CNNVD) is a central government-
funded database that has analysed, alerted and
responded to information vulnerabilities since 2009.

As required by the Administrative Provisions on Security
Vulnerabilities of Network Products (Vulnerability
Regulation), the MIIT established the National
Vulnerabilities Database (NVDB) in 2021 to collect and
publicise the vulnerabilities reported by NOs, network
product suppliers and vulnerabilities publishing platforms.

1.6 System characteristics

While the scope of the cybersecurity regime in China is
comparatively comprehensive and diverse in subject
matter, it is still under development, with more
supplemental measures expected to be released.
Cybersecurity enforcement in China has been active
and aggressive, especially since 2019, usually focusing
in specific areas, such as the mobile application

data protection campaign in 2019, 2020 and 2021.
Enforcement is expected to expand in scope and enhance
in extent in 2022, focusing on app stores and software
development kits (SDKs) interpreted within mobile
applications. In 2021, the CAC also initiated a series

of enforcement actions on public listing on foreign
securities markets, namely, the Cybersecurity Review,
expanding the scope of enforcement actions.

The cybersecurity legal system in China absorbs some

security protection mechanisms from both the US and
the EU systems, while maintaining its distinctive designs.
For the network security perspective, China affords
special protection to Cll, a concept derived from the
critical infrastructure in both the EU and the US systems;
China also sets forth requirements for emergency
response, similar to the EU and the US systems. However,
the methodology to identify Cll and its boundaries in
China differs from that used in the EU and the USA; in
addition, security requirements for Cll is more expansive
in China as they are organically connected to other
cybersecurity segments, such as security review, MLPS,
and cross-border data transfer.

As for data protection, China is similar to most other
jurisdictions in the respect that consent of Pl subjects is
still the cornerstone of PI protection while affording other
limited lawful bases, yet it is different in at least four
major respects:

« currently, commercial transactions of Pl are criminal
offences;

« consent by the Pl subject is absolutely central to the
legal system in China, and thus the dominant source of
the lawfulness of Pl processing, save for other limited
lawful bases provided by the PIPL, such as processing
activities necessary for the compliance of legal
obligations;

« the China regime affords additional protection to
important data, a concept that the EU or the US
systems do not explicitly contemplate; and

« although cross-border data transfer is encouraged,
localisation and authority approval is required if
regulators deem the transfer may affect national
security and public interests.

1.7 Key developments

In the prior 12 months, a series of key laws and
regulations (including drafts) were released or came into
force, including the following.

« The DSL was released on 10 June 2021 and came into
effect on 1 November 2021. Please see 1.1 Laws for
further information.

+ The PIPL was released on 20 August 2021 and came
into effect on 1 November 2021, marking China’s first
comprehensive legislation to define, establish, and
integrate the provisions regarding Pl protection. Please
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see 1.1 Laws for further information.

+ The Critical Information Infrastructure Security
Protection Regulation (ClI Security Regulation) came
into effect on 1 Sept 2021, clarifying Cll identification
rules and providing ClIOs’ network protection
obligations.

+ The Cybersecurity Review Measures was passed in
November 2021 and came into effect on 15 February
2022, expanding the scope of cybersecurity review to
companies planning to do public offerings in foreign
securities markets.

+ The Provisions on Several Issues concerning the
Application of Law in the Trial of Civil Cases related to
the Use of Factual Recognition Technology to Process
Personal Information came into effect from 1 August
2021, providing detailed instructions to courts when
considering cases involving facial recognition.

+ The Algorithmic Recommendation of Internet
Information Service Measures, was passed in November
2021 and came into effect on 1 March 2022; this is the
first regulation in China that specifically targets the use
of artificial intelligence.

As for significant law enforcement activities, the special
enforcement campaign against mobile applications
illegally collecting and processing PI has discovered
thousands of mobile applications infringing Pl and
ordered violators to rectify accordingly, marking the trend
of increasing and extensive enforcement activities by
joint forces of regulators. The “Jingwang 2021” campaign
against internet-based crimes and Pl infringement

also marks the continuous strengthening of elevated
cybersecurity enforcement by the MPS.

1.8 Significant pending changes, hot topics and issues

The CAC released the Network Data Security
Management Regulation (Data Security Regulation)
for public comments on 14 November 2021, aiming
to provide an overarching implementing regulation
for the CSL, the DSL and the PIPL. The Data Security
Regulation expected to be a game-changer in the
cybersecurity and data protection area, because
the Regulation would provide clarification in many
pending issues, such as:

+ the reporting time after identifying security incidents;

+ the scope of important data and obligations of
important data processors;
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« threshold of Pl localisation;
« therights and obligations of data security officers;
« prerequisites of Pl portability rights.

Furthermore, measures for cross-border transfer, such
as procedures of security assessment and standard
contractual clauses template are also expected to be
finalised within 2022.

A number of draft industry-specific regulations and
national standards are likely to be finalised this year,
such as the draft Data Security Management Measures of
Industry and Information Technology Sector (MIIT Data
Security Measures) issued by the MIIT.

Hot topics of enforcement emerging since the second half
of 2021 include:

« the lawfulness of collecting data from third parties by
technical measures, in particular software development
kit (SDK);

« processing Pl within the scope of necessity, in
particular since the release of Provisions on the Scope
of Necessary Personal Information of Common Mobile
Internet Applications in March 2021;

« the perception of personal information processing
activities; and

« cybersecurity review on companies planning (or
already) to be listed in the foreign public offering
process.

Lastly, sectors such as financial services, automotive and
internet services have experience heightened regulatory
scrutiny in 2021.

2. Key laws and regulators at national and subnational
levels

2.1 Key laws

As mentioned in 1.1 Laws, the CSL, along with the DSL
and the PIPL, lay the foundation of the cybersecurity legal
system in China that applies to all kinds of data, systems
and information infrastructures, supplemented by a
series of implementation measures and other laws and
regulations as listed below and sorted by cybersecurity
segments.

Network operation security

Al: MLPS - Regulation on Graded Protection of



Cybersecurity (Draft for Comments) (Draft MLPS
Regulations).

A2: Cll Protection - ClI Security Regulation; Cybersecurity
Review Measures, as amended.

A3: Cybersecurity Review and Emergency Response -
Cybersecurity Review Measures, as amended.

A4: Encryption - the Cryptography Law and the Law on
Guarding State Secrets.

Network information security

B1: Personal Information Protection - Civil Code, PIPL,
draft Data Security Regulation, Provisions on the Scope
of Necessary Personal Information of Common Mobile
Applications and Provisions on the Cyber Protection of
Children’s Personal Information.

B2: Important Data and State Secrets - DSL, Law on
Guarding State Secrets.

B3: Cross-border Data Transfer - DSL, PIPL and Cross-
border Data Transfer Security Assessment (draft).

B4: Internet Information Content Administration —
Provisions on Governance of Network Information
Content Ecology, Algorithmic Recommendation of
Internet Information Service Measures, Provisions on
the Administration of Blockchain Information Services,
Provisions for the Administration of Internet News
Information Services, and others.

In addition, Articles 253(1), 285, 286, and 287(2) of the

Criminal Law apply to the crimes related to cybersecurity.

2.2 Regulators

Please refer to 1.2 Regulators for their respective
responsible area of cybersecurity.

2.3 Over-arching cybersecurity agency

Under Article 8 of the CSL, the CAC is the overarching
cybersecurity regulator and agency in China. Please refer
to 1.2 Regulators for its specific regulatory role.

2.4 Data protection authorities or privacy regulators

The CAC, MIIT, MPS and SAMR at the national level, and
their branches at the county level or above, are the
major data protection authorities and privacy regulators.
Please refer to 1.2 Regulators for their respective role in
data protection. The TC260 is also an important privacy
regulator that focuses on the promulgation of data

protection-related national standards, and most of the
national standards are not legally binding but serve as
important reference in legal enforcement activities.

2.5 Financial or other sectoral regulators

The CSRC administers a series of securities-related
financial activities in China, including initial public
offering (IPO), corporate restructuring, and related
transactions. Data compliance of listing companies has
become one of the key factors in CSRC approving such
activities and contributes to CSRC5 rejection of IPO listing
application in some cases. In a new draft regulation
issued by the CSRC in December 2021, the regulators
specifically required issuers to comply with cybersecurity
and data protection requirements when planning to be
listed in foreign securities markets.

The CBIRC, CIRC and CBRC also regulate cybersecurity
matters in their respective responsible financial areas. In
particular, the CBIRC takes an active regulatory role, as it
issued the Guidelines for Data Management of Banking
Financial Institutions in May 2018 and is currently
promoting the legislation regarding personal financial
information protection. The People’s Bank of China
(PBOC) is also a key regulator over financial institutions,
and released Implementing Measures of the PBOC for
Protection of Financial Consumers’ Rights and Interests,
which came into force on 1 November 2020 as well as
the Personal Financial Information Protection Technical
Specification, an industry best practice standard.

2.6 Other relevant regulators and agencies

Other key regulators include the NASSP and the SCA, as
discussed in 1.2 Regulators.

3. Key frameworks

3.1 De Jure or De Facto standards

Key frameworks

A series of national standards and government
announcements have been released. Although some

of them were finalised in 2021, many documents are

still in draft form for public comments and currently all
such national standards are not mandatory. However,

in practice a number of these documents are commonly
deployed as guidance for law enforcement and corporate
compliance, such as the following.

MLPS and network security in general

The Information Security Technology - Baseline for
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Classified Protection of Cybersecurity (GB/T 22239-
2019) (MLPS Baseline Standards) and the Information
Security Technology - Classification Guide for Classified
Protection of Cybersecurity set forth specifications
encompassing the MLPS classification and evaluation
process and the respective requirements for systems
at each MLPS classification level. Guidelines on the
Protection of Information Security of Industrial Control
Systems (ICS Guidelines), promulgated by the MIIT, set
forth security protection for industrial control systems
(ICS) in various aspects, such as physical environment,
authentication, remote access and emergence
response.

Clls

The Information Security Technology - Cybersecurity
Protection Requirements of Critical Information
Infrastructure (Draft for Comments), the Information
Security Technology - Guide to Security Inspection and
Evaluation of Critical Information Infrastructure (Draft for
Comments), and the Information Security Technology

- Indicator System of Critical Information Infrastructure
Security Assurance (Draft for Comments) all contemplate
the requirements of the identification, inspection,
evaluation and security of Clls.

Emergency response

The National Cybersecurity Incident Emergency
Response Plan, promulgated by the CAC, sets forth
emergency response measures to various cybersecurity
incidents by authorities. The Emergency Response Plan
for Cybersecurity Incidents in Public Internet Network,
promulgated by the MIIT, sets forth emergency
response measures applicable to internet industry
participants. The draft Data Security Regulation
proposes the time limit as well as procedures for
reporting the incidents.

Personal information

The PIPL provides an expanded definition of Pl

and specifies rules for Pl processing activities, Pl
protection measures and rights for Pl subjects. The
PIPL is regarded as the fundamental legislation that
put in place a key building block of the personal
data protection. However, national standard PI
Specifications are still practical guidance to PI
protection-applicable PIPs and are referred to in data
protection compliance practice and enforcement.
Guidelines for Internet Personal Information
Security Protection, promulgated mainly by the
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MPS, provides guidance of Pl protection tailored to
internet companies. Measures for the Identification of
Collecting and Utilising Personal Information by Apps
in Violation of Laws and Regulations, jointly issued

by the CAC, MPS, MIIT and SAMR, sets forth methods
of identifying unlawful Pl processing by mobile
applications. Provisions on the Scope of Necessary
Personal Information of Common Mobile Applications,
released in 2021, identifies the scope of necessary PI
for the basic services of 36 categories and prohibits
apps from refusing to provide basic service when users
refuse to provide non-necessary Pl.

Cross-border data transfer

As mentioned above, under the CSL and the DSL, unless
otherwise required by laws and regulations, CllOs are
required to localise Pl and important data obtained
from operations in China, conduct cross-border transfer
of such data only when necessary, perform security
assessment requirement beforehand. For general

PIPs intended to conduct Pl cross-border transfer,
pursuant to the PIPL, the PIPs shall inform the PI
subjects concerned and obtain their separate consent.
The PIPs shall also conduct a personal information
impact assessment (PIIA) with regard to the necessity,
legitimacy and lawfulness of the transfer, impact on Pl
subject, security risk and corresponding measures to
mitigate the risk. Moreover, PIPs shall satisfy at least one
of the following conditions:

«+ conducting security assessment (if meeting the
localisation threshold);

« obtaining PI protection certification by qualified
entities;

«+ entering into standard contracts recognised by the
state with the Pl receiver; or

« other conditions provided by applicable regulations.
3.2 Consensus or commonly applied framework

The major commonly applied framework for required
“reasonable security” are the regulations and national
standards related to the MLPS. Please see 2.1 Key laws
and 3.1 De Jure or De Facto standards for further
details.

3.3 Legal requirements

The following illustrate the legal requirements and
applicable standards for specific cybersecurity sectors.



Written information security plans or programmes

China has not established any legal requirements
regarding written information security plans or
programmes. However, NOs are generally required to
provide Pl subjects with written documents, usually in the
form of privacy policies or consent letters, to inform them
of the purpose, methods, and scope of Pl collection and
processing, the NOs’ Pl security protection mechanisms,
Pl subjects’ approaches of asserting Pl-related claims,
risks of Pl processing, and others.

Incident response plans

The CSL requires that relevant government authorities
formulate emergency response plans for their respective
industries and fields. Such emergency response plans
shall comply with the National Cybersecurity Incident
Emergency Response Plan, which classifies cybersecurity
incidents into four categories according to their severity
and articulates the respective responses to each level.
Consistent with the CSL, the DSL requires the competent
authority to initiate the incident response plan, take the
corresponding emergency response measures, and timely
report to the public in the event of a data security incident.

As for private sectors, the PIPL put forward the same
obligations by requiring PIPs to formulate incident
response plan for Pl security incident. It is worth
mentioning that, systems classified at MLPS level 2 or
above must formulate their own emergency response
plans, provide training to its relevant personnel and
conduct drills. The Emergency Response Plan for
Cybersecurity Incidents in the Public Internet Network
also sets forth response requirements for foundational
telecommunication companies.

The Data Security Regulation proposes more detailed
requirements concerning this mechanism by specifying
that PIPs shall notify interested parties and authorities
within three working days. Where the incidents involve
important data or more than 100,000 individuals’
personal information, PIPs shall report to authorities
within eight hours.

Appointment of chief information security officer or
equivalent

Under the CSL and MLPS-related regulations, each NO
shall appoint an officer with the general responsibility
of overseeing the NO’s cybersecurity and MLPS-related
arrangements. The CllOs shall, in addition to appointing
such officer, also conduct a security background check

of the officer. Further, DSL set out that processors of
important data shall appoint a data security officer to
be in charge of the data security protection. The PIPL
requires a personal information protection officer to
be designated if PIPs processes Pl reaching a threshold
specified by the CAC.

Involvement of board of directors or equivalent

In China, there is no general legal requirement for direct
involvement of the board of directors or equivalent in
the cybersecurity matters of a company. However, the
fiduciary duty of board of directors under the Company
Law of the PRC may give rise to the board’s obligations
to establish and maintain an effective cybersecurity
systems and to take corresponding security measures,
depending on the circumstances - for example, the
company’s affiliated industry or the significance of
cybersecurity risks.

The Provisions on the Administration of Informatisation
of Insurance Institutions issued by CBIRC require
institutions to appoint an executive to be fully
responsible for informatisation matters including
cybersecurity, under the direct leadership of the board
of directors.

The draft Data Security Regulation similarly also propose
that the data security officer role shall be assumed by
someone at the executive level.

Conducting internal risk assessments, vulnerability
scanning, penetration tests, etc

« MLPS national standards and draft regulations set forth
a large variety of risk-assessment requirements, such
as periodical security assessments taken by systems at
level 3 or above.

+ The Cll Security Regulations require that the
ClIOs establish and maintain a Cll risk assessment
mechanism and conduct assessment at least annually
to rectify security risks discovered in a timely manner
and report to the competent authority as required.

+ According to the PIPL and other draft regulations,
PIPs conducting PI cross-border or DPs transferring
important data abroad may be required to conduct
security assessments.

« Under the PIPL, as mentioned above, PIPs shall conduct
PIIA in certain circumstances such as processing
sensitive PI, utilising PI for automatic decision-making,
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entrusting, sharing, or transferring Pl to a third party or
publicly disclosing PI, and cross-border transferring PI.
The assessment factors shall include the lawfulness,
legitimacy and necessity of processing, the risks of
adverse effect to Pl subjects and the effectiveness of
corresponding security measures. The Information
Security Technology - Guidance for Personal
Information Security Impact Assessment defines the
framework, methods and processes of the Pl security
impact assessment under different scenarios.

Multi-factor authentication, anti-phishing measures,
ransomware, threat intelligence

The MLPS national standards set forth a variety of security
requirements to network and computing systems, such as:

« systems at level 2 or above shall adopt multi-factor
authentication of user identity using passcodes,
encryption, biometric technologies and/or other
technical measures, in which at least one factor must
be encryption; and

« all systems shall install counter-malware software,
update malware code database regularly, and establish
internal policies of malware countermeasures.

Insider threat programmes

The MLPS national standards set forth a variety of
security requirements to network and computing
systems, such as:

+ systems at level 2 or above shall adopt multi-factor
authentication of user, in which at least one factor must
be encryption; and

+ all systems shall install and maintain updated counter-
malware software and establish internal policies
correspondingly.

Vendor and service provider due diligence, oversight
and monitoring

Obtaining Pl from vendors and service providers

is recognised as indirect collection of PI. The PI
Specifications articulate that PIPs indirectly collecting
Pl shall request the Pl providers to clarify the source

of P, the lawfulness of the source, and the scope of PI
subjects’ consent, and obtain supplemental consent
from Pl subjects if the intended processing exceeds the
scope of consent.

When PIPs provide their vendors or service providers
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with PI, their activities constitute the entrusting, sharing,
or transferring of PI. The PIPL set forth a series of
requirements for such PI provision, such as obtaining
informed separate consent from Pl subjects, conducting
PIIA, contracting with and monitoring Pl recipients, and
assisting Pl subjects to assert lawful requests.

In the event of providing PI to vendors and service
providers abroad, PIPs shall ensure the Pl would be
subject to the same protection level as afforded by the
PIPL by satisfying the requirements listed in 3.1 De Jure
or De Facto standards, “Cross-border data transfer”.

When procuring network products or services from
vendors or providers, under MLPS, the NOs shall
ensure that the products or services comply with
applicable regulations and standards, and systems

at level 3 or above shall conduct inspections before
procurement and regularly update and review the list
of candidate products. In addition, ClIOs shall ensure
that the products or services procured have passed the
cybersecurity review by the state if such procurement
may affect national security.

Use of cloud, outsourcing, offshoring

The use of cloud is mainly regulated from the MLPS
aspect. The MLPS national standards articulate complex
and extended security requirements for cloud computing
at each MLPS level, covering various aspects of cloud
computing security, such as physical environment,
network structure, access control, audits, authentication,
data integrity and back-up, internal management and
service providers. Cloud computing systems at level 2

or above shall maintain their servers physically within
China. When the use of cloud involves PI, PICs shall keep
such PI physically stored within China.

Outsourcing Pl processing is recognised as entrusting,
sharing or transferring of P to third parties. Please see
“Vendor and Service Provider Due Diligence, Oversight
and Monitoring” (above) for details.

Offshoring mainly concerns cross-border data transfer.
Please see the discussion of this topicin 1.1 Laws for
details.

Training

Under the CSL, ClIOs are required to conduct
cybersecurity education, technical training and skill
assessment for employees on a periodical basis. In
line with CSL, both PIPL and DSL demand DPs to carry
out personal information protection and data security



education and training for the relevant employees on
aregular basis. It is worth mentioning that the Data
Security Regulation proposes that DPs with important
data shall provide no less than 20 hours of data security
training for technical and managerial personnel per year.

3.4 Key multinational relationships

On 16 September 2021, China sent a formal request to
join the regional alliance of the Comprehensive and
Progressive Agreement for Trans-Pacific Partnership
(CPTPP). The CPTPP is the largest regional trade
agreement to date, setting out rules on e-commerce to
ensure that government regulations in CPTPP markets
do not unnecessarily impede cross-border data flows, or
impose localisation requirements that force businesses
to place data servers in individual markets as a condition
for serving consumers in that market.

China has entered into Regional Comprehensive
Economic Partnership (RCEP) in 2020 covering 15
countries. RCEP establishes regional consensus on cross-
border data transfer and limits its members’ restrictions
on the international digital trades, which facilitates the
regional free circulation of data. The RECP has been
effective in China since 1 January 2022.

China has entered into bilateral agreements on mutual
legal assistance in civil, commercial or criminal matters
with a number of countries. These treaties set forth

due process requirements of bilateral international

legal assistance, which lays the foundation of China’s
participation in multinational co-operation, such as
international co-operation in combating internet-related
crimes and frauds.

In addition, China has been actively participating in
activities of the establishment of international standards
initiated and organised by the International Organisation
for Standardisation (ISO).

4. Key affirmative security requirements
4.1 Personal data

The information security requirements in the CSL

focus on the following areas - de-identification, secure
transmission, deletion and contingency plan. The internal
department or personnel in charge of cybersecurity must
keep any and all P, privacy and business secrets obtained
during their performance of duties in strict confidence.

Aligned with CSL, the PIPL demands PIPs to take

corresponding security measures to ensure the security
of Pl processed. The aforesaid security measures
include: implementing Ma multi-level protection
scheme; adopting encryption and de-identification;
adopting access control; and formulating an incident
response plan. The DSL requires DPs to adopt data
security measures covering every step of data processing
activities.

De-identification

Pl should be immediately de-identified after being
collected by PIPs, and technical and managerial measures
should be taken to separately store the de-identified

data and information that can be used to restore the
identification; it should be ensured that no particular
individual will be identified during subsequent processing
of such data.

Safe transmission

According to the PIPL and Pl Specifications, in principle,
Plis not encouraged to be shared or transferred except
with a solid legal basis and appropriate safety measures.
If sharing or transfer by the PIPs is necessary, PIPs shall
perform a PIIA beforehand, obtain Pl subjects’ separate
consent after proper notification, and accurately record
the sharing or transferring of PI. Particularly, SPI shall

be transferred and stored using encryption and other
security measures.

As to the issue of PI cross-border transfer, please refer to
1.1 Laws (“Cross-border transfers”) for details.

Deletion

PIPs shall take the initiative to delete Pl under any of the
following circumstances:

« where the purpose of processing has been achieved or
is impossible to achieve, the Pl is no longer necessary
to achieve the purpose;

« where the PIP ceases to provide products or services,
or the retention period has expired,;

« where the Pl subject withdraws consent; or

« where the PIP processes Pl in violation of laws,
administrative regulations or countersigned
agreements.

Pl subjects may request the Pl to delete relevant Pl, if the
PIP has failed to do so. Furthermore, where the lawfully
mandated minimum retention period has not expired,
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or the deletion is technically difficult to realise, the PIP
shall stop all processing activities except storage and
necessary security protection measures.

Emergency response plan

Please refer to 3.3 Legal requirements (“Incident
response plans”) for details.

4.2 Material business data and material non-public
information

In general, NO’s internal department or personnel in
charge of cybersecurity must keep all business secrets
obtained during their performance of duties in strict
confidence. Data protected by China’s cybersecurity
regime can generally be divided into categories of PI,
important data, trade secrets, commercial encryption
and others.

Enterprises are advised to first identify whether its
material business data and material non-public
information would fall under the definition of Pl or
important data. If both categories do not apply, such data
may, if applicable, fall under the scope of trade secrets,
the identification and protection of which are set forth by
the Anti-Unfair Competition Law of the PRC.

For security requirements of business data or non-public
information identified as PI, please refer to 4.1 Personal
data.

If material business data is recognised as important data,
according to the CSL, NOs are required to take measures
such as back-up and encryption of important data.
Besides, the DSL also provides the protection system

for important data. Article 21 states that each region

and department shall formulate the specific catalogue
of important data for the region, department, related
industry and sector, and focus on the protection of data
listed. Article 27 (2) further mandates important data
processors to appoint a data security officer and setup a
management institution in charge of data security. Article
30 requires such processor to carry out risk assessment
on data processing activities on a regular basis, and
submit the risk assessment report to the relevant
competent department. Additionally, the draft Data
Security Regulation as well as the draft Data Security
Management Measures for Industry and Information
Technology Sector both propose that important data
processors shall file the identified important data with
the competent authorities.

Various requirements are imposed by the Cryptography
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Law when enterprises adopt commercial encryption

to protect data. The commercial encryption products
closely related to national and social public interests
shall be certified by qualified inspection agencies before
marketisation. ClIOs adopting commercial encryption
shall conduct security assessments by themselves or by
qualified inspection agencies. When CIIOs’ procurement
of network products or services adopting commercial
encryption may affect national security, a security review
of the procurement shall be conducted by relevant state
authorities.

4.3 Critical infrastructure, networks, systems
Under the MLPS, in principle NOs are required to:

« formulate internal security management systems and
operation instructions to determine the person in
charge of cybersecurity and define accountabilities for
cybersecurity;

« take technical measures to prevent computer viruses,
network attacks, network intrusions and other activities
that endanger cybersecurity;

« monitor and record network operation and
cybersecurity events, and maintain cyber-related logs
for no less than six months as required; and

« take measures such as data classification, back-up and
encryption of important data.

MLPS protects generic information networks, ICS, cloud
computing platforms, internet of things (loT), big data
platforms, mobile communication systems and others
network systems (MLPS subjects). NOs have different
filing and self-assessment obligations for their MLPS
subjects at each of the five protection levels - the
higher level the classification is, the higher compliance
obligations the NOs have.

In addition to the above requirements applicable to all
NOs, ClIOs are in principle identified as level 3 or above,
and have additional general obligations to:

« establish a dedicated security management
department, appoint a cybersecurity officer, and carry
out security inspection of such cybersecurity officer
and people in key positions;

« provide periodic cybersecurity education, technical
training and assessments for its employees;

« maintain back-up forimportant systems and databases



in anticipation of catastrophes; and

« formulate emergency response plans for cybersecurity
breach incidents and conduct periodic drills.

In the scenario of cross-border data transfer by ClIOs,
please refer to 1.1 Laws (“Cross-border transfers”) for
details.

In addition, the Cll Security Regulations further specify
the requirements on the security protection of ClI,
encompassing the identification of Clls, response

to security incidents, daily operation and security
maintenance, security monitoring and inspections,
security assessment security of network products and
services procurement, and others.

Following the issuance of the Practical Guide to the
Multi-level Protection Scheme and Critical Information
Infrastructure Security Protection System (Practical
Guide) by MPS, the basic framework of Cll protection
will be gradually set by series of supporting standards,
including the identification, security, monitoring

and warning, testing and evaluation and incident
handling of Cll, and important industries and sectors
will simultaneously make preliminary progress in
establishing the Cll identification mechanism based on
characteristics of each sector. Overall, the regulatory
efforts focus on the ClIOs’ obligation of multi-level
assessment and Cll protection.

4.4 Denial of service attacks

Apart from the general security requirements

for NOs under the CSL - described in 4.3 Critical
infrastructure, networks, systems - the Draft MLPS
Regulations contemplate general MLPS monitoring
requirements related to preventing denial of service
attacks. Particularly, while NOs shall monitor and
record their network security status, operators of
MLPS subjects at level 3 or above shall in addition
adopt further precautionary and monitoring measures
and timely file the results with local public security
bureaus.

With regard to the technical specifications of preventing
denial of service attacks, the MLPS Baseline Standards
prescribe respective requirements for MLPS subjects

at each level regarding the security protection capacity
in the four key technical aspects: secure management
centre, secure network, safe regional boundary and safe
calculation environment.

4.5 Internet of Things (loT), software, supply chain,
other data or systems

Apart from overarching guidelines in the CSL and
supporting regulatory documents, there are laws and
regulations in particular industries or sectors that
also touch on the topic of cybersecurity, as exampled
below.

+ The Law of the People’s Republic of China on Guarding
State Secrets mandates that hierarchical protection
measures shall be adopted for the computer
information systems which are used for storing or
processing state secrets and organs and agencies
shall enhance their control over the secret-involved
information system.

« The Administrative Regulations on Maps prescribes
that entities engaging in internet map services shall
establish the management system as well as protection
measures for the data security of internet maps.

+ According to Measures for the Administration
of Population Health Information (for Trial
Implementation), population health information shall
be subject to hierarchical storage. Entities in charge
shall establish a reliable working mechanism for
disaster back-up of population health information, and
conduct back-up and recovery inspections on a regular
basis.

« The Cybersecurity Review Measures requires Cll10s to
conduct cybersecurity review prior to the purchase
of network products and services that affects or may
affect national security to ensure the supply chain
security of critical information infrastructure and
safeguard national security. It also applies to data
processing activities by online platform operators when
the processing activities impact or may impact national
security.

5. Data breach reporting and notification

5.1 Definition of data security incident, breach or
cybersecurity event

According to the National Cybersecurity Incident
Emergency Response Plan, “cybersecurity incidents”
refer to incidents that cause harm to the network and
information systems or data therein and adversely affect
society due to human factors, hardware or software
defects or failures, natural disasters, etc. They can be
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categorised as hazardous program incidents, network
attack incidents, information destruction incidents,
information content security incidents, equipment and
facility failures, catastrophic incidents, and other incidents.
Furthermore, cybersecurity incidents are graded into

four levels, namely: severely material, material, relatively
material and general cybersecurity incidents.

5.2 Data elements covered

For the purpose of data security incident or breach
regulations, generally all types of data may be covered.

In addition to general types of protected data - namely,
Pl, important data, trade secrets and data contemplated
under the National Cybersecurity Incident Emergency
Response Plan - other data that may be covered include
state secret information, important sensitive information,
critical data or other data whose loss would pose certain
threats to or have certain impacts on national security,
social order, economic construction and public interests.

5.3 Systems covered

The legal construct of data security incident or breach
covers:

+ systems involving important network and information
systems that undertake business closely related to
national security, social order, economic development
and public interest; and

« network and information systems that would pose
threats to or incur impacts on national security, social
order, economic construction and public interests upon
being damaged.

5.4 Security requirements for medical devices

The Guidelines for Technical Review of Medical Device
Network Security Registration articulate general security
requirements for the applicants for medical device
network registration, such as:

+ paying continuous attention to cybersecurity
issues during the whole life cycle of medical device
production;

« perfecting the user access control mechanism; and

« notifying users of relevant cybersecurity information in
a timely manner.

5.5 Security requirements for industrial control
systems (and SCADA)

The fundamental security requirements for ICS (including
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SCADA) can be found in the ICS Guidelines which list 11
protection requirements, covering:

+ security software selection and management;
« configuration and patch management;

« boundary security;

« physical and environmental security;

« identity authentication;

+ remote access security;

+ security monitoring and emergency drills;
« asset security;

+ data security;

+ supply chain management; and

« responsibility implementation.

In addition, the MLPS Baseline Standards provide
security requirements specifically for ICS, such as
outdoor control equipment protection, network structure
security, dial-up usage control, wireless use control

and control equipment security. The Guidelines for
Categorisation and Classification of Industry Data (Trial),
circulated by the MIIT, put forward preliminary guidance
on categorising data in combination with industrial
manufacturing models and service operation models, and
graded the industrial data into three levels by considering
the potential impacts on industrial production and
economic benefits after different types of industrial data
are distorted, destroyed, disclosed or illegally used.

5.6 Security requirements for loT

MLPS Baseline Standards provide security extension
requirements for 10T such as the physical protection of
sensor nodes, device security of sensor nodes, device
security of gateway nodes, management of sensor nodes
and data fusion processing. Other national standards also
serve as reference for loT security, such as the security
technical requirements for data transmission.

The Guidelines for the Construction of Basic Security
Standard System of Internet of Things 2021 puts forward
the framework of the basic security standards, key
standardisation fields and directions of the basic security
of 10T, including overall security requirements, terminal
security, gateway security, platform security and security
management.



The Guidelines for Construction also proposed to set
up the basic security standard system of the loT in 2022
and promoted the formation of a relatively complete
system of loT basic security standards in the next three
years. It specifically defined the security requirements
for key basic fields such as loT terminals, gateways and
platforms. The requirements include system construction,
safety organisation, personnel management, operation
safety, asset management, configuration management,
remote maintenance safety, vulnerability detection,
emergency response, and management and disaster
recovery.

5.7 Requirements for secure software development
Certification

Administrative Measures on Testing and Sales Permits
for Products Dedicated for the Security of Computer
Information Systems released by MPS in 1997, proposed
that the term “the products dedicated for the security
of computer information systems” shall refer to the
hardware and software products dedicated for the
security of computer information systems. Selling
security dedicated products in China is subject to the
sales permit system.

Furthermore, Implementing Measures on Security
Certification for Critical Network Equipment and
Specialised Network Products provides that the
specialised products for network security require security
certification. The specialised products for network
security are divided into 15 categories, according to the
Catalogue of Critical Network Equipment and Network
Security Products (First Batch) 2017, including WAF, IDS,
IPS and network comprehensive audit system.

Network product security

The Vulnerability Regulation requires network product
suppliers, Nos, and vulnerability publishing platforms to
establish unimpeded channels for receiving vulnerability
information, and timely verify and complete the repair of
vulnerabilities. Meanwhile, the Vulnerability Regulation
also provides specific time periods for network product
suppliers to report vulnerabilities and their obligations
to provide product users with technical support. For
vulnerability publishing platforms, the Vulnerability
Regulation specifies eight requirements, such as allowing
them to disclose product vulnerabilities in advance upon
assessment and negotiation, prohibiting them from
releasing details of network operators’ vulnerabilities,
simultaneously releasing remedial and preventive

measures, and prohibiting them from providing
undisclosed vulnerabilities to overseas organisations or
individuals other than product providers.

5.8 Reporting triggers
Government authorities

Under the Cybersecurity Law, concerned NOs shall report
incidents that threaten cybersecurity to the competent
authority. For instance, the following.

« The Automotive Data Security Management Measures
requires the automotive data processor that
conducts important data processing activities shall,
before 15 December of each year, submit the annual
automotive data security management report,
including the automotive data security incidents
and the handling thereof, to the provincial CAC and
relevant authorities.

« The Promulgation of the Administrative Measures on
Regulatory Data Security (Trial Implementation), issued
by the CBIRC, prescribes that in case of occurrence of
significant security risks relating to regulatory data,
the business department or entrusted organisation
concerned shall immediately take emergency response
measures and report to the Statistics Information
Department of the CBIRC within 48 hours.

+ According to Regulations of the PRC on the Security
Protection of Computer Information System, users of
a computer information system shall report any case
arising from such system to the local public security
bureau at county level or above within 24 hours.

« The Telecommunications Regulations of the PRC
prescribe that telecom operators shall report to the
relevant national authorities upon discovery of illegal
transmission of information contents as described
in Article 56 in the course of their public information
services.

+ The draft Data Security Regulation proposes that for
any data security incident - such as leakage, damage
or loss - DPs shall report to interested parties within
three business days. Where important data or more
than 100,000 individuals’ personal information is
involved, the DPs shall report to the municipal CAC
and relevant authorities within eight hours of the
occurrence of the security incident. DP should also
submit an investigation and assessment report
covering the cause of the incident, the consequence of
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harm caused, the accountability and the improvement
measures taken, among other information, to the
district city-level cybersecurity authority and other
relevant authorities within five business days of the
disposal of the incident.

As for Cll, authorities in charge shall establish the
cybersecurity monitoring mechanism and information
reporting mechanism for specific industries/sectors
within their respective jurisdictions.

In case of increasing risk of cybersecurity events,
governments at provincial level and above shall take
measures to require authorities, agencies and personnel
concerned to promptly collect and report necessary
information and enhance monitoring of cybersecurity
risks.

In accordance with the CSL, PIPL and DSL, China has
established a national cybersecurity information
reporting mechanism led by the CAC and MPS, while
multi-ministries/bureaus - including MIIT, NDRC and the
secrecy bureau - are also participating.

Individuals

Under the CSL, in case of disclosure, damage or loss (or
possible disclosure, damage or loss), NOs are obligated
to notify the affected users promptly. In addition, for any
risk, such as security defect or bug in network products
or service, the product/service providers concerned
shall inform the users of such risk. In addition, according
to the PIPL, in case of Pl security incident, affected PI
subjects shall be notified of information related to the
incident.

Other companies or organisations

Duty to report to other companies may be triggered by
contractual obligations.

Industry organisations may determine reporting
obligations to its members, under Article 29 of the CSL.
Other industry self-regulated obligations to report to
information-sharing organisations, as described in 1.5
Information sharing organisations, may also exist.

5.9 “Risk of harm” thresholds or standards

There are various thresholds and standards of notification
in China’s cybersecurity regime.

For instance, according to the Emergency Response Plan
for Cybersecurity Incidents in Public Internet Network,
the lowest level of network security incident is the
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general network security incident which shall suit one of
the following conditions:

+ alarge number of internet users within one
municipality are unable to access the internet normally;

+ the leakage of the information of more than 100,000
internet users; and

« otherincidents that cause or may cause general harm
or effect.

It could be implied at least the same level of threshold of
cybersecurity harm is applicable to data breach incident
notification.

In addition to the harm to cybersecurity, notification
obligations are also triggered when personal information
is “likely to be divulged, damaged or lost” under the CSL.

6. Ability to monitor networks for cybersecurity
6.1 Cybersecurity defensive measures

According to the Measures for Monitoring and Handling
Threats to the Cyber Security of Public Internet,
telecommunications authorities (including MIIT and
provincial communication administrations) are in
charge of monitoring cybersecurity threats. Thereafter,
Information Security Technology - Basic Requirements
and Implementation Guide of Network Security
Monitoring 2018 sets out the framework and baselines
for network security monitoring, which contemplate that
network security monitoring are conducted through real-
time collection of network and security equipment logs,
system operation data and other information.

6.2 Intersection of cybersecurity and privacy or data
protection

The intersection of cybersecurity and privacy illustrates
the conflict arising from the intertwined interests of the
community and of individuals/entities. For instance,
from the commercial practice perspective, as companies
impose confidentiality obligations on their employees,
an employee reporting the vulnerability of his or her
company’s network system to a third party is in conflict
with their confidentiality obligations.

Although it is difficult to clearly define the boundaries
between the two, the state tries to balance the scales. For
example, in the PIPL, the processing of Pl by state organs
to perform their statutory functions shall be carried out in
accordance with the authority and procedures provided



in laws and administrative regulations, and shall not
exceed the scope and limits necessary for the statutory
functions, which means public authorities may only
collect and use personal information upon data subjects’
authorised consent or statutory authorisations by laws
or administrative regulations, even when cybersecurity
threat is involved. Generally speaking, we understand
that only circumstances of certain criminal investigations
or threats to national security may trigger such statutory
authorisation.

Additionally, under the CSL, DSL, PIPL, and the
implementing regulations, authorities and their staff
bearing relevant regulatory authority must carefully
keep strict confidentiality of any PI, privacy information
and business secrets obtained in their performance of
duties. Furthermore, Article 30 of the CSL prescribes
that cyberspace administrations and authorities
concerned shall only use the information accessed in
performance of their duties for cybersecurity protection
purposes.

7. Cyberthreat information sharing arrangements

7.1 Required or authorised sharing of cybersecurity
information

Please refer to 5.8 Reporting triggers (“Government
authorities”) for details of this matter.

7.2 Voluntary information sharing opportunities

With regard to Article 29 of the CSL, the state supports
the co-operation among network operators in
collection, analysis and notification of cybersecurity
information and emergency response, in order to
improve their cybersecurity protection capacities.
The relevant industry organisations shall establish
and improve respective cybersecurity rules and
co-ordination mechanisms, enhance analysis and
assessment on cybersecurity risks, regularly release
risk alerts to their members, and assist their members
with coping with cybersecurity risks.

In China, users, suppliers and research institutions are
encouraged to report any potential system vulnerabilities
identified to the CNVD, as described in 1.5 Information
sharing organisations and government cybersecurity
assistance, so as to gather, verify and warn against any
security vulnerabilities and to establish an effective and
co-ordinated emergency response mechanism among all
operators.

Also, there are scenarios where system vulnerabilities
shall be mandatorily reported, as described in 5.7
Requirements for secure software development.

It is worth noting that a major cloud service provider had
been suspended by MIIT, with their partnership endingin
2021, because of failing to meet the mandatory reporting
obligation.

8. Significant cybersecurity and data breach
regulatory enforcement and litigation

8.1 Regulatory enforcement or litigation

In the field of administrative supervision, app governance
is still the most important work for regulatory authorities
in the field of data protection in 2021. MPS further
promoted the special action of “Jingwang 2021”

and achieved remarkable phased results, with more

than 37,000 illegal activities related to network being
detected. In the meantime, MIIT issued a notice on
launching actions for improvements to the perception of
information and communications service. It is required to
establish the list of collected personal information and a
list of personal information shared with third parties, and
display the same in the secondary menu of the app.

As of September 2021, MIIT has issued a total of 19
batches of “app notification on infringement of user
rights”, of which five batches were issued in 2021.

The notified apps concern many fields, and the listed
problems focus on the illegal collection of Pl compulsory
access to authority, etc.

8.2 Significant audits, investigations or penalties

Since last year, the regulatory authorities have significantly
strengthened their supervision over the protection of
personal information security. The CBIRC released an
administrative penalty notice on its official website,
indicating that China CITIC Bank received a fine of CNY4.5
million for several violations of laws and regulations,

such as enquiring about and then providing transaction
information of a customer’s personal bank account to a
third party without the authorisation of the customer.

The PBC has issued more than 31 penalty decisions
involving personal information security (including
institutions and individuals). Most of the punishment
decisions are for the violation of enquiring about
personal information without the subject’s consent,
including enquiring about individual credit reports or
loan information without the subject’s consent and
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negligent disclosure of personal information.
8.3 Applicable legal standards

Please refer to 1.3 Administration and enforcement
process and 1.4 Multilateral and subnational issues.

8.4 Significant private litigation

A WeChat user filed a lawsuit, claiming that the Weishi
app (operated by Tencent) used the plaintiff’s personal
information in WeChat without authorisation, including
region, gender and WeChat relationship. Upon trial of
the second instance, the court held that the Weishi App’s
compulsory acquisition of the user’s region and gender
information did not satisfy the principle of necessity of
collecting user information.

Further, in the scenario that the plaintiff uninstalled
the Weishi App and re-used the same account to log in
to the Weishi App without consent and authorisation,
the user had reasonable grounds to believe that it no
longer authorised the Weishi App to use the WeChat
friend relationship. Weishi’s continuous use of the
stored WeChat friend relationship in the back-end

did not meet the user’s “reasonable expectation” of
the consequences of his authorisation. Therefore,

the Weishi App’s continuous use of the plaintiff’s
WeChat friend relationship did not meet the lawfulness
principle when the plaintiff downloaded the app for
the second time.

8.5 Class actions

Article 70 of the PIPL establishes the foundation of
public interest litigation for the protection of personal
information. The Procuratorate, the consumer
organisation as provided by law, or the organisation
determined by the CAC may file a lawsuit with the court
in accordance with the law. In addition, the Supreme
People’s Procuratorate (SPP) promulgated the Circular
on Implementing the Law on the Protection of Personal
Information and Promoting the Procuratorial Work of
Public Interest Litigation on the Protection of Personal
Information, clarifying the key points of handling
public interest litigation on the protection of personal
information.

9. Due diligence
9.1 Processes and issues

The process of diligence in corporate transactions mainly
concerns the security and the asset aspects of data.
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For the security aspect, MLPS classification and
evaluation of a company’s information system are the
first steps of due diligence. Comprehensive assessments
of cybersecurity based on MLPS classification will then be
conducted to perform gap analyses of various security-
related matters, including emergency response, PI
protection, cross-border data transfer security and Cll
protection.

As for the asset aspect, due diligence will focus on
confirming the legitimacy of the corporate data and
identifying the legal boundary of corporate data assets. As
security and compliance of data are the premises of data
assets, taking data mapping as reference, assessment
reports will be issued to review the corporate compliance
of data regarding various matters, such as Pl processing,
internal corporate systems related to cybersecurity and
data compliance, information content administration,
and others. Identifying the boundary of the company’s
data and the claims the company has over them will be
the next step to confirm the company’s proprietary rights
on the corporate data.

9.2 Public disclosure

The National General Response Plans for the Public
Emergency Incidents set forth local government
authorities’ obligations to report public emergency
incidents to higher level authorities. Cybersecurity risks
that constitute a public emergency incident may be
disclosed and reported to various level of authorities
for emergency alerts and responses. The Emergency
Response Law of the PRC also requires that all entities
shall timely report their potential emergency incidents
to local authorities in accordance with applicable laws
and regulations. In the financial area, the Measures for
the Administration of Initial Public Offering and Listing
of Stocks and other similar IPO administration measures
require that any information that may have any major
impact on the investors’ decisions on investment shall be
disclosed in IPO prospectuses.

However, entities should note that the disclosure of
cybersecurity information may be subject to certain
limitations under recent draft measures by the CAC, as
described in 1.5 Information sharing organisations.

10. Insurance and other cybersecurity issues

10.1 Further considerations regarding cybersecurity
regulation

Considering the extraterritorial jurisdiction of PRC



cybersecurity regulations, “domestic operation”
also entails an enterprise’s acts that are intended to
provide goods or services to individuals within the
PRC.

11. Trends and developments
11.1 Overview

The year 2021 marked a significant development in
China’s cybersecurity and data protection legislative
regime. The long-awaited Data Security Law (DSL) and
the Personal Information Protection Law (PIPL) were
both finalised and came into effect in 2021. These two
laws, together with the Cybersecurity Law (CSL), which
has been effective since 2017, form the overarching
legislative framework of cybersecurity and data
protection.

Regulators also finalised many implementing regulations.
For example, after seven months of public consultation
and deliberation, the Cybersecurity Review Measures
(CRM), as amended, came into force on 15 February 2022,
signalling that China’s cybersecurity enforcement has
moved into a new era. The CRM mandates that (i) critical
information infrastructure operators (ClIOs) procuring
network products and services, and (ii) network platform
operators carrying out data processing activities that
affect or may affect national security shall be subject

to cybersecurity review organised by the competent
authorities.

Another example is the Critical Information Infrastructure
Security Management Regulation (“Cll Security
Regulation”), which was adopted on 1 September 2021;
it lays down the fundamental security compliance
obligations for CllOs, ensuring the ClIOs are well
protected in cyberspace.

A series of implementing regulations are expected to be
released or finalised in 2022. Aside from the traditional
cybersecurity regulations, regulators in various industries
are expected to issue cybersecurity-related regulations
focusing on industry-specific issues. These regulations
are expected to address pending issues and provide more
practical guidance.

As such, the Cybersecurity Law, the Data Security Law
and the Personal Information Protection Law (albeit with
certain specific compliance requirements) generally act
as fundamental laws, while regulators in each industry
are tasked to promulgate respective implementing
regulations.

11.2 The Data Security Law

The Data Security Law (DSL) that came into effect in
September 2021 represents the legislation’s first effort
at the state level to regulate data processing activities
by balancing the security and the utilisation aspects.
The DSL provides the fundamental legal basis for the
Cyberspace Administration of China (CAC) and other
competent authorities to ensure data processing
activities do not harm state security, public interests and
private interests.

The DSL contemplates extraterritorial jurisdiction over
offshore data activities affecting state security, public
interests and private interests within the PRC; it operates
in conjunction with the Cybersecurity Law (CSL) in many
areas. For instance, the DSL requests data processors to
perform data security protection on top of the multi-level
protection scheme as prescribed by the CSL.

The DSL contemplates a general principle of data
categorisation and classification based on the
importance of data and the damage incurred upon data
breach. Some industry regulators have issued national
and industry standards for their respective sectors,
such as finance and healthcare. In December 2021, the
National Information Security Standardisation Technical
Committee (TC260) issued the Cybersecurity Standard
Practical Guidance - Network Data Categorisation and
Classification, a non-binding guideline, which provides
general and universal guidance on conducting data
categorisation classification.

The DSL requires governments at different levels to
issue catalogues of important data to identify and
provide heightened protection to such data, including
periodical risk assessment. Although there have been
several attempts to provide straightforward criteria, the
specific scope of “important data” is to be determined.
The new draft regulations now propose to require data
processors to self-identify important data and then file
the identification result with the industry regulators.
Hence, it is likely that the scope of important data will
become clearer in 2022 or early 2023.

The DSL requires that data security reviews should

be conducted on data processing activities that may
affect state security. Although the cybersecurity review
system has been established, the data security review is
a different review process. The implementing regulation
thereof is likely to be issued in the new future.
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11.3 The Personal Information Protection Law

The Personal Information Protection Law (PIPL) came
into effect in November 2021. While primarily focusing
on protecting personal information (PI), the PIPL

also supplements the network information security
requirements under the CSL.

In essence, the PIPL aims to work as an independent
legislature specifically focused on PI protection,

which significantly changed under the CSL. The PIPL
contemplates extraterritorial jurisdiction over offshore
processing of the Pl of natural persons within the PRC

if the action is intended to provide goods or services

to such person or assess such person’s behaviour. This
illustrates the legislation’s response to the trend of
extraterritorial jurisdiction worldwide, such as the GDPR
in the EU and the CCPA in the USA, to afford individuals
within the PRC equal protection. Foreign companies
should be mindful of the extraterritorial jurisdiction when
dealing with individuals within the PRC.

The PIPL lines up with the terminology used in
the Civil Code, and defines the entity or individual
capable of determining the purpose and methods of
Pl processing as the “Pl processor”, rather than the
“controller” concept used in other jurisdictions
such as the EU. In addition, the “entrusted processor”
under the PIPL is comparable to the “data processor”
in the GDPR.

Besides the consent and requirement laid down by other
laws and regulations, the PIPL introduces additional legal
basesincluding:

+ necessity for executing or performing contracts where
the individual is a party;

+ necessity for human resources management based on
lawfully enacted labour rules and collective bargain
agreements;

« protection of public health in an emergency; and
« certain reasonable acts to protect the public interest.

It is a drastic expansion from the CSL’s framework, and
grants enterprises much more flexibility.

The PIPL also introduces the first attempt to regulate
the cross-border transfer of Pl by general entities at the
statute level, compared to the cross-border transfer
provisions applicable to ClIOs in the CySL. Specifically,
it extends the scope of data localisation and mandatory
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security assessment for outbound Pl transfer, previously
only applied to transfers conducted by ClIOs, to mass-
volume PI processors (the standard is to be determined
by regulators). For transfers conducted by other entities,
it also provides several new approaches of compliant
outbound PI transfer as compared to the sole approach
of security assessment under the current cross-border
security transfer rules. In general, foreign enterprises
processing a large volume of user data may incur legal
risks if providing service to PRC users without deploying
the server within the PRC. It also requires Pl processors
to obtain independent consent from Pl subjects, which is
different from explicit consent under the GDPR.

In sum, the PIPL reflects the legislation’s attitudes and
objectives in Pl protection that elevates requirements
for Pl protection while endeavouring to strike a nuanced
balance between Pl rights and market participants’
interests in processing Pl in the evolving era of the digital
economy.

11.4 The draft Network Data Security Management
Regulation

In order to harmonise the requirements under the CSL,
the DSL and the PIPL, the CAC released the draft Network
Data Security Management Regulation (“Data Security
Regulation”) on 14 November 2021. This Regulation
proposes to implement the high-level instructions
contained in the aforesaid laws. For instance, the laws

all require companies to develop an emergency plan

for security incidents and report the incidents to the
competent authority, but do not specify the time limit of
the reporting obligation. The Data Security Regulation
proposes that if a security incident has caused harm,
companies shall notify the interested parties within three
business days. Moreover, if the security incident involves
important data or more than 100,000 individuals, the
companies shall report to competent authorities within
eight hours upon the occurrence of the security incident.

Although filled with detailed contents, duties imposed by
the Data Security Regulation can be generally categorised
into four aspects: record, assessment, review and filing/
report in relation to data processing activities, which
provide regulators with regulatory tools that are practical
and down-to-earth. For example, as evidenced by the
automotive industry, after the local MIIT branches received
the annual automotive data security report, the regulator
would approach the companies to discuss high-risk data
processing activities and request remedial measures.

However, if the Data Security Regulation is finalised



as is, companies may face unprecedented compliance
burdens. Therefore, the draft Regulation has led to
heated discussions, and many proposed requirements
are likely to be modified. However, the Regulation
provides valuable insights into the CAC’s view of how
companies should manage data processing activities.

11.5 Cybersecurity review

As a crucial aspect of national security review, a
cybersecurity review was enacted to protect national
security interests by examining the network products or
services to be procured by CllOs, whose network products
and associated information systems, by definition, may
have national security interests.

In July 2021, the CAC issued an amendment to the CRM,
expanding the scope of cybersecurity review to data
processing activities that may affect national security.
Particularly, because public offerings in foreign securities
markets involve a significant volume of cross-border
data transfers, the amendment requires data processors,
who possess more than one million individuals’ personal
information, to proactively file for a cybersecurity review
when planning to be listed in a foreign security market.
The amendment was passed in November 2021 and came
into force on 15 February 2022. Although the finalised
CRM changed the terminology from data processors to
network platform operators, it is likely that these terms
have similar scopes.

The cybersecurity review focuses on two aspects. The
first aspect is the procurement of network products or
services by ClIOs, including:

+ therisk of any Cll beingillegally controlled, tampered with
or harmed after using the network products or services;

« therisk of any ClI’'s supply of network products or
services being interrupted;

« the security, openness, transparency, diversity of
sources and reliability of the supply channels of
network products or services, as well as the risk of
the supply chain being interrupted due to political,
diplomatic, trade or other factors; and

+ the compliance situation of the suppliers with the RPC
laws and regulations.

The second aspect is data processing activity, including:
the risk of core data, important data or a large volume of
personal information being stolen, leaked, destroyed and
illegally used or transferred abroad; the risk, during and

after the public offering, that ClI, core data, important data
or a large volume of personal information might be affected,
controlled or maliciously used by foreign governments, as
well as any network information security risk.

The cybersecurity review process may take a month to
complete if it is initiated by the Cybersecurity Review
Office (CRO) under the CAC, but when a CIIO or a network
platform operator proactively applies for cybersecurity
review, the CRO should conduct a pro forma review

and notify the applicant in writing whether or not a full-
blown cybersecurity review will be conducted within ten
business days upon receiving application materials.

It is worth noting that it is not clear whether CRM is
applicable to foreign companies. Based on the legislative
intent of mitigating risks incurred by data processing
activities, it is still likely that the CAC may require such a
foreign company to file for a cybersecurity review if the
company has a significant operation in China.

11.6 Multi-level Protection Scheme (MLPS)

The MLPS requirements and standards generally
remained the same in the year of 2021, but the draft Data
Security Regulation proposes that all systems processing
important data must be qualified as MLPS level three,
creating an interoperative link between cybersecurity
and data security.

Additionally, we have observed that an increasing
number of multinational companies (MNCs) are
considering conducting MLPS. This trend suggests that
these companies partially localised their networks
because MLPS can only be conducted for domestic
networks.

11.7 The Cll Security Regulation

Section 2 of the CSL has envisaged a framework of
operation security of Cll by setting out basic principles,
imposing basic security protection obligations on CIIO,
and requesting localisation of the Pl and important data
collected by CIIO.

In line with the CSL, the ClI Security Regulation lays
down detailed responsibilities and obligations for
ClIOs to undertake, supportive measures for protection
authorities to adopt and the legal liability for violation.
Significantly, the ClI Security Regulation put forward
several factors to consider in identifying Cll, namely:

« the importance of the network facility and information
system;
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+ the degree of harm that might be caused in the event of
destruction, loss of function or leak of data; and

« the impact on the relevant industries and sectors

Additionally, the Regulation specifies that industry
regulators are charged with the responsibility to identify
the Cll, and notify the operator thereof about the
identification result.

Because ClIOs are subject to heightened compliance
obligations, some of which may affect how they should
interact with other companies (eg, procurement),
companies should be mindful of any notices from relevant
regulators and the CIIO status of the business clients.

11.8 Industry-specific regulations

Cybersecurity regulations are moving toward a sectoral
model, where industry regulators are implementing the
laws with industry-specific issues.

On 23 January 2022, the financial regulators issued a
five-year plan to advance the standardisation of financial
sectors. The plan, by recognising the cybersecurity

and data risks brought by the digitalisation of financial
services, aims to improve network security standards

in the financial sector, such as financial ClI protection
standard, financial network security assessment, etc, so
that financial service providers are well equipped against
cybersecurity threats. In particular, the plan contemplates
financial information technology outsourcing evaluation,
financial data classification and commercial cypher
codes standards.

The Ministry of Industry and Information Technology
(MIIT) issued the Administrative Provisions on Security
Vulnerabilities of Network Product on 12 July 2021.
Network product suppliers, network operators and
vulnerability publication platforms are required to set up
a communication channel to receive reports of network
products’ security vulnerability, and keep the log of the
received security vulnerability for at least six months.
Additionally, network product suppliers are required to
report identified vulnerability information to the National
Vulnerability Database within two days.

Furthermore, the MIIT has twice sought public comments
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for the Data Security Management Measures of Industry
and Information Technology Sector - in September 2021
and February 2022 - indicating MIIT’s commitment to
establishing detailed data security rules. The Measures
first divides data into three categories: normal data,
important data and core data, then provides the
identification criteria, based on the degree of impact on
national security, public interests and private interests.
The Measures also offer detailed requirements for each
category of data through every step of data processing
activities. Similar to the draft Data Security Regulation,
the Measures require companies to file the important
data identification result with the regulators.

Switching to the automotive sector, the CAC and four
other regulators, including the Ministry of Transportation,
issued the Automotive Data Security Management
Measures in August 2021. For the first time, the Measures
provide a clear definition of important data, including
more than 100,000 individuals’ personal information

and geographic information of sensitive areas such

as government buildings. The Measures also require
automotive data processors to file an annual data
security management report with the competent
authorities, specifying the types, volume, purposes and
necessity of automotive data processing activities, as well
as the implemented protective measures.

Conclusion

Starting from the CSL, security obligations are determined
based on different legally prescribed roles, and potential
impact on national security, public interests and private
interests, such as that CllOs are subject to higher security
protection obligations compared to network operators.
Although the overall enforcement actions are not as
frequent as those in other fields, it demonstrates that
regulators are taking a prudent approach in regulating
cybersecurity. The cybersecurity review, MLPS and
finalised (as well as proposed) filing requirements all
provide regulators with effective regulatory tools and
serve as bridges between cybersecurity and data security.

As such, the offshore model adopted by MNCs is likely to
face more compliance burdens and may attract regulatory
scrutiny. Therefore, in addition to data localisation, the
possibility of network localisation should also be evaluated.



CHAMBERS - ARTIFICIAL INTELLIGENCE 2022 (CHINA)

1. General legal framework

1.1 General legal background framework

China has developed a large number of laws and
regulations that systematically address Al-related issues,
as well as rules regulating particular Al-related subject
matters.

At the level of national laws, Al - as a technology that
highly relies on the use of internet and data - will

be subject to the three basic laws in the information
technology field, namely:

+ the Cybersecurity Law of the People’s Republic of China
(CsL);

« the Data Security Law of the People’s Republic of China
(DSL); and

« the Personal Information Protection Law of the People’
Republic of China (PIPL).

They are enacted to guarantee cybersecurity and
regulate data (including personal information) processing
activities.

Under these basic laws, the State Council, the Cyberspace
Administration of China (CAC) and other authorities
responsible for cybersecurity and data protection within
the scope of their respective duties are tasked to develop
and enforce specific regulations. For example, the CAC
has issued a number of rules/draft rules concerning
internet information services, especially including the
use of Al technologies in such fields.

At regional levels, local governments have enacted
relevant cybersecurity and data regulations in
conjunction with the actual development of their
respective regions, with 12 representative provinces and
cities such as Shanghai and Shenzhen since 2021.

Apart from general cybersecurity and data protection laws,
laws and regulations of other legal sectors also apply to Al

if the application of Al touches specific issues regulated in
these other legal sectors, including consumer protection
law, anti-monopoly law and industrial-specific laws.

2. Industry use of Al and machine learning
2.1 Al technology and applications

Al and machine learning have become the key force in
promoting the development of the financial industry,
according to a report issued by the China Academy of
Information and Communications Technology (CAICT).
In the banking industry, Al technology is widely used
in biometric identification, credit risk prevention

and intelligent customer services (such as chatbots).
According to the CAICT, as of September 2021, one of
China’s state-owned banks had collected and used 40
PB of data assets and implemented more than 1,000 Al
applications.

Another noteworthy application of Al technology is
automated driving. The investment and financing of
the automated driving industry are increasingly active
in China. Robotaxis are the top priority. For example, in
2021, Baidu and Pony.ai became the first two domestic
enterprises to be allowed to carry out commercial
robotaxi services in Beijing. The commercial use of low-
speed automatic vehicles is also accelerating. In May
2021, approximately 100 automatic delivery vehicles
from JD.com, Meituan, and Neolix were issued with
official vehicle codes in Beijing; in September 2021, the
automatic express car developed by JD.com was put into
trial operation on the roads in Qionghai City to provide
delivery services to communities within 3 km.

Since 2020, while bringing havoc to the markets and
industries in China, the COVID-19 outbreak has also
revealed unprecedented opportunities for the Al
industry. To respond to the pandemic control policies
in China, the market has seen a high demand for
products and services based on Al technology, Al-
powered medical research and diagnosis, pandemic
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control decision-making, a uniform national “Health
Code” platform that traces individuals’ health status
for pandemic control, and internet-based convenience
services powered by Al, such as food delivery, online
shopping and internet hospitals.

3. Executive developments
3.1 Policies

At the national level, China has drawn up comprehensive
plans for the development and application of Al. In
December 2021, the Ministry of Industry and Information
Technology (MIIT), along with seven other state ministries
released the 14th Five-Year Plan for the Development

of Intelligent Manufacturing (the “Plan”), which listed

Al as one of the core technologies in China’s intelligent
manufacturing.

The Plan also emphasises strengthening research on
the application of specific Al technologies in certain
industries. In the finance sector, for example, the
China Banking and Insurance Regulatory Commission
(CBIRC) issued the Guiding Opinions on Promoting the
Highquality Development of Banking and Insurance
Industries, encouraging banking and insurance
institutions to make full use of emerging technologies
such as Al, big data, cloud computing, blockchain,
biometrics and other technologies to improve service
quality.

In addition, the Chinese government is also making
efforts on establishing a national standard system for Al
technology. In August 2020, the State Standardisation
Administration, the CAC, and other state ministries
jointly released the Guidance on Establishing the New
Generation of National Al Standardisation System (the “Al
Standards Guidance”), aiming at setting up a preliminary
national Al standardisation system by 2023. The
Opinions on Accelerating the Construction of a National
Unified Market, issued by the Central Committee of the
Communist Party of China and the State Council in 2022,
has made it clear that it is necessary to strengthen the
standard system in fields including Al.

3.2 National security

Itis a common issue for Al operators that they may
collect a large amount of data to feed their Al system.
Since China’s laws and regulations on data processing
have a clear concern for national security, Al companies
are also advised to be aware of related legislative
requirements.
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Critical Information Infrastructure (ClI)

The Regulation on Protecting the Security of Critical
Information Infrastructure has defined Cll as network
facilities and information systems in important industries
and fields that may seriously endanger national security,
the national economy and people’s livelihood, and
publicinterest in the event of being damaged or losing
functionality. Cll Operators (CIIO) are required to take
protective measures to ensure the security of the Clis.
Furthermore, the CSL imposes data localisation and
security assessment requirements on cross-border transfer
of personal information and important data for ClIOs.

Important data

The DSL have defined important data as data the
divulging of which may directly affect national security,
public interests, and the legitimate interests of citizens
or organisations, and certain rules impose various
restrictions on its processing. The DSL contemplates
security assessment and reporting requirements for the
processing of important data in general.

Cybersecurity review

On 28 December 2021, the CAC, together with certain
other national departments, promulgated the revised
Cybersecurity Review Measures, aiming at ensuring

the security of the Cll supply chain, cybersecurity and
data security and safeguarding national security. The
regulation provides that CllOs that procure internet
products and services, and internet platform operators
engaging in data processing activities, shall be subject
to the cybersecurity review if their activities affect or
may affect national security, and that internet platform
operators holding more than one million users’ personal
information shall apply to the Cybersecurity Review Office
for a cybersecurity review before listing abroad.

4. Legislative developments

4.1 Enacted legislation

Currently, legislations regulating particular Alrelated
subject matters in China include the following:

Data protection

The CSL and DSL directly address the national strategy
for enhancing cybersecurity and data security. As

for personal information protection, there are three
overarching statutes setting forth general principles:

« the PIPL, enacted on 1 November 2021;



« the Civil Code, released in May 2020; and

+ the CSL, articulating requirements for personal
information protection.

The PIPL proposes to extend the legal basis of processing
personal information, as compared to the Civil Code

and the CSL, in order to adapt to the complexities

of economic and social activities. Since 2019, when
multiple departments in China jointly issued the
Announcement on Special Treatment of Illegal Collection
and Use of Personal Information by App, the current
trend shows that the enforcement of app personal
information protection has continued to be enhanced,
especially in the areas of small programs, SDK (software
development toolkit) third-party sharing and algorithmic
recommendation as the focus of regulation.

Antitrust

Concerning the Antitrust Guidelines for the Platform
Economy, concerted conduct may also refer to the
conduct whereby undertakings do not explicitly enter into
an agreement or decision but are co-ordinated through
data, algorithms, platform rules or other means. As such,
Al operators shall also comply with the Anti-Monopoly
Law, which requires that competitors are prohibited
from reaching monopoly agreements of price-fixing,
production or sales restrictions, market division, boycott,
or other restraining behaviours. Moreover, dominant
market players are also prohibited from conducting
discriminatory activities against their counterparties by
means of algorithm.

Consumer protection

Business operators providing products/services to
consumers by means of algorithms shall be subject

to the Law on Protection of Consumer Rights and
Interests, which acts as the basic consumer protection
legislation. As for e-commerce businesses, they should
further comply with the E-commerce Law, in which
there are specific rules dealing with personalised
recommendations.

Information content management

The Provisions on Ecological Governance of Network
Information Content issued by the CAC, effective in
January 2020, articulate requirements for content
provision models, manual intervention and user-
choice mechanisms when network information content
providers feed information to users by adopting
personalised algorithms.

In December 2021, the CAC issued the Provisions

on the Administration of Algorithm-generated
Recommendations for Internet Information Services
(the “CAC Algorithm Recommendation Rules”) to
provide special management regulations on algorithmic
recommendation technology. The CAC Algorithm
Recommendation Rules mark the CAC’s first attempt

to regulate the use of algorithms, in which internet
information service providers are required to use
algorithms in a way that respects social morality and
ethics, and are prohibited from setting up any algorithm
model inducing users to become addicted or to over-
consume.

For industrial-based regulations, please refer to 9. Al in
Industry Sectors.

4.2 Proposed legislation

During the past two years, the data protection
authorities in China have issued a large number

of draft regulations, aiming at providing detailed
implementation guidance for national legislations
about data processing activities. For example, the draft
Regulations for the Administration of Network Data
Security, as a supporting regulation of the CSL, DSL and
PIPL, clarifies specific issues in the field of data security
management and supplements the basic principles

in the national legislations. The draft of Measures on
Security Assessment of the Cross-border Transfer of
Data articulates in greater detail the framework of cross-
border data security review.

For Al-related rules, the CAC released the draft Provisions
on the Administration of Deep Synthesis of Internet
Information Services in February 2022, which provides
specific rules for providers of deep synthesis technologies
in the context of information content management.

5. Al regulatory regimes
5.1 Key regulatory agencies

In China, the CAC is responsible for the overall

planning and co-ordination of cybersecurity, personal
information protection and network data security,

and has issued a number of regulations concerning

the application of Al technology in terms of internet
information services. There are also many other
departments - such as departments in the industrial
sector, telecommunications, transportation, finance,
natural resources, health, education, science and
technology - and other departments undertake the duty
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to ensure cybersecurity and data protection (including
that related to Al) in their respective industries and
fields. Public security authorities and national security
authorities also play an important role for network and
data security within their respective purviews.

5.2 Al definitions

The practice guidance issued by the National Information
Security Standardisation Technical Committee (TC260)

- ie, Practice Guide for Network Security Standards-
Guidelines for Prevention of Ethical Security Risks in
Artificial Intelligence - has defined Al as the simulation,
extension or expansion of human intelligence by using

a computer or its controlled equipment, through the
methods of perceiving the environment, acquiring
knowledge and deducing.

Another draft standard, the Information Security
Technology-Security Specification and Assessment
Methods for Machine Learning Algorithms, also released
by TC260, defines machine learning algorithms as
algorithms that solve problems by using a limited and
orderly set of rules to generate classification, to reason,
and to predict based on the input data.

5.3 Regulatory objectives

Itis a normal practice for the CAC and other
departments to co-operate in rule-making and enforcing
the laws. Most of the data protectionrelated rules are
jointly issued by multiple regulatory agencies including
the CAC, the MIIT, public security authorities and other
related departments. These laws and regulations

have played a key role in ensuring network and data
security, and the protection of personal information.

In particular, the CAC recently promulgated a series of
rules or drafts on the application of Al technology, with
an aim to promote the positive and good application
of algorithms. These laws and regulations also aim to
protect the social and public interests and national
security involved in the network and data fields from
being endangered.

6. Proposed EU Artificial Intelligence law
6.1 Jurisdiction commonalities
The matter is not applicable in the jurisdiction.

6.2 Jurisdiction conflicts

The matter is not applicable in the jurisdiction.
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7. Standard-setting bodies
7.1 Standards

The State Standardisation Administration (CSA) is
responsible for approving the release of national
standards, and TC260 (as mentioned above) is one of the
important standard-setting bodies on Al technology. So
far, TC260 has issued a series of recommended national
standards and practical guidelines containing provisions
regarding the use of Al-related technology. For example,
the national standard Information Security Technology

- Personal Information Specificationprovides rules on
automated decision-making similar to the PIPL, which
states that controllers adopting automated decision-
making that may influence data subjects’ interests should
conduct security assessments of personal information ex
ante and periodically, and should allow data subjects to
opt out of such automated decision-making.

The draft standard Information Security Technoogy
- Security Specification and Assessment Methods
for Machine Learning Algorithms specifies the
security requirements and verification methods of
machine learning algorithms in the stages of design
and development, verification testing, deployment
and operation, maintenance and upgrading, and
decommissioning, as well as the implementation of
security assessment of machine learning algorithms.

In addition, there are standard-setting bodies to
formulate Al-related standards in specific industries. The
PBOC, along with the Financial Standardisation Technical
Committee of China (TC 180), which is the CSA-authorised
institution to engage in national standardisation, plays a
leading role in writing Al-related standards in the financial
field. The recommended industry standard of Personal
Financial Information Protection Technical Specification,
which was issued in the name of the PBOC, sets forth
requirements for financial institutions to regularly assess
the safety of external automated tools (such as algorithm
models and software development kits) adopted in the
sharing, transferring and entrusting of personal financial
information. The PBOC also released the Evaluation
Specification of Artificial Intelligence Algorithm in
Financial Application in 2021, providing Al algorithm
evaluation methods in terms of security, interpretability,
accuracy and performance.

In automated driving, the recent recommended national
standard Taxonomy of Driving Automation for Vehicle s

sets forth six classes of automated driving (from L0 to L5)
and sets forth respective technical requirements and the



roles of the automated systems at each level. The TC260
released the Security Guidelines for Processing Vehicle
Collected Data, which specify the security requirements
for automobile manufacturers’ data processing activities
such as transmission, storage and export of automobile
data, and provides data protection implementation
specifications for automobile manufacturers to carry
out the design, production, sales, use, operation and
maintenance of automobiles.

8. General technology-driven Al legal issues
8.1 Algorithmic bias

From a technical perspective, algorithms may be biased
due to a number of reasons. The accuracy of an algorithm
may be affected by the data used to train it. Data that
lacks representativeness or, in essence, reflects certain
inequalities may result in biases of the algorithms. The
algorithm may also cause bias due to the cognitive
deficits/bias of the R&D personnel. Besides, due to the
inability to recognise and filter bias in human activities,
algorithms may indiscriminately acquire human ethical
preferences during human-computer interaction,
increasing the risk of bias in the output results.

For example, the provision of personalised content by
digital media has raised serious concerns on the so-called
“information cocoon” - a phenomenon where people get
more and more limited information selected, based on
automatic analysis of their previous content preferences.
Another example is the concern of “big data killing” ,
where different consumers are charged significantly
different prices for the same good. According to the
China Consumers Association, certain companies use
algorithms to make price discriminations over different
groups of consumers.

Having been aware of the harm to society and
consumers’ interests caused by algorithm bias, the
Chinese government is trying to regulate the proper
application of algorithm both on an industrial-specific
basis and on the general data protection side. According
to the E-commerce Law, where an e-commerce business
operator provides consumers with search results for
goods or services based on consumers’ preferences

or consumption habits, it shall, in parallel, provide
consumers with options that are not targeted at their
personal characteristics. Similar rules have been set in
the PIPL regarding automatic decision-making, where
transparency and fairness requirements are explicitly
stipulated (see 8.4 Automated decision-making).

The newly issued regulation concerning internet
information services, the CAC Algorithm
Recommendation Rules, further provide that an
algorithm-recommended service provider which

sells goods or provides services to consumers shall
protect their right to fair transactions, and shall not use
algorithms to commit unreasonable differential treatment
and other illegal acts in respect of transaction prices and
other transaction conditions based on their preferences,
transaction practices and other characteristics. “Big data
killing” is also under the scrutiny of the Anti-monopoly
Law, by which a dominant market player is prohibited
from discriminating against its counterparties (including
consumers) by means of automatic decision-making
programs.

8.2 Facial recognition and biometrics

Under the PIPL, facial recognition and biometric
information are recognised as sensitive personal
information. Separate consent is needed for processing
such information and the processing shall be only for
specific purposes and with sufficient necessity. Facial
information collected by image collection or personal
identification equipment in public places shall only be
used for maintaining public security, unless separate
consent has been obtained.

This gives rise to concerns of intelligent shopping malls
and smart retail industries where facial characters

and body movement of consumers are processed for
purposes beyond security, such as recognising VIP
members and identifying consumers’ preferences so as
to provide personalised recommendations. Under the
PIPL, companies must consider the necessity for such
commercialised processing and find feasible ways to
obtain effective “separate consent”.

In the automobile industry, images or videos containing
pedestrians are usually collected by cameras installed
on cars. This is a typical data source for automobile
companies engaging in autonomous driving or providing
internet of vehicles services. While training their
algorithms and providing relevant services, automobile
data processors must consider the mandatory
requirements both in the PIPL and the recently issued
Several Provisions on the Management of Automobile
Data Security (for Trial Implementation), in which videos
and images containing facial information are considered
as important data. Processors having difficulty obtaining
consent for its collection of personal information from
outside a vehicle for the purpose of ensuring driving
safety shall conduct anonymisation for such information,
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including deleting the images or videos that can identify
the natural person, or conducting partial contour
processing of facial information.

The Supreme People’s Court also provides its judicial
view regarding the processing of facial information and
clarifies scenarios that may cause civil liabilities, such as:

« failing to comply with laws when conducting facial
verification, recognition, or analysis in business
premises and public places;

« failing to disclose rules on the processing of facial
information or failing to explicitly state the purposes,
methods and scope of such processing;

« failing to obtain the separate consent;

+ failing to take proper measures for ensuring the
security of facial information which results in leaks,
distortion or loss of facial information.

Companies failing to perform obligations under the PIPL
and related regulations are also faced with administrative
penalties and even criminal liabilities (ie, for infringing
citizens’ personal information).

8.3 Transparency

In China, chatbots are usually deployed by e-commerce
platforms or online sellers to provide consulting or after-
sale services for consumers. While there has not been a
special regulation targeting the compliant use of chatbots
or similar technologies, it does not mean that such use
avoids the scrutiny of current effective laws. For example,
under the regime of consumer protection law, companies
using chatbots to address consumers’ questions

or requests must ensure the rights and interests of
consumers are properly protected; where chatbots are
enabled to make decisions based on a user’s personal
information, the PIPL shall apply.

Furthermore, chatbots providing (personalised) content
recommendations may also need to comply with the
rules issued by the CAC Algorithm Recommendation
Rules. Companies shall pay special attention to the recent
CAC Algorithm Recommendation Rules, if their chatbots
are equipped with automated content push functions.

Relevant laws have set out transparency requirements
on the use of Al-related technology. If such technology
involves processing of personal information, processors
are required to notify individuals of such processing.
There are also transparency requirements for automated
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decision-making (see 8.4 Automated decision-making).
Users of internet information services involving Al
technology are also entitled to be informed of the
provision of algorithm-recommended services in a
conspicuous manner. According to the CAC Algorithm
Recommendation Rules, relevant service providers

are required to appropriately publish the basic
principles, purposes and main mechanics of algorithm-
recommended services.

8.4 Automated decision-making

There are specific rules for automated decisionmaking

in the PIPL. Firstly, automated decisionmaking using
personal information shall be subject to transparency
requirements; processors are required to ensure the
fairness and impartiality of the decision, and shall not
give unreasonable differential treatment to individuals in
terms of trading price or other trading conditions.

Where information feed or commercial marketing

to individuals is carried out by means of automated
decision-making, options not specific to individuals’
characteristics shall be provided simultaneously,

or convenient ways to refuse shall be provided to
individuals. Individuals whose interests are materially
impacted by the decision made by automated means are
entitled to request relevant service provider/processor
to provide explanations and to refuse to be subjected to
decisions solely by automated means.

8.5 Theories of liability

There have been hot debates on the allocation of
liabilities in an Al scenario. In a traditional view, the civil
law - including tort law - deals with legal relationships
between/among civil subjects such as natural persons,
companies or other organisations; thus, it seems difficult
to treat Al, which is developed by humans through
computer programming, as a liability subject. However,
such consensus might be challenged considering the
strengthened self-learning and independent decision-
making ability of Al technology, both now and in the
foreseeable future.

From a tort law perspective, the owner of Alenabled
technology that harms the interest of others should be
directly liable. However, the application of Al technology
usually involves a number of roles, such as the Al
developer, the product/service manufacturer, the seller
and even the user. It must be prudent when defining who
is the proper “owner” that should be liable.

Secondly, liability is usually established on the fact



that the infringer is at fault. This brings difficulty when
the decision that harms others’ interest is made by

Al technology which goes beyond the control of the
technology user - a typical example is the driver of a
car equipped with an autopilot program. Furthermore,
even discussing the liability of the developer or
provider of the Al technology, it remains a problem for
the plaintiff to prove at a technical level that there is an
internal design defect in the Al technology, particularly
considering the ability of autonomous deep learning
of Al as well as the complexity of the external
environment that may interfere with Al’s decision-
making during the interaction.

Therefore, the attribution of responsibility in an Al scenario
shall be conducted with sufficient consideration and
proper definition of the duty of care of different subjects,
combining with the state-of-art, as well as objective
factors that may affect the computing process of the Al
technology.

9. Al in industry sectors
9.1 Healthcare

As for Al technologies that act as a medical aid
during the process of diagnosis and treatment,

the Department of Health (currently named the
National Health Commission) has issued technical
specifications for robot-assisted cardiac surgery in
2012. Apart from that, in 2021, the State Food and
Drug Administration issued the Guiding Principles
for the Classification and Definition of Artificial
Intelligence Medical Software Products, which clearly
defines Al medical software as “independent software
that uses Al technology to realise its medical use
based on medical device data”, and medical device
data as “the objective data generated by medical
devices for medical purposes and in special cases
includes the objective data generated by general
equipment for medical purposes”.

On the other hand, the adoption of Al technology
involving processing of data shall also be subject to

the data protection laws. As for information related to
patients, apart from personal information protection
requirements, companies must pay additional attention
to rules in the medical and health sector, whereby

the use, sharing of patients’ medical record is strictly
restricted. The use and transfer of medical data may also
trigger legal obligations in bio-security laws and may
even raise national security issues.

9.2 Financial services

The application of Al technology in the financial sector
may have a significant impact on the rights and interests
of individuals. For example, it is a common practice for
financial institutions to evaluate the credit situation of
individuals through automated decision-making. In such
case, the rules on automated decision-making in the PIPL
shall apply, whereby individuals have the right to refuse
the decisions solely by automated means. Financial
companies are suggested to make appropriate manual
intervention in the decision-making process of Al. In
addition, the legality of the data on which the application
of Al technology in financial sector is based should be
carefully checked. Obtaining information related to
personal credit by illegal means may lead to serious
liabilities, including even criminal liability.

Apart from these general rules, the People’s Bank of
China (the PBOC) and other financial regulators jointly
issued the Guidance Opinions on Regulating Asset
Management Business by Financial Institutions in April
2018, which articulate qualification requirements and
human intervention obligations for financial institutions
providing asset management consulting services based
on Al technologies. In addition, the newly promulgated
Implementation Measures for Protection of Financial
Consumers’ Rights and Interests of the People’s Bank
of China and Financial Data Security Data Lifecycle
Security Specification also form a differentiated
financial data security protection requirement covering
the whole data life cycle based on data security grading.

9.3 Autonomous vehicles

The Several Provisions on the Manage ment of
Automobile Data Security (for Trial Implementation),
issued by the CAC jointly with other departments,
specified the rules for use of automobile data and
identified the scope of important data in automotive
industry. The MIIT and other ministries jointly issued
the Trial Administrative Provisions on Road Tests

of Intelligent Connected Vehicles, effective in May
2018, to regulate the qualification, application and
procedure requirements of automated driving road
tests and liabilities incurred by road test accidents.
At local government level, companies engaging in
autonomous driving road tests are required to apply
for a professional review for their testing plans and
get approvals before implementing a road test.
Currently, more than 20 cities have issued their
administrative measures for automated driving road
test qualifications.
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Additionally, road testing of autonomous driving
inevitably involves the processing of road and geographic
data, which are further subject to the laws regarding
surveying and mapping activities.

10. Al and employment
10.1 Al in corporate employment and hiring practices

As businesses turn to automated assessments, digital
interviews and data analytics to parse job resumes and
screen candidates, the use of Al technology in recruiting
has been increasing.

One of the main benefits of Al recruiting is its ability

to quickly organise candidate resumes for employers.

Al is able to sift through hundreds of resumes, scour
candidates for relevant past experience, or other
qualities that might be of interest to employers, and
ensure the best candidates are screened within minutes.
This greatly reduces the time required to review
applications.

On the other hand, however, without a broadly
representative dataset, it might be difficult for Al systems
to discover and evaluate suitable candidates in a fair
manner. For example, if the positions in the company
have been dominated by male employees for the past
years, the historical data on which the Al recruitment
system is based may lead to a gender bias, making
women who would otherwise be qualified for the job
excluded from the candidates list.

As resumes usually constitute personal information,
employers using Al technology to process candidates’
information shall be subject to the transparency and
related requirements under the PIPL, and shall ensure
the fairness and rationality of the decision-making
process. To best avoid bias, employers are suggested to
establish a regular review and correction mechanism for
the Al technology used for recruiting and endeavour to
mitigate the risk of unfair and unreasonable decision-
making. Further, human participation in the entire
recruitment process should be guaranteed, so that

the interview, evaluation and decision on whether the
candidate is qualified shall be mainly processed by
humans.

11. Intellectual property
11.1 Applicability of copyright and patent law

When Al-enabled technology/algorithms are expressed
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in the form of computer software, the software code

of the whole set or a certain module can be protected
in China under the Regulation on Computers Software
Protection. While Al-enabled technology/algorithms
are expressed through a technical scheme, it can be
protected as a process patent. The latest revision of the
Patent Examination Guidelines in 2020 specifically adds
provisions for the examination of invention applications
that include algorithmic features. In addition, if the
development and use of the algorithm is of high
confidentiality, such algorithm might be protected as a
trade secret or technical know-how.

As for the datasets, it remains unclear in law whether
companies or persons could successfully establish
ownership over such intangible assets. Recent
judicial cases have affirmed the competitive rights of
platform operators in the user data they hold from the
perspective of the Anti-Unfair Competition Law, and
regulations made by certain local governments have
tried to formulate a right/interest system for data that
involves individuals and enterprises. However, given
that different types of data (personal information,
important data, state secrets, etc.) are subject to
restrictions in different legal regimes, challenges still
exist for ownership protection over data, from both a
legislative and a practical perspective.

There remains hot debate on whether machines can be
the holder of any intellectual property rights. In China,
one of the well-known local courts, Shenzhen Nanshan
District People’s Court, determined in a copyright
infringement case in 2020 that articles automatically
generated by an Al-written assistant software shall be
copyrightable and constitute a work of the legal entity
that owns the software. Although recognised as one of
the top ten cases in 2020 by People’s Court Daily, the
court’s opinion on whether automatically generated
contents are copyrightable still remains controversial,
especially considering that an opposite decision has
been made by the Beijing Internet Court in another
similar case.

12. E-discovery and litigation
12.1 E-discovery and litigation support services

In 2017, the State Council issued the New Generation
Artificial Intelligence Development Plan and proposed

to establish “smart courts” - that is, “to establish a smart
court data platform that integrates trials, personnel, data
applications, judicial disclosure and dynamic monitoring



to promote the application of artificial intelligence in
evidence collection, case analysis, and legal document
reading and analysis”.

In this context, various places have begun to make
beneficial explorations of artificial intelligence

in judicial practice. At present, the use of speech
recognition technology to assist in the recording of
court proceedings has become a common practice of
many domestic courts. For criminal cases, intelligent
assistant case-handling systems have been developed
and applied at local level, with an attempt to unify
evidence standards, formulate evidence rules, and
build evidence models. In civil litigation scenarios,
certain local courts have adopted a smart trial platform
which allows the parties to participate in trials without
being in the court, and even without being present at
the same time. The Al assistant judge can act as the
host of the trial. As long as the parties are online, the
Al assistant will guide the parties to present evidence,
crossexamination, etc.

It is foreseeable in the future that Al technology will be
used in a wider scope for litigation. Trained with a huge
amount of case data, artificial intelligence technology
will play a greater role in unifying case trial standards and
many other aspects.

13. Advising directors
13.1 Advising corporate boards of directors

Regarding the scenario of companies’ governance,
automated decision-making may more directly and
frequently affect shareholders’ vested interests and

the operation of the business as a whole. It needs to be
established whether automated decisions are attributed
as decisions by the board of directors or shareholders’
meeting. In general, as the automated decision-

making scheme is introduced to the company mainly

by decisions of the board, there is consensus that such
decision shall be considered as a decision of the board or
the shareholders’ meeting.

Therefore, if there is any adverse impact on shareholders
or the whole business operation, the board or the
shareholders’ meeting shall be responsible.

To mitigate relevant risks, from a technical perspective,
ensuring the traceability of automated decision-making
results would be a top priority. From a managerial
perspective, companies are advised to assess potential

risks in business before implementing the automated
decisionmaking system, limit the applicable scope of
such system if a material adverse impact would incur,
and set up a manual review mechanism to check and
ensure the accountability of final decisions. Furthermore,
to neutralise potential bias that may be inserted in or
evolved through the algorithm, it is also advisable for
companies to set up an Al ethics committee to overview
the internal use of Al.

14. Other
14.1 Hot topics and trends on the horizon

The ethical issue of Al technology has always been a
major concern and is hotly discussed in many countries.
In September 2021, the National New Generation
Artificial Intelligence Governance Professional Committee
issued the New Generation Artificial Intelligence Ethics
Code, proposing that, when providing Al-enabled
products and services, operators should fully respect and
help vulnerable and other special groups, and provide
corresponding alternatives as needed.

Itis also necessary to ensure that humans have full
autonomy in decision-making, and that Al shall be always
under human control. Under the State Council’s New
Generation Al Development Plan, the state government
intends to initially establish a legal, ethical and policy
system of Al regulation by 2025. It is foreseeable that

the government will engage more in Al governance, and
specific regulations, such as institutional rules on Al
ethics, will gradually become clearer.

15. Trends and developments
15.1 Introduction

Artificial intelligence (Al) has become one of the most
revolutionary technologies in human history. As
summarised by the State Council in its New Generation Al
Development Plan, after more than 60 years of evolution
- especially driven by new theories and technologies
such as mobile internet, big data, supercomputing,
sensor networks and brain science, as well as the strong
demand for economic and social development - Al has
been developing rapidly.

Al industries in China benefit from various market
advantages, such as gigantic amounts of data available
for machine learning, diverse and huge demand

for market applications, and strong policy support.
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The Chinese government also actively embraces

Al technology and recognises it as a key focus of
future economic development. As estimated by the
International Data Corporation (IDC), by 2025, the total
size of China’s Al market is expected to exceed USD18.4
billion and China will account for approximately 8.3%
of the global total, ranking second among individual
countries.

15.2 Application and development of Al industry

The Chinese Academy of Science recognises eight key Al
technologies that have achieved breakthroughs and has
identified specific areas of application, including:

« computer vision;
+ natural language processing;
+ trans-media analysis and reasoning;

« intelligent adaptive learning (which provides each
student with a personalised education that suits their
character);

« collective intelligence;

« automated unmanned systems;
« intelligent chips; and

+ brain-computer interfaces.

Among the industries adopting Al in China, the

computer user vision market remains one of the biggest
contributors, and machine learning, where intelligent
decision-making plays a major role, will be consolidated
and achieve growth as the importance of data as a

model production factor increases. In addition to the Al
technology track, the training and reasoning demand of Al
chips that serve as underlying computing power support
contributes a lot to the increasing size of the Al industry.

From an academic view, the Al Index 2022 Annual Report
released by Stanford University shows that, despite rising
geopolitical tensions, the USA and China had the greatest
number of crosscountry collaborations in Al publications
from 2010 to 2021, increasing five times since 2010. The
report further pointed out that, in 2021, China continued
to lead the world in the number of Al journals, conference
and repository publications.

The Chinese government recognises Al as an important
component of national strategy and plans to establish
an Al regulatory system shortly. Al is one of the seven

! https://practiceguides.chambers.com/practice-guides/artificial-intelligence-2022/china
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key areas of digital industrialisation in the 14th Five-Year
Plan, and intelligent transformation will also be the focus
of state-owned enterprises in the next three years.

Since 2020, the COVID-19 outbreak has greatly changed
the way people live and work; simultaneously, it has
also brought great opportunities for the application of
Al technology. In terms of pandemic prevention and
control, Al has played an important role in monitoring
and analysis, personnel and material management

and control, medical treatment, drug research and
development, logistics support, and resumption of work
and production.

15.3 Regulation updates regarding Al

Currently, the regulation over Al is usually combined with
specific sectors where Al technology is applied or is closely
related. For example, the E-=Commerce Law requires
operators of e-commerce to provide the consumer

with options not targeting their identifiable traits when
providing the results of a search for commodities

or services for a consumer based on their hobbies,
consumption habits, or any other traits thereof. There

are similar requirements in the Personal Information
Protection Law (PIPL) regarding automated decision-
making by use of personal information. There are also
rules in the automated driving, medical and financial
sectors. For the relevant laws and regulations, please refer
to the Artificial Intelligence 2022 China Law & Practice’.

The year 2021 has been called “the first year of
algorithm governance in China”. In August 2021, the
Cyberspace Administration of China (CAC) issued a public
consultation on the Regulations on the Administration
of Algorithm Recommendations for Internet Information
Services (Draft for Public Comments), which re-stated
that users should be provided with options that do not
target their personal characteristics or be provided

with convenient ways to close them. Subsequently, the
CAC and nine other ministries and commissions issued
the Guidance on Strengthening the Comprehensive
Governance of Internet Information Service Algorithms
(“Guidance on Governance of Algorithms”), announcing
that China would establish a comprehensive algorithm
governance system within three years.

The year 2022 began with the release of the Regulations
on the Administration of Algorithm Recommendations
for Internet Information Services (“CAC Algorithm
Recommendation Rules”), which came into effect in
March. Based on internet information services, the regula
tion puts forward specific and detailed requirements for



algorithm recommendation services from the perspective
of algorithm fairness and information content
management, and clarified the scope of “algorithm
recommendation technology”, the regulatory principles
and rules of algorithm recommendation services, as well
as specific classification, filing, security assessment and
other regulatory means.

15.4 Law enforcement and judicial practices regarding
Al

The abuse of algorithms has received increasing attention
from the regulators of different sectors. Based on the
Guidance on Governance of Algorithms, the CAC initiated
a special action of Clear Algorithm Abuse Governance,
and conducted algorithm inspections on more than 300
internet companies across the country, including news
media, e-commerce platforms, and video websites. With
the coming into force of the Regulations on the CAC
Algorithm Recommendation Rules, the CAC continued its
enforcement in 2022 and has started the annual special
action for algorithm governance, together with other
relevant authorities.

This annual action aims to deeply investigate and rectify
the algorithm security problems of internet enterprise
platforms, evaluate the algorithm security capabilities,
with a special focus on examining large-scale websites,
platforms and products with strong public opinion
attributes or social mobilisation capabilities.

Enforcement activities in other legal fields reflects the
multi-dimensional regulation over the application

of algorithms. From an antitrust view, the abuse of
algorithm by a dominant market player may cause
serious consequences, damaging the interests of
consumers and market competition.

On 8 October 2021, the State Administration for Market
Regulation (SAMR) announced an administrative penalty
decision against Meituan, which was found to have

abused its dominant market position within the Chinese
online food delivery service market. According to SAMR’s
investigation, Meituan forced its merchants into exclusive
co-operation agreements by charging differential rates and
slowing down their approvals to list on the app. Meituan
also required its merchants to “pick-one-from-two” among
Meituan and other rival platforms by charging exclusive co-
operation deposits, adopting algorithms, data and other
technical means, as well as various punitive measures.

All of the above acts constitute an abuse of a dominant
market position under Article 17 of the Anti-Monopoly Law
(AML), as they have forced, “without justifiable reasons”,

their trading counterparts to make transactions exclusively
with themselves.

Meituan is not the only internet platform behemoth to
be imposed with a fine as a result of its “pick-one-from-
two” activities via manipulation of algorithms and data.
In December 2020, SAMR issued administrative penalties
against Alibaba, which was fined CNY18, 228 billion for
abusing its dominant position in the domestic online
retail platform service market. This was the highest
penalty amount in China’s antimonopoly enforcement
history.

In terms of court decisions, in April 2021, the first case
related to face recognition technology ushered in

the final verdict. The plaintiff was dissatisfied with a
wildlife park’s change to the way of entering the park for
annual card users, from fingerprint recognition to face
recognition, and he brought the park to court on the
grounds of infringement of privacy and breach of service
contract. The court of second instance decided that the
wildlife park’s unilateral change in the way annual card
users enter the park constitutes a breach of contract, and
its intention was to use the customers’ photos to expand
the scope of information processing goes beyond the
purpose for data collection stated previously, indicating
that there is a possibility and danger of infringing on

the personal interests of the plaintiff. Furthermore, as
the park had ceased to use fingerprint gates, the court
finally ordered the wildlife park to delete the plaintiff’s
facial character information as well as his fingerprint
recognition information.

This case reflects the judicial protection of personal
information in the Al application scenario, which has paid
sufficient attention to the principle of “lawful, proper

and necessary” for enterprises to process personal
information by means of Al technology.

15.5 Focus on Al governance: ethical norms

In Al governance, legal constraints and flexible ethical
norms usually go hand-in-hand. Compared with laws
and regulations, ethics codes reflect more of a general
direction and universal guidance. In China, the National
Professional Committee on the Governance of New
Generation Artificial Intelligence released the Code

of Ethics for New Generation Artificial Intelligence

on 25 September 2021, proposing six basic ethical
requirements:

« promoting human welfare;

« promoting fairness and justice;
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« protecting privacy and security;

+ ensuring controllability and trustworthiness;
« strengthening responsibility; and

+ enhancing ethical literacy.

The Code thereby aims to integrate ethics into the whole
life cycle of artificial intelligence and provide ethical
guidelines for natural persons, legal persons and other
related institutions engaged in Al-related activities.

Recently, in March 2022, China’s State Council issued the
Opinions on Strengthening Ethical Governance of Science
and Technology, proposing that during the 14th Five-Year
Plan period, the government will focus on strengthening
the study of legislation on the ethics of science and
technology in the fields of life sciences, medicine and
artificial intelligence, and timely promote the elevation of
important ethical norms of science and technology into
national laws and regulations.

Official institutions are endeavouring to establish

ethical standards for algorithms. The China Academy of
Information and Communications Technology issued the
White Paper on Al Governance (“CAICT White Paper”),
which lays out ethical standards for using Al, such as
that algorithms should protect individual rights. The
CAICT White Paper proposed that Al should treat all
users equally and in a non-discriminatory fashion and
that all processes involved in Al design should also be
non-discriminatory. Al must be trained using unbiased
data sets representing different population groups,
which entails considering potentially vulnerable persons
and groups, such as workers, persons with disabilities,
children and others at risk of exclusion.

Enterprises, on the other hand, are the protagonists

in implementing ethical codes. In recent years, the
establishment of ethics-related departments has become
an important manifestation of corporate self-regulation.
At the 2019 National Congress, Baidu proposed to
accelerate Al ethics research and encouraged companies
to implement Al ethical principles in product design and
business operations. At the 2020 World Al Conference,
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Megvii proposed three principles for companies to
uphold when practising Al governance:

« no absence - deep involvement in it;

« no confrontation - the development of tech- nology,
the application of business and the formulation of rules
should be complemen- tary; and

« action speaks louder than words - every step of Al
governance should be reflected in daily work.

It is foreseeable that more and more technology
companies will follow the fast-paced flow of policies and
regulations to establish a more complete system and
mechanism for the ethical review of Al technology.

Al technology is still in the early stages of industrial
application, and many deep-seated ethical issues and
their implications have not yet been fully revealed.
Therefore, the Chinese authorities are closely tracking
the frontiers of technology and widely incorporating the
opinions and suggestions of experts and scholars from
different disciplines and fields, as well as enterprises
and consumers, in order to make scientific and dynamic
adjustments to ethical regulations.

Conclusion

At present in China, legislation and law enforcement

in many fields have touched on the legal issues arising
from the current application of Al technology, including
data protection, consumer rights protection and anti-
monopoly issues. It is foreseeable that the cross-use of
various Al technologies and the updating and iteration
of such technologies will inevitably lead to more
complicated legal issues.

General questions such as whether Al can qualify as a
“human”in a legal sense, as well as specific issues such
as whether the “creation” of Al can be protected - and
how to assign responsibilities for Al infringing upon

the rights and interests of others - will be discussed in
depth with the wider and deeper penetration of Al in
different industries. On the other hand, ethical and moral
requirements will also constitute an important tool for
constraint over Al technology.
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