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Arti¿cial  intelligence  (“$,´��LV  WUHQGLQJ  DQG  UDSLGO\�UHVKDSLQJ  RXU  VRFLHW\���$,  LV�QR  ORQJHU 
D  PHUH  FRQFHSW  EXW  UDWKHU  DQ�DSSUHFLDEOH  WHFKQRORJ\�WKDW  VXSSRUWV  RXU  GDLO\�OLIH  LQ�D  YDULHW\�
RI  DVSHFWV��  VXFK  DV  IDFLDO  UHFRJQLWLRQ�LQ�H�SD\PHQWV  DQG  VPDUW  KRPH  DSSOLFDWLRQ�V\VWHPV

based  on  virtual  assistants.  AI  industries  in  China  bene¿t  from  various  market  advantages,
VXFK  DV  JLJDQWLF  DPRXQWV  RI  GDWD  DYDLODEOH  IRU  PDFKLQH  OHDUQLQJ��GLYHUVH  DQG  KXJH  GHPDQG 
RI  PDUNHW  DSSOLFDWLRQ��  DQG  VWURQJ  SROLF\�VXSSRUW��  �7KH  &KLQHVH  JRYHUQPHQW  DOVR  DFWLYHO\�
HPEUDFHV  $,  WHFKQRORJ\�DQG  UHFRJQLVHV  LW  DV  D  NH\�IRFXV  RI  IXWXUH  HFRQRPLF  GHYHORSPHQW��

$V  HVWLPDWHG  E\�WKH  ,QWHUQDWLRQDO�'DWD  &RUSRUDWLRQ��WKH  PDUNHW  VL]H  RI  $,  LQ�&KLQD  FRXOG 
UHDFK  86'�����ELOOLRQ�E\�WKH  HQG  RI�������ZLWK  D  FRPSRXQG  DQQXDO  JURZWK  UDWH  RI�������

IURP������WR�������

  7UHQGV

7KH  &KLQHVH  $FDGHP\�RI  6FLHQFH  UHFRJQLVHV  HLJKW  NH\�$,  WHFKQRORJLHV  WKDW  KDYH  DFKLHYHG
major  breakthroughs  and  identi¿ed  speci¿c  areas  of  application,  including  computer  vision,
QDWXUDO  ODQJXDJH  SURFHVVLQJ��  WUDQV�PHGLD  DQDO\VLV  DQG  UHDVRQLQJ��  LQWHOOLJHQW  DGDSWLYH
OHDUQLQJ�  �ZKLFK  SURYLGHV  HDFK  VWXGHQW  ZLWK  D  SHUVRQDOLVHG  HGXFDWLRQ�WKDW  VXLWV  WKHLU  RZQ�
FKDUDFWHU���  FROOHFWLYH  LQWHOOLJHQFH��  DXWRPDWHG  XQPDQQHG  V\VWHPV��  LQWHOOLJHQW  FKLSV��  DQG
EUDLQ�FRPSXWHU  LQWHUIDFHV��  $PRQJ  WKH  LQGXVWULHV  DGRSWLQJ  $,  LQ�&KLQD��VHFXULW\�SURWHFWLRQ��
¿nance  and  marketing  account  for  the  majority,  representing  53.8%,  15.8%,  and  11.6%
RI  WKH  WRWDO  PDUNHW  VL]H  RI  LQGXVWULHV  DGRSWLQJ  $,  LQ�������  IROORZHG  E\�DJULFXOWXUH��  FOLHQW 
VHUYLFH��  UHWDLOLQJ��  PDQXIDFWXULQJ��  HGXFDWLRQ��  DQG  RWKHUV��  $FFRUGLQJ  WR  WKH  0LQLVWU\�

RI  ,QGXVWU\�  DQG  ,QIRUPDWLRQ�  7HFKQRORJ\�  �³0,,7´���  WKH  UHYHQXH  RI  SODWIRUP  RSHUDWLRQDO
WHFKQLFDO  VHUYLFH  EDVHG  RQ�  FORXG  FRPSXWLQJ  DQG  ELJ  GDWD  WHFKQRORJLHV  UHDFKHG  50%����

WULOOLRQ�IRU  WKH�\HDU  RI�������LQFOXGLQJ  UHYHQXH  RI  W\SLFDO  FORXG  VHUYLFH  DQG  ELJ  GDWD  VHUYLFH
DPRXQWLQJ  WR  50%������ELOOLRQ��

7KH  &KLQHVH  JRYHUQPHQW  UHFRJQLVHV  $,  DV  DQ�LPSRUWDQW  FRPSRQHQW  RI�QDWLRQDO  VWUDWHJ\�DQG
SODQV  WR  HVWDEOLVK  DQ�$,  UHJXODWRU\�V\VWHP  LQ�WKH�QHDU  IXWXUH���7KH  6WDWH  &RXQFLO  KDV  LQFOXGHG
$,  LQ�  WKH  5HSRUW  RQ�  WKH  :RUN  RI  WKH  *RYHUQPHQW  IURP�  �����  WR�  �����  FRQVHFXWLYHO\�  DQG
LQWHOOLJHQW  PDQXIDFWXULQJ  LQ������DQG�������DQG  KDV  DOVR  SURPXOJDWHG  D�QXPEHU  RI�QDWLRQDO 
VWUDWHJLF  SROLFLHV  VXFK  DV  WKH  New-generation  AI  Development  Plan  DQG  WKH  7KUHH�\HDU 
Plan  for  New-generation  AI  Industry  Development  (2018–2020)  to  set  forth  speci¿c  goals 
LQ�WHFKQRORJ\�DFKLHYHPHQW  DQG  WKH  UHJXODWRU\�UHJLPH  RI  $,  LQ�WKUHH  HUDV  IURP������WR�������

6LQFH�������ZKLOH  EULQJLQJ  KDYRF  WR  WKH  PDUNHWV  DQG  LQGXVWULHV  LQ�&KLQD��WKH  &29,'����
RXWEUHDN  KDV  DOVR  UHYHDOHG  XQSUHFHGHQWHG  RSSRUWXQLWLHV  IRU  WKH  $,  DQG  ELJ  GDWD  LQGXVWU\��
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7R�UHVSRQG�WR�WKH�QHFHVVDU\�\HW�SUHYDOHQW�SDQGHPLF�FRQWURO�SROLFLHV�LQ�&KLQD��WKH�PDUNHW�

KDV� VHHQ�D�KLJK�GHPDQG�IRU�SURGXFWV�DQG�VHUYLFHV�EDVHG�RQ�$,�DQG�ELJ�GDWD�WHFKQRORJ\��

VXFK�DV�SODWIRUPV�IRU�UHPRWH�ZRUNLQJ�DQG�RQOLQH�FRXUVHV��ELJ�GDWD�DQG�$,�SRZHUHG�PHGLFDO�

UHVHDUFK� DQG� GLDJQRVLV�� ELJ� GDWD�EDVHG� SDQGHPLF� FRQWURO� GHFLVLRQ�PDNLQJ�� D� XQLIRUP�

QDWLRQDO�³+HDOWK�&RGH´�SODWIRUP�WKDW�WUDFHV�LQGLYLGXDOV¶�KHDOWK�VWDWXV�IRU�SDQGHPLF�FRQWURO��

DQG� LQWHUQHW�EDVHG� FRQYHQLHQFH� VHUYLFHV� SRZHUHG� E\�$,�� VXFK� DV� IRRG� GHOLYHU\�� RQOLQH�

VKRSSLQJ�� LQWHUQHW� KRVSLWDOV�� DQG� RWKHUV�� � $V� D� UHVXOW�� WKH� WHOHFRPPXQLFDWLRQ� LQGXVWU\�

ZLWQHVVHG�LPPHQVH�GHYHORSPHQW�LQ�������UHDFKLQJ�D�UHYHQXH�RI�50%������ELOOLRQ�IRU�WKH�

¿rst�seven�months�in�2020,�with�emerging�technologies�such�as�big�data,�cloud�computing,�
DQG�GDWD�FHQWUHV�EHLQJ�WKH�ELJJHVW�FRQWULEXWRUV�WR�WKH�JURZWK��DFFRUGLQJ�WR�WKH�0,,7����,Q�

addition,�the�¿nancial�industry,�particularly�intelligent�risk�control,�has�become�the�frontier�
RI�$,�DQG�ELJ�GDWD�DSSOLFDWLRQ�LQ�UHFHQW�\HDUV�

'XH�WR�WKH�XQSUHFHGHQWHG�QHHG�IRU�$,�DQG�ELJ�GDWD�LQGXVWU\�DQG�WKH�LPPHQVH�GDWD�GHPDQG�

IRU�PDFKLQH�OHDUQLQJ��WKH�ODZIXOQHVV�DQG�OHJLWLPDF\�RI�GDWD� VRXUFHV�KDV�EHFRPH�WKH�NH\�

OHJDO�LVVXH�DULVLQJ�RXW�RI�WKH�DGRSWLRQ�RI�$,�DQG�ELJ�GDWD�PDFKLQH�OHDUQLQJ���)RU�H[DPSOH��

XQGHU� WKH�Cybersecurity� Law� of� the� PRC� �³&6/´��� QHWZRUN� RSHUDWRUV� �VXFK� DV� VHUYLFH�
SURYLGHUV�DGRSWLQJ�$,��PD\�RQO\�FROOHFW�DQG�SURFHVV�SHUVRQDO�LQIRUPDWLRQ�ZLWKLQ�WKH�VFRSH�

RI� WKH� SHUVRQDO� LQIRUPDWLRQ� VXEMHFW¶V� �³3,�VXEMHFW´�� FRQVHQW�� VDYH� IRU� D� IHZ�H[FHSWLRQV�

FRQWHPSODWHG�E\�ODZV�DQG�UHJXODWLRQV���7KH�LPPHQVH�GHPDQG�IRU�GDWD�WR�IHHG�$,¶V�PDFKLQH�

OHDUQLQJ� EHFRPHV� D�PRWLYDWLRQ� IRU� VRPH� HQWHUSULVHV� WR� LOOHJDOO\� FROOHFW� DQG�XVH� GDWD� RQ�

internet�platforms.��In�particular,�big�data�technologies�in�the�¿nancial�industry�have�been�
WDNLQJ�WKH�OHDG�LQ�WKH�GHYHORSPHQW�RI�D�GLJLWDO�HFRQRP\�LQ�&KLQD��DQG�WKH�SXEOLF�VHFXULW\�

EXUHDX�RI�&KLQD�KDV�LQYHVWLJDWHG�DQG�VXVSHQGHG�WKH�RSHUDWLRQ�RI�D�QXPEHU�RI�VRFLDO�FUHGLW�

LQIRUPDWLRQ� VHUYLFHV� WKDW� LOOHJDOO\� FROOHFWHG� FLWL]HQV¶� FUHGLW� LQIRUPDWLRQ� ZLWKRXW� FRQVHQW�

and�used�it�to�build�up�marketable�pro¿les�of�individuals�or�to�feed�the�machine�learning�of�
$,�PRGHOV���2Q�WKH�RWKHU�KDQG��LW�LV�DOVR�D�FRPPRQ�LVVXH�IRU�$,�RSHUDWRUV�WKDW�WKH\�PLJKW�

XQLQWHQWLRQDOO\�EUHDFK�GDWD�SURWHFWLRQ�ODZV�DQG�UHJXODWLRQV�ZKHQ�SXUFKDVLQJ�GDWD�WR�IHHG�

their�AI� systems�due� to� the�di൶culties� in�ensuring� that� the�data� transfer�and�subsequent�
SURFHVVLQJ�IDOO�ZLWKLQ�WKH�VFRSH�RI�WKH�GDWD�VXEMHFWV¶�FRQVHQW�

2ZQHUVKLS�SURWHFWLRQ

:KHQ�WDONLQJ�DERXW�$,�RZQHUVKLS��ZH�PDLQO\�IRFXV�RQ�WKH�RZQHUVKLS�LVVXHV�IRU�$,�DOJRULWKP�

DQG�GDWD���

$,�DOJRULWKP�RZQHUVKLS

$W�SUHVHQW��FRPSDQLHV�LQ�&KLQD�PDLQO\�DSSO\�IRU�VRIWZDUH�FRS\ULJKW�DQG�RU�D�SDWHQW�WR�FODLP�

WKH�RZQHUVKLS�RI�DQ�$,�DOJRULWKP�DQG�SURWHFW�LW�IURP�XQODZIXO�LQIULQJHPHQW���

$FFRUGLQJ� WR� WKH�Regulations� on� the� Protection� of� Computer� Software� �³5HJXODWLRQV´��
WKDW�GLUHFWO\�JRYHUQ�DQG�UHJXODWH�WKH�FRS\ULJKW�SURWHFWLRQV�IRU�FRPSXWHU�VRIWZDUH�LQ�&KLQD��

³FRPSXWHU�VRIWZDUH´�DV�XVHG�LQ�WKH�Regulations�UHIHUV�WR�FRPSXWHU�SURJUDPV�DQG�UHODWHG�

¿les,�and�“computer�program”�refers�to�coded�command�sequences�that�computers�or�other�
VLPLODU� GHYLFHV�ZLWK� LQIRUPDWLRQ�SURFHVVLQJ� DELOLW\� FRXOG� H[HFXWH� LQ� RUGHU� WR� DFKLHYH� D�

UHTXLUHG�UHVXOW��RU�V\PEROLF�FRPPDQG�VHTXHQFHV�RU�V\PEROLF�VWDWHPHQW�VHTXHQFHV�WKDW�FDQ�

EH�DXWRPDWLFDOO\�WUDQVIRUPHG�LQWR�FRGHG�FRPPDQG�VHTXHQFHV���7KHUHIRUH��DQ�$,�DOJRULWKP��

ZKLFK�LQ�HVVHQFH�LV�D�PDWKHPDWLF�PHWKRG�WKDW�LV�GHYHORSHG�DQG�DFKLHYHG�WKURXJK�WKH�XVH�RI�

FRPSXWHU�SURJUDPPLQJ�ODQJXDJH��LV�FRS\ULJKWDEOH�DQG�FDQ�EH�UHJLVWHUHG���0HDQZKLOH��LW�LV�

worth�noting�that�software�copyright�will�only�be�a൵orded�to�the�expression�of�the�source�
SURJUDP�� WDUJHW�SURJUDPV�ZLWKLQ�RQH�FRPSXWHU�SURJUDP��WRJHWKHU�ZLWK�VRXUFH�SURJUDPV��
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DUH�VHHQ�DV�WKH�VDPH�ZRUN���,Q�DGGLWLRQ��ZLWK�WKH�VDPH�ORJLF�RI�QHZ�UHJLVWUDWLRQ�IRU�XSGDWHG�

FRPSXWHU� VRIWZDUH�� LW� LV� UHDVRQDEO\� IRUHVHHDEOH� WKDW� LI� DQ� $,� DOJRULWKP� LV� WUDLQHG� DQG�

evolved�through�machine�learning,�the�original�software�copyright�certi¿cate�holder�shall�
FRQVLGHU�LQLWLDWLQJ�D�QHZ�UHJLVWUDWLRQ�IRU�WKH�XSGDWHG�YHUVLRQ��LI�LW�LV�PDWHULDOO\�FKDQJHG�LQ�

IXQFWLRQDOLW\�DQG�SHUIRUPDQFH���

&RPSDQLHV�PD\�JR�D�VWHS� IXUWKHU�DQG�DSSO\� IRU�D�SDWHQW�IRU�WKHLU� VRIWZDUH�LQYHQWLRQV� WR�

SURWHFW�WKH�GHVLJQ���$FFRUGLQJ�WR�WKH�3DWHQW�/DZ��DQ�DSSOLFDQW�IRU�D�SDWHQW�IRU�DQ�LQYHQWLRQ�

VKDOO�XQGHUJR�VXEVWDQWLYH�H[DPLQDWLRQ��DQG�LQYHQWLRQV�DQG�XWLOLW\�PRGHOV�WKDW�DUH�JUDQWHG�

SDWHQW� ULJKWV� VKDOO�SRVVHVV� WKH�FKDUDFWHULVWLFV�RI�QRYHOW\��FUHDWLYLW\�DQG�SUDFWLFDOLW\���3DUW�

,,�� &KDSWHU� �� RI� WKH�Guidelines� for�3DWHQW� ([DPLQDWLRQ�articulates� speci¿c� examination�
VWDQGDUGV�IRU�LQYHQWLRQ�DSSOLFDWLRQV�UHODWLQJ�WR�FRPSXWHU�SURJUDPV���2Q����'HFHPEHU�������

the�State�Intellectual�Property�O൶ce�(“6,32´��UHOHDVHG�WKH�Announcement�of�the�Revisions�
to� the� Guidelines� for� Patent� Examination� (No.� 343)� WR� FODULI\� WKH� UXOHV� IRU� H[DPLQLQJ�

patent�applications�in�new�business�forms�and�¿elds�such�as�AI,�and�thereby�decided�to�add�
6HFWLRQ���WR�&KDSWHU���RQ�³3URYLVLRQV�RQ�([DPLQDWLRQ�RI�,QYHQWLRQ�$SSOLFDWLRQV�5HODWLQJ�

WR�$OJRULWKPLF�)HDWXUHV�RU�)HDWXUHV�RI�%XVLQHVV�5XOHV�RU�0HWKRGV´�WR�SUHVHQW�WKH�SDUWLFXODU�

examination� characters� for� such� invention� applications.� � Speci¿cally,� the� new�Section� 6�
SURYLGHV�D�WKUHH�VWHS�WHVW�WR�H[DPLQH�WKH�SDWHQWDELOLW\�RI�D�FODLP�WKHUHXQGHU��LQFOXGLQJ������

LQFOXVLRQ�RI�WHFKQLFDO�IHDWXUHV������WKH�WHFKQLFDO�VROXWLRQ�DV�D�ZKROH��DQG�����FKDUDFWHULVWLFV�

RI� QRYHOW\� DQG� FUHDWLYLW\�� LOOXVWUDWHG� E\� VHYHUDO� H[DPSOHV�� �:LWK� WKH� FOHDU� H[DPLQDWLRQ�

JXLGHOLQHV��LW�LV�H[SHFWHG�WKDW�6,32�ZLOO�HPEUDFH�DQ�LQFUHDVLQJ�QXPEHU�RI�SDWHQW�DSSOLFDWLRQV�

IRU�$,�DOJRULWKPV�LQ�WKH�QHDU�IXWXUH�DQG�WKDW�PRUH�FRPSDQLHV�ZLOO�FRQVLGHU�SDWHQW�SURWHFWLRQ�

DV�RQH�DYDLODEOH�RSWLRQ�WR�SURWHFW�WKHLU�$,�DOJRULWKP���

'DWD�RZQHUVKLS

Currently,�China�does�not�have�speci¿c�laws�that�clearly�de¿ne�the�ownership�of�data,�while�
society� has� reached� consensus� for� the� recognition� of� the� data� asset� –� which� by� de¿nition�
LV� DQ�HFRQRPLF� UHVRXUFH�� FRPSHWLWLRQ� UHVRXUFH�RU�SURSHUW\� ULJKW� LQ� WKH� IRUP�RI� GDWD�±� DQG�

companies�are�swarming�into�the�¿eld,�eager�to�make�the�ultimate�use�of�their�data�resources.��
Given�that�di൵erent�types�of�data�(personal� information,� important�data,� etc.)�are�subject�to�
speci¿c�restrictions�on�collection,�processing,�storage�and�sharing,�it�is�di൶cult�to�align�on�the�
GDWD�RZQHUVKLS�LQ�SUDFWLFH���)RU�H[DPSOH��DV�RZQHUVKLS�LV� WKH�IXQGDPHQWDO�SUHUHTXLVLWH�RI�D�

WUDGH��WKHUH�LV�VWLOO�D�FDOO�WR�GUDZ�D�FOHDU�OLQH�EHWZHHQ�WKH�3,�VXEMHFWV�DQG�WKH�FRPSDQ\�IRU�WKH�

RZQHUVKLS�RI�SHUVRQDO�LQIRUPDWLRQ��WR�HVWDEOLVK�DQG�SURPRWH�D�EHQLJQ�VRFLHWDO�GDWD�JRYHUQDQFH�

7UDGLWLRQDOO\��ODZPDNHUV�VWUXFWXUH�WKH�OHJDO�IUDPHZRUN�IRU�SHUVRQDO�LQIRUPDWLRQ�SURWHFWLRQ�

EDVHG� RQ� WKH� OHDGLQJ� OHJLVODWLYH� VWDQFH� RI� DQ� DEVROXWH� SURWHFWLRQ� RI� WKH� 3,� VXEMHFW¶V�

SULYDF\� ULJKWV� DQG� SHUVRQDOLW\� ULJKWV�� �$V� VXFK�� ZLWK� UHIHUHQFH� WR� &KLQD¶V�&6/� DQG� LWV�

VXSSRUWLQJ�PHDVXUHV��SURFHVVLQJ�RI�SHUVRQDO�LQIRUPDWLRQ�FDQ�RQO\�EH�JUDQWHG�XSRQ�WKH�3,�

subject’s� authorised� consent.� � However,� to� facilitate� the� free� Àow� of� data� exchanges� in�
WKH� QHZ� HFRQRP\�� DFDGHPLF� H[SHUWV� DQG� ODZPDNHUV� KDYH� FRPPRQO\� DFFHSWHG� WKH� YLHZ�

WKDW�SHUVRQDOLW\� ULJKWV�QRW�RQO\�KDYH�SHUVRQDO� LQWHUHVWV�EXW�DOVR�SURSULHWDU\� LQWHUHVWV�� WKH�

ODWWHU�RI�ZKLFK�LQGLYLGXDOV�DUH�HQWLWOHG�WR�WUDQVIHU�XQGHU�FHUWDLQ�FLUFXPVWDQFHV���7KHUHIRUH��

WKH�3,� VXEMHFWV� DUH� WKHRUHWLFDOO\� HQWLWOHG� WR� UHDOLVH� WKHLU� SURSULHWDU\� LQWHUHVWV� LQ� SHUVRQDO�

LQIRUPDWLRQ� DV� ORQJ�DV� QR� LQIULQJHPHQW�RI� SXEOLF� LQWHUHVWV�ZRXOG� LQFXU�DQG�XSRQ� WKH� 3,�

VXEMHFW¶V�DXWKRULVHG�RU�H[SOLFLW�FRQVHQW���,Q�YLHZ�RI�WKH�3,�VXEMHFW¶V�ULJKW�WR�UHDOLVH�SURSULHWDU\�

LQWHUHVWV�DQG�DOPRVW�H[FOXVLYH�ULJKW�WR�FRQWURO�WKHLU�SHUVRQDO�LQIRUPDWLRQ��L�H��WR�GHWHUPLQH�

WKH�ZD\�RI�SURYLVLRQ��XVDJH��DQG�SURFHVVLQJ���DFDGHPLFV�UHJDUG�3,�VXEMHFWV�DV�WKH�RZQHU�RI�

WKHLU�SHUVRQDO�LQIRUPDWLRQ���
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0HDQZKLOH��EHVLGHV�SHUVRQDO�LQIRUPDWLRQ�LWVHOI��FRPSDQLHV�DUH�FRQFHUQHG�RYHU�WKH�RZQHUVKLS�

RI� DQRQ\PLVHG� SHUVRQDO� LQIRUPDWLRQ� WKDW� WHFKQLFDOO\� KDV� QR� FRQQHFWLRQ� WR� DQG� FDQQRW�

trace� back� to� identify� the� PI� subjects� upon� erasure� of� such� information’s� identi¿ability.��
8QGHU� WKH� FXUUHQW� OHJDO� VWUXFWXUH� WR� SURWHFW� SHUVRQDO� LQIRUPDWLRQ� IURP� LOOHJDO� SURYLVLRQ�

WR� WKLUG� SDUWLHV� XQGHU� WKH�&6/� DQG�&ULPLQDO� /DZ� DQG� LQ� FRQVLGHUDWLRQ� RI� WKH� WHFKQLFDO�

e൵ect�of�anonymisation,�as� long�as�anonymised�personal�information�cannot� identify�the�
3,�VXEMHFWV�� FRPSDQLHV�PD\� EH� HQWLWOHG� WR� VRPH� OHYHO� RI� RZQHUVKLS� WR� WKDW� DQRQ\PLVHG�

SHUVRQDO�LQIRUPDWLRQ�WR�SURPRWH�GDWD�H[FKDQJHV���+RZHYHU��JLYHQ�WKH�ULVN�WKDW�DQRQ\PLVHG�

SHUVRQDO� LQIRUPDWLRQ�PD\�EH� UHWUDFHG� WR� WKH�3,� VXEMHFWV�� VRPH�DFDGHPLFV�KROG� WKH�YLHZ�

WKDW�FRPSDQLHV� VKRXOG�RQO\�EH�JUDQWHG� UHVWULFWHG�RZQHUVKLS�RI� WKH�DQRQ\PLVHG�SHUVRQDO�

LQIRUPDWLRQ�XSRQ�EDODQFLQJ�WKH�LQWHUHVWV�RI�WKH�3,�VXEMHFW¶V�SULYDF\�ULJKWV���

2Q�WKH�RWKHU�KDQG��LQ�JHQHUDO�FRPSDQLHV�PD\�DWWHPSW�WR�FODLP�RZQHUVKLS�RQ�QRQ�SHUVRQDO�

information�data,�and�some�judicial�cases�further�a൶rm�the�competitive�rights�of�platform�
RSHUDWRUV� LQ� WKH�XVHU�GDWD�WKH\�KROG�IURP�WKH�SHUVSHFWLYH�RI�WKH�$QWL�8QIDLU�&RPSHWLWLRQ�

/DZ����However,�certain�types�of�speci¿c�data�are�under�heavy�regulation,�and�companies’�
FODLP�RI�RZQHUVKLS�WR�VXFK�GDWD�PD\�EH�EDUUHG�RU�VXEVWDQWLDOO\�UHVWULFWHG���8QGHU�WKH�/DZ�

on�Guarding�State�Secrets��GDWD�UHFRJQLVHG�DV�VWDWH�VHFUHWV�DUH�DGPLQLVWHUHG�E\�VWDWH�VHFUHW�

DXWKRULWLHV� DQG� WKXV�FRPSDQLHV�PD\�QRW�DVVHUW� RZQHUVKLS� WR� VXFK� GDWD�� � ,Q�DGGLWLRQ�� IRU�

important�data,�often�de¿ned�as�data�whose�divulging�may�directly�a൵ect�national�security,�
SXEOLF�LQWHUHVWV�� DQG�OHJLWLPDWH� LQWHUHVWV�RI�FLWL]HQV�RU�RUJDQLVDWLRQV�� FHUWDLQ�UXOHV� �HLWKHU�

HQDFWHG�RU�LQ�GUDIW�IRUP��LPSRVH�YDULRXV�UHVWULFWLRQV�RQ�LWV�SURFHVVLQJ���)RU�H[DPSOH��WKH�&6/�

LPSRVHV�GDWD� ORFDOLVDWLRQ�DQG� VHFXULW\�DVVHVVPHQW� UHTXLUHPHQWV� RQ�FURVV�ERUGHU� WUDQVIHU�

RI� LPSRUWDQW� GDWD� E\� FULWLFDO� LQIRUPDWLRQ� LQIUDVWUXFWXUH� RSHUDWRUV��ZKLOH� WKH�'UDIW�'DWD�

6HFXULW\�/DZ�FRQWHPSODWHV�VHFXULW\�DVVHVVPHQW�DQG�UHSRUWLQJ�UHTXLUHPHQWV�IRU�SURFHVVLQJ�

of� important�data� in�general,�and�advocates�a�classi¿ed�protection�scheme� for� important�
data.��Companies�are�also�advised�to�be�aware�of�legislative�trends,�as�the�de¿nition�of�and�
speci¿c�requirements�for�important�data�is�yet�to�¿nalise,�which�may�possibly�further�limit�
FRPSDQLHV¶�RZQHUVKLS�FODLPV�

$V� RI� WRGD\�� &KLQD� LV� LQ� WKH� OHJLVODWLYH� SURFHVV� RI� HVWDEOLVKLQJ� D� SHUVRQDO� LQIRUPDWLRQ�

SURWHFWLRQ�ODZ�DQG�LW�LV�H[SHFWHG�WKDW�ODZPDNHUV�ZLOO�UHVSRQG�WR�WKH�RXWVWDQGLQJ�TXHVWLRQ�RI�

GDWD�RZQHUVKLS��HVSHFLDOO\�SHUVRQDO�LQIRUPDWLRQ�RZQHUVKLS��LQ�WKH�QHDU�IXWXUH���

$QWLWUXVW�FRPSHWLWLRQ�ODZV

2YHU� WKH� ODVW� GHFDGH��$,� KDV� JUHDWO\� HPSRZHUHG� DQG� UHIRUPHG� WKH� FRPPHUFLDO� ZRUOG��

HVSHFLDOO\�LQ�RQOLQH�UHWDLOLQJ���)RU�H[DPSOH��:DOPDUW�GRPLQDWHG�WKH�UHWDLO�LQGXVWU\�LQ�WKH�

86�LQ�HDUO\�������EXW�ZDV�VRRQ�VXUSDVVHG�E\�$PD]RQ�D�IHZ�\HDUV�ODWHU��GXH�WR�WKH�ODWWHU¶V�

SRVVHVVLRQ�RQ�D�PDVVLYH�VFDOH�RI�SHUVRQDO�DQG�PDUNHW�GDWD�IRU�LWV�$,�PDFKLQH�OHDUQLQJ�DQG�

EXVLQHVV�SDWWHUQ�H[SHULPHQWV�� DQG� WKH�DGRSWLRQ�RI�DQ�$,�DOJRULWKP� WR�KDUYHVW� LWV�GDWD� WR�

FRQVWDQWO\� SUHGLFW�DQG� DGMXVW� WKH�SULFLQJ� IRU� LWV�SURGXFWV�� �7RGD\��$PD]RQ¶V� VXFFHVV�KDV�

inÀuenced�all�e-commerce�platforms�to�adopt�a�pricing�algorithm,�yet�it�also�gives�rise�to�
FRPSHWLWLRQ�ODZ�ULVNV���

8QGHU� WKH�Anti-Monopoly� Law� of� the� PRC� �³$0/´��� FRPSHWLWRUV� DUH� SURKLELWHG� IURP�

reaching� monopoly� agreements� of� price-¿xing,� production� or� sales� restrictions,� market�
GLYLVLRQ�� ER\FRWW�� RU� RWKHU� UHVWUDLQLQJ� EHKDYLRXUV�� � 8QGHU� WKH� Interim� Provisions� on�
3URKLELWLQJ�0RQRSRO\�$JUHHPHQWV��D�GH�IDFWR�FRQFHUWHG�DFWLRQ�E\�FRPSHWLWRUV��DEVHQW�DQ�

H[SOLFLW�DJUHHPHQW�RU�FRQVHQW��LV�DOVR�SURKLELWHG�LI�WKHUH�DUH�FRQVLVWHQW�PDUNHW�EHKDYLRXUV�

E\�WKH�FRPSHWLWRUV�DQG�D�FRPPRQ�LQWHQWLRQ�DPRQJ�WKHP���:LWK�UHIHUHQFH�WR�WKH�$QWLWUXVW�
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Guidelines�for�the�Platform�Economy��³*XLGHOLQHV´���FRQFHUWHG�FRQGXFW�PD\�DOVR�UHIHU�WR�

WKH�FRQGXFW�ZKHUHE\�XQGHUWDNLQJV�GR�QRW�H[SOLFLWO\� HQWHU� LQWR�DQ�DJUHHPHQW�RU�GHFLVLRQ��

EXW�DUH�DFWXDOO\�FRRUGLQDWHG� WKURXJK�GDWD�� DOJRULWKPV��SODWIRUP�UXOHV�RU�RWKHU�PHDQV�� �$�

FRPPRQ�YLHZ�LV�WKDW�SULFLQJ�DOJRULWKPV�DUH�FRQWUROOHG�E\�WKH�FRPSHWLWRU�DQG�VKRXOG�QRW�

EHFRPH�DQ�H[HPSWLRQ�RI�DQWL�PRQRSRO\�OLDELOLW\���$V�VXFK��WKH�DQWL�PRQRSRO\�FXOSDELOLW\�

YDULHV�E\�WKH�PHWKRGV�RI�DGRSWLQJ�SULFLQJ�DOJRULWKPV���,I�FRPSHWLWRUV�H[SOLFLWO\�DJUHHG�WR�

DGRSW�WKH�VDPH�RU�VLPLODU�SULFLQJ�DOJRULWKP�DQG�UHVXOW�LQ�VLPLODU�SULFLQJ�SDWWHUQV��VXFK�DFWLRQ�

may�be�considered�a�prohibited�price-¿xing�agreement�under�the�$0/���,I�FRPSHWLWRUV�ODFN�

H[SOLFLW� FRQVHQW�� EXW� XQLODWHUDOO\� DQG� FRQVWDQWO\� DGRSW� DOJRULWKPV� WKDW� SUHGLFW� DQG� DOLJQ�

ZLWK�WKH�SULFLQJ�RI�WKH�FRPSHWLWRUV��WKHUH�PLJKW�EH�D�GH�IDFWR�FRQQHFWLRQ�RI�ZLOO�ZKLFK�DOVR�

FRQVWLWXWHV�D�SURKLELWHG�FRQFHUWHG�DFWLRQ���+RZHYHU��LW�LV�ZRUWK�QRWLQJ�WKDW�LQ�&KLQD�WKHUH�DUH�

FXUUHQWO\�QR�DFWXDO�HQIRUFHPHQW�DFWLRQV�RU�OLWLJDWLRQV�UHJDUGLQJ�WKLV�LVVXH���

$OJRULWKPV� DOVR� JLYH� ULVH� WR� WKH�$0/� OLDELOLW\� RI� DEXVLQJ� D� GRPLQDQW� PDUNHW� SRVLWLRQ�

E\� GLVFULPLQDWLYH� SULFLQJ�� �:LWK� WKH� UDSLG� GHYHORSPHQW� RI� SODWIRUP� HFRQRP\� LQ�&KLQD��

internet� giants� in� industries� such�as� ride�hailing,� food� delivery,� ¿lm� ticketing,�and� hotel�
UHVHUYDWLRQV�DUH�EHLQJ�DFFXVHG�RI�SULFH�GLVFULPLQDWLRQ�DPRQJ�WKH�SXEOLF����$OJRULWKPLF�SULFH�

discrimination�refers� to�pricing�the�same�product�di൵erently�depending�on�the�individual�
IHDWXUHV�RI�HDFK�EX\HU��HVSHFLDOO\�HPSRZHUHG�E\�$,�KDUYHVWLQJ�FRQVXPHU�ELJ�GDWD���$UWLFOH�

���RI�WKH�Interim�Provisions�on�Prohibiting�Abuse�of�Dominant�Market�Positions�H[SOLFLWO\�
prohibits�business�operators�with�a�dominant�market�position�from�o൵ering�discriminative�
WUHDWPHQW�WR�FRXQWHUSDUWLHV�LQ�SULFH��YROXPH��TXDOLW\��GLVFRXQW�DQG�RWKHU�FRQGLWLRQV�ZLWKRXW�

justi¿ed�reasons.��However,�this�prohibition�of�price�discrimination�only�applies�to�operators�
ZLWK�GRPLQDQW�PDUNHW�SRVLWLRQV�XQGHU�WKH�$0/�� �,Q�DGGLWLRQ��WKH�Guidelines�DOVR�VHW�WKH�
“di൵erential�pricing�based�on�big�data�and�algorithm”�as�one�example�for�abuse�of�dominant�
PDUNHW�SRVLWLRQ�DJDLQVW�WKH�$0/�� �(QGHDYRXULQJ�WR�SUHYHQW�GLVFULPLQDWLYH�SULFLQJ�E\�DOO�

H�FRPPHUFH�YHQGRUV��$UWLFOH����RI�WKH�E-Commerce�Law�of�the�PRC�DUWLFXODWHG�WKDW�ZKHQ�
H�FRPPHUFH�RSHUDWRUV�SURYLGH�VHDUFK�UHVXOWV�RI�JRRGV�RU�VHUYLFHV�WR�FRQVXPHUV��WKH\�VKDOO�

DOVR�SURYLGH�RSWLRQV�QRW�WDUJHWLQJ�FRQVXPHUV¶�SHUVRQDO�IHDWXUHV���7KH�0LQLVWU\�RI�&XOWXUH�

DQG�7RXULVP� SXEOLVKHG� DQG� LPSOHPHQWHG� WKH� Interim� Provisions� on� the�Management� of�
2QOLQH� 7UDYHO� %XVLQHVV� 6HUYLFHV� LQ�$XJXVW� ������ ZKLFK� SURKLELWHG� SULFH� GLVFULPLQDWLRQ�

DJDLQVW�WUDYHOOHUV�E\�ELJ�GDWD�DQG�RWKHU�WHFKQLFDO�PHDVXUHV���

$SSOLFDWLRQ�RI�ELJ�GDWD�DOVR�JLYHV�ULVH�WR�FRQFHUQV�RI�DEXVLQJ�GRPLQDQW�PDUNHW�SRVLWLRQV�

LQ� GDWD� E\� PHJD� LQWHUQHW� SODWIRUPV�� � ,Q� WKHRU\�� LQWHUQHW� SODWIRUP� EHKHPRWKV� PD\� WDNH�

DGYDQWDJH�RI� WKH� VFDOH�RI� WKH�SODWIRUP� WR�DWWUDFW�DQG�FROOHFW�PRUH�XVHU�DQG�PDUNHW�GDWD��

ZKLFK�LV�VXEVHTXHQWO\�XVHG�WR�IXUWKHU�LPSURYH�WKH�SODWIRUP¶V�FRPSHWLWLYH�VWUHQJWK��DV�VXFK��

the� platform’s� dominant� position� is� further� strengthened� via� the� network� e൵ect.� � Under�
WKH�Guidelines,�for� the�purpose�of� identi¿cation�of� the�dominant�market�position�for� the�
platform,�assessment�factors�include�users’�multi-habitats,�users’�switching�cost,�di൶culty�
IRU�GDWD�DFFHVV��XVHU�KDELWV��HWF���6RPH�FRXUW�GHFLVLRQV�KDYH�DOVR�UHFRJQLVHG�WKH�FRPSHWLWLYH�

YDOXH�RI�GDWD�WR�FRPSDQLHV���,Q�6LQD�Y��0DLPDL�LQ�������WKH�&RXUW�KHOG�WKDW�0DLPDL�FRQGXFWHG�

XQIDLU�FRPSHWLWLRQ�EHKDYLRXU�SURKLELWHG�E\�WKH�Anti-Unfair�Competition�Law�of�the�PRC�E\�
FROOHFWLQJ�XVHU�LQIRUPDWLRQ�LQ�6LQD¶V�VRFLDO�PHGLD�SODWIRUP��:HLER��ZLWKRXW�6LQD¶V�FRQVHQW���

7KH�&RXUW�UHDVRQHG�WKDW��LQ�WKH�LQWHUQHW�HFRQRP\��GDWD�VXFK�DV�XVHU�LQIRUPDWLRQ�KDG�EHFRPH�

LPSRUWDQW�FRUSRUDWH�DVVHWV�DQG�WKH�VFDOH�RI�GDWD�ZDV�D�PDMRU�HOHPHQW�RI�WKHLU�FRPSHWLWLYH�

strength,� and� thus� data� shall� be� a൵orded� legal� protection.�� �$UWLFOH� ��� RI� WKH�$0/� DOVR�

articulates�that�the�identi¿cation�of�a�dominant�market�position�shall�also�consider�factors�
RI�FRPSHWLWLYH�VWUHQJWKV�RWKHU�WKDQ�PDUNHW�VKDUH�� VXFK�DV�WHFKQRORJLFDO�FRPSHWLWLYHQHVV���

7KHUHIRUH�� LW� FDQQRW�EH� UXOHG�RXW� WKDW� WKH�FRQWURO�RI� ODUJH�DPRXQWV�RI�YDOXDEOH�GDWD� LQ�D�
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particular� market� may� contribute� to� a� leading� enterprise� being� identi¿ed� as� having� a�
GRPLQDQW�PDUNHW�SRVLWLRQ��DQG�VXFK�HQWHUSULVHV�VKDOO�EH�SDUWLFXODUO\�FDXWLRXV�LQ�XQGHUWDNLQJ�

DFWLRQV�$0/� UHFRJQLVHV�DV�DEXVLQJ�VDLG�GRPLQDQW�SRVLWLRQ��VXFK�DV�UHIXVDO�WR�GHDO��SULFH�

GLVFULPLQDWLRQ��XQUHDVRQDEOH�WUDGH�UHVWULFWLRQV��W\LQJ��DQG�RWKHUV���

%RDUG�RI�GLUHFWRUV�JRYHUQDQFH

2QH�NH\� LVVXH�LQ� UHODWLRQ� WR�LQWURGXFLQJ�$,� WR�FRPSDQLHV¶�JRYHUQDQFH� LV� WKH�LQWHJULW\�RI�

automated�decision-making.��Factors�that�may�inÀuence�the�integrity�of�automated�decision-
PDNLQJ�LQFOXGH��EXW�DUH�QRW�OLPLWHG�WR��WKH�OHJDOLW\�RI�GDWD�FROOHFWLRQ��TXDOLW\�RI�GDWD�VHW��

DFFRXQWDELOLW\�RI�WKH�DOJRULWKP��SRWHQWLDO�ELDV�LQ�$,�DSSOLFDWLRQ��HWF���

)URP�D�QDWLRQDO�UHJXODWRU\�SHUVSHFWLYH��DW�WKH�FXUUHQW�VWDJH��QDWLRQDO�VWDQGDUG�PDNHUV�DUH�

WU\LQJ�WR�UHVWULFW�WKH�XVH�RI�LQIRUPDWLRQ�V\VWHPV¶�DXWRPDWHG�GHFLVLRQ�PDNLQJ�IURP�D�SHUVRQDO�

LQIRUPDWLRQ�SURWHFWLRQ�SHUVSHFWLYH��ZKLFK�ZH�XQGHUVWDQG�PD\�LPSDFW�WKH�DXWRPDWHG�GHFLVLRQ�

UHJXODWLRQV�ZLWKLQ�FRPSDQLHV¶�JRYHUQDQFH�DV�ZHOO���8QGHU�WKH�QDWLRQDO�VWDQGDUG�Information�
Security� Technology� –�Personal� Information� Security�Speci¿cation� �³PI�Speci¿cation´���
ZKHQ�GHFLVLRQV�DUH�PDGH�EDVHG�RQ�DXWRPDWHG�GHFLVLRQV�E\�LQIRUPDWLRQ�V\VWHPV�DQG�PD\�

signi¿cantly� inÀuence� the�PI� subject’s� rights�and� interests� (such�as� personal�credit,� loan�
limits,�or�interview�screening�based�on�user�pro¿ling),�the�PI�subject�shall�be�provided�with�
PHWKRGV�WR�DSSHDO���

5HJDUGLQJ� WKH� VFHQDULR� RI� FRPSDQLHV¶� JRYHUQDQFH�� DXWRPDWHG� GHFLVLRQ�PDNLQJ� PD\�

more�directly�and�frequently�a൵ect�shareholders’�vested�interests�and�the�operation�of�the�
EXVLQHVV�DV�D�ZKROH���,W�QHHGV�WR�EH�HVWDEOLVKHG�ZKHWKHU�DXWRPDWHG�GHFLVLRQV�DUH�DWWULEXWHG�

DV�GHFLVLRQV�E\�WKH�ERDUG�RI�GLUHFWRUV�RU�VKDUHKROGHUV¶�PHHWLQJ���,Q�JHQHUDO��DV�WKH�DXWRPDWHG�

GHFLVLRQ�PDNLQJ�VFKHPH�LV�LQWURGXFHG�WR�WKH�FRPSDQ\�PDLQO\�E\�GHFLVLRQV�RI�WKH�ERDUG��

WKHUH�LV�FRQVHQVXV�WKDW�VXFK�GHFLVLRQ�VKDOO�EH�FRQVLGHUHG�DV�D�GHFLVLRQ�RI�WKH�ERDUG�RU�WKH�

VKDUHKROGHUV¶�PHHWLQJ�� �7KHUHIRUH�� LI� WKHUH� LV�DQ\� DGYHUVH� LPSDFW� RQ�VKDUHKROGHUV�RU� WKH�

ZKROH�EXVLQHVV�RSHUDWLRQ��WKH�ERDUG�RU�WKH�VKDUHKROGHUV¶�PHHWLQJ�VKDOO�EH�UHVSRQVLEOH���7R�

PLWLJDWH�UHOHYDQW�ULVNV��IURP�D�WHFKQLFDO�SHUVSHFWLYH��HQVXULQJ�WKH�WUDFHDELOLW\�RI�DXWRPDWHG�

GHFLVLRQ�PDNLQJ�UHVXOWV�ZRXOG�EH�D�WRS�SULRULW\���)URP�D�PDQDJHULDO�SHUVSHFWLYH��FRPSDQLHV�

DUH�DGYLVHG�WR�DVVHVV�SRWHQWLDO�ULVNV�LQ�EXVLQHVV�EHIRUH�LPSOHPHQWLQJ�WKH�DXWRPDWHG�GHFLVLRQ�

PDNLQJ�V\VWHP��OLPLW�WKH�DSSOLFDEOH�VFRSH�RI�VXFK�V\VWHP�LI�D�PDWHULDO�DGYHUVH�LPSDFW�ZRXOG�

incur,�and�set�up�a�manual�review�mechanism�to�check�and�ensure�the�accountability�of�¿nal�
GHFLVLRQV�� � )XUWKHUPRUH�� WR� QHXWUDOLVH� SRWHQWLDO� ELDV� WKDW�PD\�EH� LQVHUWHG� LQ� RU� HYROYHG�

WKURXJK�WKH�DOJRULWKP��LW�LV�DOVR�DGYLVDEOH�IRU�FRPSDQLHV�WR�VHW�XS�DQ�$,�HWKLFV�FRPPLWWHH�WR�

RYHUYLHZ�WKH�LQWHUQDO�XVH�RI�$,���

5HJXODWLRQV�JRYHUQPHQW�LQWHUYHQWLRQ

:KLOH�IHZ�ODZV�RU�UHJXODWLRQV�V\VWHPDWLFDOO\�DGGUHVV�$,�LQ�&KLQD��WKHUH�DUH�UXOHV�UHJXODWLQJ�

SDUWLFXODU�$,�UHODWHG�VXEMHFW�PDWWHUV��VXFK�DV�WKH�IROORZLQJ�

�� %LJ�GDWD��7KH�'UDIW�'DWD�6HFXULW\�/DZ� UHOHDVHG�LQ�-XO\������GLUHFWO\�DGGUHVVHV�WKH�

QDWLRQDO� VWUDWHJ\� LQ� GHYHORSLQJ�ELJ� GDWD�DQG� HQKDQFLQJ� GDWD� VHFXULW\�� �7KH�1DWLRQDO�

,QIRUPDWLRQ� 6HFXULW\� 6WDQGDUGLVDWLRQ�7HFKQLFDO�&RPPLWWHH� �³7&���´�� KDV� LVVXHG� D�

VHULHV� RI� UHFRPPHQGHG� QDWLRQDO� VWDQGDUGV� UHJDUGLQJ� ELJ� GDWD� VHUYLFHV� DQG� V\VWHPV��

LQFOXGLQJ�WKH�Information�Security�Technology�–�Big�Data�Security�Management�Guide��
Information�Security�Technology�–�Big�Data�Security�Management�Guide��DQG�RWKHUV��
and�also�regarding�big�data�security�in�speci¿c�sectors,�such�as�the�Information�Security�
Technology�–�Guide�for�Health�Data�Security���7KH�1DWLRQDO�+HDOWK�&RPPLVVLRQ�RI�WKH�
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35&�DOVR�LVVXHG�WKH�7ULDO�3URYLVLRQV�RQ�0DQDJLQJ�WKH�6WDQGDUGV��6HFXULW\�DQG�6HUYLFH�

of�National� Healthcare� Big� Data� LQ� -XO\� ����� WR� VHW� IRUWK� JHQHUDO� V\VWHP� VHFXULW\�

UHTXLUHPHQWV�DQG�ELJ�GDWD�SURWHFWLRQ�PHDVXUHV�VXFK�DV�VWRULQJ�GDWD�ZLWKLQ�WKH�35&���

�� 3HUVRQDO� LQIRUPDWLRQ�SURWHFWLRQ�DQG�DXWRPDWHG�GHFLVLRQ�PDNLQJ��7KHUH�DUH� WZR�

RYHUDUFKLQJ�VWDWXWHV�VHWWLQJ�IRUWK�JHQHUDO�SULQFLSOHV�RI�SHUVRQDO�LQIRUPDWLRQ�SURWHFWLRQ��

WKH�&LYLO�&RGH�UHOHDVHG�LQ�0D\������DUWLFXODWLQJ�JHQHUDO�UHTXLUHPHQWV�IRU�SURFHVVLQJ�

RI� SHUVRQDO� LQIRUPDWLRQ�� DORQJ� ZLWK� WKH�&6/� DUWLFXODWLQJ� UHTXLUHPHQWV� IRU� SHUVRQDO�

LQIRUPDWLRQ�SURWHFWLRQ�IRU�QHWZRUN�RSHUDWRUV���7KH�UHFRPPHQGHG�QDWLRQDO�VWDQGDUG�PI�
Speci¿cation�LVVXHG�E\�WKH�7&����DUWLFXODWHV�WKDW�ZKHQ�SHUVRQDO�LQIRUPDWLRQ�FRQWUROOHUV�

adopt� automated� decision-making� systems� that� may� inÀuence� PI� subjects’� interests�
�VXFK� DV�DXWRPDWHG�GHFLVLRQV� HPSRZHUHG�E\�$,� DQG�ELJ� GDWD�DQDO\VLV��� WKH\� VKRXOG�

FRQGXFW� VHFXULW\� DVVHVVPHQWV� RI� SHUVRQDO� LQIRUPDWLRQ� EHIRUHKDQG� DQG� SHULRGLFDOO\��

DQG�VKRXOG�HQVXUH�WKH�DFFHVVLELOLW\�IRU�3,�VXEMHFWV�WR�FRPSODLQ�DJDLQVW�VXFK�DXWRPDWHG�

GHFLVLRQ�PDNLQJ��IROORZHG�E\�D�PDQXDO�UHYLHZ�RI�WKH�FRPSODLQWV���7KH�'UDIW�3HUVRQDO�

Information�Protection�Law�UHOHDVHG�LQ�2FWREHU������SURSRVHV�WR�H[WHQG�WKH�OHJDO�EDVLV�
RI�SURFHVVLQJ�SHUVRQDO�LQIRUPDWLRQ�DV�FRPSDUHG�WR�WKH�&LYLO�&RGH�DQG�WKH�&6/��LQ�RUGHU�

WR� DGDSW� WR� WKH� FRPSOH[LWLHV� RI� HFRQRPLF� DQG� VRFLDO� DFWLYLWLHV�� VXFK� DV� WKH�&KLQHVH�

JRYHUQPHQW¶V�DGPLQLVWUDWLRQ�RI�WKH�³+HDOWK�&RGH´�DGRSWLQJ�ELJ�GDWD��

�� &RQVXPHU�SURWHFWLRQ��3OHDVH�UHIHU�WR�WKH�Guidelines��(�&RPPHUFH�/DZ�DQG�Interim�
Provisions�on�the�Management�of�Online�Travel�Business�Services�(Draft�for�Comments)�
UHJDUGLQJ�SURKLELWLRQ�DJDLQVW�SULFLQJ�GLVFULPLQDWLRQ�LQ�WKH�³$QWLWUXVW�FRPSHWLWLRQ�ODZV´�

VHFWLRQ�DERYH�

�� ,QIRUPDWLRQ� FRQWHQW� PDQDJHPHQW�� 7KH� Provisions� on� Ecological� Governance� of�
Network� Information� Content� LVVXHG� E\� WKH� &\EHUVHFXULW\� $GPLQLVWUDWLRQ� RI� &KLQD��

e൵ective� since� January� 2020,� articulate� requirements� for� content� provision� models,�
PDQXDO� LQWHUYHQWLRQ� DQG� XVHU� FKRLFH�PHFKDQLVPV� ZKHQ�QHWZRUN� LQIRUPDWLRQ� FRQWHQW�

SURYLGHUV�SXVK�LQIRUPDWLRQ�E\�DGRSWLQJ�SHUVRQDOLVHG�DOJRULWKPV���

�� $XWRPDWHG� GULYLQJ�� 7KH� 0,,7� DQG� RWKHU� PLQLVWULHV� MRLQWO\� LVVXHG� WKH� 7ULDO�

Administrative�Provisions�on�Road�Tests�of� Intelligent�Connected�Vehicles,�e൵ective�
since�May�2018,�to�regulate�the�quali¿cation,�application,�and�procedure�requirements�of�
DXWRPDWHG�GULYLQJ�URDG�WHVWV�DQG�OLDELOLWLHV�LQFXUUHG�E\�URDG�WHVW�DFFLGHQWV���,Q�DGGLWLRQ��

PRUH� WKDQ� ��� FLWLHV� KDYH� LVVXHG� WKHLU� RZQ� DGPLQLVWUDWLYH� PHDVXUHV� IRU� DXWRPDWHG�

driving� road� test� quali¿cations.� � On� the� other� hand,� the� recent� draft� recommended�
QDWLRQDO� VWDQGDUG� RI�'UDIW�7D[RQRP\�RI�'ULYLQJ�$XWRPDWLRQ� IRU�9HKLFOHV�� SXEOLVKHG�

E\�WKH�0,,7�RQ���0DUFK�������VHWV�IRUWK�VL[�FODVVHV�RI�DXWRPDWHG�GULYLQJ��IURP�/��WR�

/���DQG�FRQWHPSODWHV�UHVSHFWLYH�WHFKQLFDO�UHTXLUHPHQWV�DQG�WKH�UROHV�RI�WKH�DXWRPDWHG�

V\VWHPV�DW�HDFK�OHYHO�

�� )LQDQFH�� 7KH� 3HRSOH¶V� %DQN� RI� &KLQD� �³3%2&”)� and� other� ¿nancial� regulators�
MRLQWO\�LVVXHG� WKH�Guidance�Opinions�on�Regulating�Asset�Management�Business�by�
Financial� Institutions� in�April�2018,�which�articulate�quali¿cation� requirements�and�
human�intervention�obligations�for�¿nancial�institutions�providing�asset�management�
FRQVXOWLQJ�VHUYLFHV�EDVHG�RQ�$,�WHFKQRORJLHV���7KH�UHFRPPHQGHG�LQGXVWU\�VWDQGDUG�RI�

Personal�Financial�Information�Protection�Technical�Speci¿cation�LVVXHG�E\�WKH�3%2&�
also�sets�forth�requirements�for�¿nancial� institutions�to�regularly�assess�the�safety�of�
H[WHUQDO� DXWRPDWHG� WRROV� �VXFK� DV�DOJRULWKP�PRGHOV�DQG�VRIWZDUH�GHYHORSPHQW� NLWV��

adopted�in�the�sharing,�transferring�or�entrusting�of�personal�¿nancial�information.
China�has�also�formed�a�speci¿c�plan�for�establishing�a�comprehensive�legal�regime�of�AI.��
8QGHU� WKH� 6WDWH�&RXQFLO¶V�New-generation�AI�Development�Plan�� WKH� 6WDWH� JRYHUQPHQW�
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LQWHQGV�WR�LQLWLDOO\�HVWDEOLVK�D� OHJDO��HWKLFDO�DQG�SROLF\� V\VWHP�RI�$,� UHJXODWLRQ�E\��������

,Q�2FWREHU�������WKH�&KLQD�1DWLRQDO�,QIRUPDWLRQ�7HFKQRORJ\�6WDQGDUGLVDWLRQ�&RPPLWWHH�

DQQRXQFHG� LWV� SODQ� WR� HVWDEOLVK� WKH� $,� 7HFKQRORJ\� 6XE�FRPPLWWHH� WR� HQJDJH� LQ� WKH�

SURPXOJDWLRQ�RI�QDWLRQDO�VWDQGDUGV�UHJDUGLQJ�$,� WHFKQRORJ\��ULVN�PDQDJHPHQW��SURGXFWV��

DSSOLFDWLRQ�DQG�RWKHUV���ZKLFK�IXUWKHU�GHPRQVWUDWHV�WKH�JRYHUQPHQW¶V�GHWHUPLQDWLRQ�LQ�$,�

UHJXODWLRQ���,Q�2FWREHU�������WKH�%LJ�'DWD�6HFXULW\�6WDQGDUG�6SHFLDO�7DVNIRUFH�RI�7&����

UHOHDVHG�WKH�:KLWH�3DSHU�RI�$,�6HFXULW\�6WDQGDUGLVDWLRQ�WR�SURSRVH�DQ�$,�VHFXULW\�VWDQGDUG�

V\VWHP�FRYHULQJ�WRSLFV�RI�IRXQGDWLRQDO�VWDQGDUGV��GDWD�DQG�DOJRULWKP�PRGHOV��WHFKQRORJ\�

DQG� V\VWHPV��PDQDJHPHQW� DQG� VHUYLFH�� DVVHVVPHQWV�� DQG� SURGXFWV� DQG� DSSOLFDWLRQ���� � ,Q�

DGGLWLRQ��LQ�$XJXVW�������WKH�6WDWH�6WDQGDUGLVDWLRQ�$GPLQLVWUDWLRQ��WKH�&KLQD�$GPLQLVWUDWLRQ�

RI�&\EHUVSDFH�DQG�WKUHH�RWKHU�6WDWH�PLQLVWULHV�MRLQWO\�UHOHDVHG�WKH�Guidance�on�Establishing�
the�New�Generation�of�National�AI�Standardisation�System��³$,�6WDQGDUGV�*XLGDQFH´���
DLPLQJ�DW� VHWWLQJ�XS�D�SUHOLPLQDU\�QDWLRQDO�$,�VWDQGDUGLVDWLRQ�V\VWHP�E\�������FRYHULQJ�

national� and� industrial� standards� in� eight� ¿elds,� namely:� (1)� foundational� and� generic�
VWDQGDUGV�� ���� IXQGDPHQWDO� WHFKQRORJLHV� DQG� SURGXFWV�� ���� EDVLF� VRIWZDUH� DQG� KDUGZDUH�

SODWIRUPV�� ���� FULWLFDO� JHQHUDO� WHFKQRORJLFDO� VWDQGDUGV�� ���� WHFKQRORJLFDO� VWDQGDUGV� IRU�

FULWLFDO�DUHDV������SURGXFW�DQG�VHUYLFH�VWDQGDUGV������LQGXVWU\�DSSOLFDWLRQ�VWDQGDUGV��DQG�����

VHFXULW\�DQG�HWKLFDO�VWDQGDUGV�

$OJRULWKPLF�H[SORLWDWLRQ

7KH�PDVV� DSSOLFDWLRQ� RI�$,� DQG� ELJ� GDWD� JLYHV� ULVH� WR� D� VHULRXV� FRQFHUQ� RI� DOJRULWKPLF�

H[SORLWDWLRQ� LQ� EXVLQHVV� PRGHOV� WKDW� EXLOG� XSRQ� ELJ� GDWD� DQG� DOJRULWKPV�� � (OH�PH� DQG�

0HLWXDQ��WZR�OHDGLQJ�IRRG�GHOLYHU\�FRPSDQLHV�LQ�&KLQD��IDFHG�FULWLFLVP�RYHU�WKHLU�ODERXU�

FRQGLWLRQV�DIWHU�D�ZLGHO\�UHDG�DUWLFOH�LQ�6HSWHPEHU������H[SRVHG�KRZ�WKH�DSSV¶�DOJRULWKPV�

FUHDWH�D�GDQJHURXV�ZRUN�HQYLURQPHQW��SUHVVXULQJ�ULGHUV�WR�WKHLU�ZRUNLQJ�OLPLWV�E\�VHWWLQJ�

XS�VWULFW�GHOLYHU\�GHDGOLQHV�DQG�WKUHDWHQLQJ�GHGXFWLRQV�IURP�WKHLU�FRPPLVVLRQ�IRU�IDLOXUH�

$V� WKH� DOJRULWKP¶V� VHOI�OHDUQLQJ�FDSDELOLW\� LV� IXHOOHG�E\� WKH� WUHPHQGRXV�DPRXQW� RI� GDWD�

JHQHUDWHG�HDFK�PRPHQW��IRRG�GHOLYHU\�FRPSDQLHV�FDQ�FRQVWDQWO\�RSWLPLVH�WKHLU�DOJRULWKP��

DOOHJHGO\�UHGXFLQJ�WKH�DYHUDJH�GHOLYHU\�WLPH�E\����PLQXWHV�LQ�MXVW�WKUHH�\HDUV�E\����������

$FFRUGLQJ�WR�(OH�PH��LWV�V\VWHP�LQFHVVDQWO\�FDOFXODWHV�WKH�RSWLPDO�VROXWLRQV�IRU�IRRG�GHOLYHU\�

RUGHUV�� FDSDEOH� RI�GHWHUPLQLQJ� WKH�PRVW� VXLWDEOH� ULGHU� WR� UHFHLYH� WKH� RUGHU� DFFRUGLQJ� WR�

ULGHU¶V�URXWH�� ORFDWLRQ��DQG�GLUHFWLRQ��DQG�LGHQWLI\LQJ�DQG�LQVWUXFWLQJ�WKH�RSWLPDO�GHOLYHU\�

routes�for�10,000�riders�within�one�second�if�each�rider�carries�¿ve�connected�orders�and�
10�task�points.��However,�the�algorithm�failed�to�consider�the�e൵ects�of�the�weather,�road�
conditions,�and�tra൶c�lights�on�delivery�time,�resulting�in�sometimes�impossible�delivery�
WLPHV�IRU�ULGHUV�WR�PHHW���$V�D�UHVXOW��ULGHUV�DOPRVW�DOZD\V�QHHG�WR�ULGH�WKH�ZURQJ�ZD\�DQG�

run� through� red� lights,� drastically� increasing� the� chance� of� tra൶c� accidents� and� getting�
LQMXUHG���

)RRG�GHOLYHU\�FRPSDQLHV¶�SROLFLHV�DOVR�FRQWULEXWH�WR�FUHDWLQJ�XQVDIH�ZRUNLQJ�FRQGLWLRQV���

)RU�H[DPSOH�� LQ�0HLWXDQ��ZKHQ�D� ULGHU¶V� ODWH�GHOLYHU\� UDWH�UHDFKHV����� LW� LV�QRW� MXVW� WKH�

ULGHU� WKDW� ZRXOG� UHFHLYH� GHGXFWLRQV� IURP� KHU� FRPPLVVLRQ�� UDWKHU�� HYHU\RQH� ZRUNLQJ�

in� the� same�distribution�centre�would�also�be�¿nancially�adversely�a൵ected.� �Under� this�
HYDOXDWLRQ�V\VWHP��EHLQJ�ODWH�GRHV�QRW�MXVW�PHDQ�D�ORVV�LQ�LQFRPH�EXW�DOVR�D�ORVV�LQ�ZRUNLQJ�

UHODWLRQVKLSV�ZLWK�FROOHDJXHV��KHQFH�SXWWLQJ� ULGHUV� LQWR�D�FRQVWDQW� VWDWH�RI�DQ[LHW\� DERXW�

PHHWLQJ�WKH�GHOLYHU\�GHDGOLQH���

,Q�HVVHQFH��DOJRULWKPLF�H[SORLWDWLRQ�LV�DQ�H[SORLWDWLYH�DEXVH�RI�GDWD�GRPLQDQFH��VLPLODU�WR�

DOJRULWKPLF�SULFH�GLVFULPLQDWLRQ�DV�GLVFXVVHG� LQ�WKH�³$QWLWUXVW�FRPSHWLWLRQ� ODZV´� VHFWLRQ�
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DERYH�� �%HFDXVH�PRVW� GDWD�GLUHFWO\� OLQNV� WR� FRQVXPHUV¶� SHUVRQDO� LQIRUPDWLRQ� DV�ZHOO� DV�

WKH� LQIRUPDWLRQ�DV\PPHWU\�EHWZHHQ�FRXQWHUSDUWLHV�DQG�FRPSDQLHV�� FRPSDQLHV�ZLWK�GDWD�

GRPLQDQFH� FDQ� HDVLO\� LQIULQJH� WKH� ULJKWV� RI� FRXQWHUSDUWLHV�� LQFOXGLQJ� WKHLU� ZRUNHUV� DQG�

FRQVXPHUV���7UDGLWLRQDOO\��H[SORLWDWLYH�DEXVH�RSHUDWHV�LQ�WKH�UHDOP�RI�SULFLQJ��KRZHYHU��LQ�

WKH�GLJLWDO� HFRQRP\��H[SORLWDWLYH�DEXVH�RIWHQ�RSHUDWH� LQ�WKH�DVSHFWV�RI�DOJRULWKP�GHVLJQ��

privacy�clauses,�and�data�integration,�which�are�di൶cult�for�consumers�to�identify,�so�the�
RSHUDWRUV�FDQ�FDUU\�RXW�H[SORLWDWLYH�DEXVH�LQ�D�FRYHUW�ZD\���

To� address� this� predicament,� many� institutions� have�made� e൵orts� to� establish� ethical�
VWDQGDUGV� IRU� DOJRULWKPV�� � )RU� H[DPSOH�� WKH� &KLQD� $FDGHP\� RI� ,QIRUPDWLRQ� DQG�

&RPPXQLFDWLRQV�7HFKQRORJ\�LVVXHG�WKH�:KLWH�3DSHU�RQ�$,�*RYHUQDQFH��³&$,&7�:KLWH�

3DSHU´��� ZKLFK� OD\V� RXW� HWKLFDO� VWDQGDUGV� IRU� XVLQJ�$,�� VXFK� DV� WKDW� DOJRULWKPV� VKRXOG�

SURWHFW�LQGLYLGXDO�ULJKWV���&XUUHQWO\��WKHUH�LV�QR�ODERXU�ODZ�JXLGDQFH�RU�UHJXODWLRQ�UHODWHG�WR�

DOJRULWKPLF�H[SORLWDWLRQ��PDNLQJ�WKLV�XQFKDUWHG�OHJDO�WHUULWRU\���$V�WKH�LQWHUQHW�EHKHPRWKV¶�

XQHWKLFDO�XVH�RI�DOJRULWKPV�KDV�EHFRPH�D�KRWO\�GLVFXVVHG�LVVXH�LQ�UHFHQW�\HDUV��ZH�H[SHFW�

WKDW�UHJXODWRUV�PD\�WXUQ�WKHLU�DWWHQWLRQ�WR�DOJRULWKPLF�H[SORLWDWLRQ�LQ�WKH�QHDU�IXWXUH�

)URP�D�FRPSOLDQFH�VWDQGSRLQW��FRPSDQLHV�VKRXOG�EH�DZDUH�RI�DOJRULWKPLF�H[SORLWDWLRQ�DQG�

SUHSDUH�IRU�DGMXVWPHQWV�VKRXOG�UHJXODWRUV�GHFLGH�WR�WDS�LQWR�WKLV�XQFKDUWHG�WHUULWRU\���)URP�

DQ�HWKLFDO�SHUVSHFWLYH��FRPSDQLHV�PLJKW�ZDQW� WR�HQVXUH� WKHLU�XVH�RI�DOJRULWKPV�GRHV�QRW�

DPRXQW�WR�DOJRULWKPLF�H[SORLWDWLRQ�LQ�RUGHU�WR�DYRLG�XQQHFHVVDU\�EXVLQHVV�ULVNV�DQG�SURPRWH�

FRUSRUDWH�VRFLDO�UHVSRQVLELOLW\��HVSHFLDOO\�IRU�FRPSDQLHV�WKDW�RSHUDWH�DURXQG�DOJRULWKPV�

$OJRULWKPLF�GLVFULPLQDWLRQ

$OPRVW�DOO�SROLF\�DQG�HWKLFDO�GLVFRXUVHV�RQ�$,�FRQVLGHU�QRQ�GLVFULPLQDWLRQ�RU�QRQ�ELDV�DV�D�

FHQWUDO�SULQFLSOH�IRU�$,�GHVLJQ���/LNHZLVH��WKH�&$,&7�:KLWH�3DSHU�SURSRVHG�WKDW�$,�VKRXOG�

WUHDW�DOO�XVHUV�HTXDOO\�DQG�LQ�D�QRQ�GLVFULPLQDWRU\�IDVKLRQ�DQG�WKDW�DOO�SURFHVVHV�LQYROYHG�LQ�

$,�GHVLJQ�VKRXOG�DOVR�EH�QRQ�GLVFULPLQDWRU\���$,�PXVW�EH�WUDLQHG�XVLQJ�XQELDVHG�GDWD�VHWV�

representing�di൵erent�population�groups,�which�entails�considering�potentially�vulnerable�
SHUVRQV�DQG�JURXSV��VXFK�DV�ZRUNHUV��SHUVRQV�ZLWK�GLVDELOLWLHV��FKLOGUHQ��DQG�RWKHUV�DW�ULVN�

RI�H[FOXVLRQ�

:KLOH�&KLQD� GRHV�QRW� KDYH�D� FRPSUHKHQVLYH�DQWL�GLVFULPLQDWLRQ� OHJDO� V\VWHP�� WKH� LVVXH�

has� been� addressed� by� speci¿c� laws� and� State� Council� regulations� concerning� various�
¿elds�or�disadvantaged�groups,�such�as�labour�law,�education�law,�and�advertising�law.��For�
H[DPSOH��$UWLFOH���RI�WKH�Advertising�Law�of�the�PRC�speci¿es�that�an�advertisement�shall�
EH�SURKLELWHG�IURP�� LQWHU�DOLD��FRQWDLQLQJ�DQ\�HWKQLFDOO\��UDFLDOO\��UHOLJLRXVO\��RU�VH[XDOO\�

GLVFULPLQDWRU\�FRQWHQW�� �)RU�DOJRULWKP�GLVFULPLQDWLRQ��XQOHVV�LWV�DSSOLFDWLRQ�IDOOV�LQWR�WKH�

speci¿c� regulations�of� these� sectors,� there� is�no�anti-discrimination� regulatory� risk�aside�
IURP�HWKLFDO�FRQVLGHUDWLRQV�

+RZHYHU��OHJLVODWRUV�DQG�DFDGHPLFV�KDYH�EHHQ�EUDYHO\�H[SORULQJ� WKH� VROXWLRQV�WR�UHVWULFW�

the�Àoodgate�of�algorithmic�discrimination.� �The�accountability�and�explainability�of�AI�
DQG�ELJ�GDWD�DOJRULWKPV�DUH�EHFRPLQJ�WKH�FHQWUDO�LVVXHV�RI�IXWXUH�$,�UHJXODWLRQV�DQG�HWKLFDO�

VWDQGDUGV�� �$�QXPEHU� RI�PDMRU�PDUNHW� SDUWLFLSDQWV� KDYH�PDGH� SURSRVDOV� LQ� DOJRULWKPLF�

UHJXODWLRQV�� VXFK� DV� 7HQFHQW� SXEOLVKLQJ� WKH� $GYLFH� RQ� 6WUHQJWKHQLQJ� WKH� &RQVWUXFWLRQ�

of�Technological� Ethics�and� Implementing� the� Idea�of� Technologies� for�Good� LQ�0DUFK�

������DQG�0HJYLL�7HFKQRORJ\�SXEOLVKLQJ�WKH�AI�Application�Standards�LQ�6HSWHPEHU��������

The� year� 2020� also�witnessed� substantial� State� e൵orts� in� setting� forth� future� directions�
LQ�$,� UHJXODWLRQV�� VXFK� DV� WKH�Advice� on�Collaborating� in� Implementing�AI�Governance�
3ULQFLSOHV� UHOHDVHG� E\� WKH� :RUNLQJ� *URXS� RI� WKH� ([SHUW� &RPPLWWHH� RI� WKH� 6KDQJKDL�
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��3XEOLVKHG�DQG�UHSURGXFHG�ZLWK�NLQG�SHUPLVVLRQ�E\�*OREDO�/HJDO�*URXS�/WG��/RQGRQ

1DWLRQDO�1HZ�*HQHUDWLRQ�$,� ,QQRYDWLYH�'HYHORSPHQW�3LORW� =RQH� LQ� -XO\������� DQG� WKH�

AI�Standards�Guidance� released�by�¿ve�ministries� in�August�2020.� � In�March�2021,� the�
*XDQJ]KRX�0XQLFLSDO�$GPLQLVWUDWLRQ�IRU�0DUNHW�5HJXODWLRQ�KHOG�D�VHPLQDU�UHJDUGLQJ�ELJ�

GDWD�GLVFULPLQDWLRQ��LQ�ZKLFK����PDMRU�LQWHUQHW�SODWIRUP�FRPSDQLHV�VLJQHG�WKH�&RPPLWPHQW�

/HWWHU� RI� 3ODWIRUP� &RPSDQLHV�0DLQWDLQLQJ� )DLU� 0DUNHW� &RPSHWLWLRQ�2UGHU� WR� ZDUUDQW�

WKDW��DPRQJ�RWKHU�FRPPLWPHQWV��WKH\�ZRXOG�QRW�H[SORLW�WKHLU�DGYDQWDJH�LQ�GDWD�WR�FRQGXFW�

SULFH�GLVFULPLQDWLRQ�����,Q�VXP��D�FRQWLQXRXV�DQG�ORQJ�WHUP�FDPSDLJQ�DJDLQVW�DOJRULWKPLF�

GLVFULPLQDWLRQ�LV�ZHOO�H[SHFWHG�LQ�&KLQD�

��

(QGQRWHV

1.� International� Data� Corporation� and� Inspur,� 2020–2021� China�Arti¿cial� Intelligence�
&RPSXWLQJ�3RZHU�'HYHORSPHQW�(YDOXDWLRQ�5HSRUW��'HFHPEHU������

��� .H\� /DERUDWRU\� RI� %LJ�'DWD� 0LQLQJ� DQG� .QRZOHGJH�0DQDJHPHQW� RI� WKH� &KLQHVH�

Academy�of�Science,�2019�White�Paper�of�Arti¿cial�Intelligence�Development.
3.� iResearch,�2019�China�Arti¿cial�Intelligence�Industry�Research�Report.
��� &KLQD�$FDGHP\�RI�,QIRUPDWLRQ�DQG�&RPPXQLFDWLRQV�7HFKQRORJ\��WKH�%LJ�'DWD�:KLWH�

3DSHU��'HFHPEHU������

��� Id�
��� Beijing�Weimeng�Chunagke�Network�Technology�Co.,�Ltd.�v.�Beijing�Taoyou�Tianxia�

7HFKQRORJ\�&R���/WG����������-LQJ����&LYLO�)LQDO�1R����������'HFHPEHU������

��� %HLMLQJ�<RXWK�'DLO\��%HLMLQJ�&RQVXPHU�$VVRFLDWLRQ�$QQRXQFHV�WKH�,QYHVWLJDWLRQ�5HVXOW�

RI�³7DNLQJ�$GYDQWDJH�RI�([LVWLQJ�&XVWRPHUV�YLD�%LJ�'DWD´�����0DUFK�������RULJLQDO�

&KLQHVH�YHUVLRQ�DYDLODEOH�DW�http://epaper.ynet.com/html/2019-03/28/content_323364.
htm?div=-1�

��� 6XSUD�HQGQRWH����

��� 1DWLRQDO�6WDQGDUGLVDWLRQ�7HFKQLFDO�&RPPLWWHH��1RWLFH�RQ�WKH�3URSRVDO�RI�(VWDEOLVKLQJ�

WKH�$,�7HFKQLFDO�6XE�&RPPLWWHH�RI�WKH�1DWLRQDO�,QIRUPDWLRQ�6HFXULW\�6WDQGDUGLVDWLRQ�

7HFKQLFDO�&RPPLWWHH�����2FWREHU�������RULJLQDO�&KLQHVH�YHUVLRQ�DYDLODEOH�DW�KWWS���

org.sacinfo.org.cn:8088/tcrm/recruit-index/notice/2401.do?menuItem=1�
���� %LJ�'DWD� 6HFXULW\� 6WDQGDUG� 6SHFLDO�7DVNIRUFH� RI� WKH�1DWLRQDO� ,QIRUPDWLRQ� 6HFXULW\�

Standardisation� Technical� Committee,� Arti¿cial� Intelligence� Standardisation� White�
3DSHU�������

���� 5HQZX��)RRG�'HOLYHU\�5LGHUV�6WXFN�LQ�WKH�6\VWHP����6HSWHPEHU�������RULJLQDO�&KLQHVH�

YHUVLRQ�DYDLODEOH�DW�KWWSV���PS�ZHL[LQ�TT�FRP�V�0HV�5T,2GS��&0Z�S;7Z;Z��

���� *XDQJ]KRX�0XQLFLSDO�$GPLQLVWUDWLRQ�IRU�0DUNHW�5HJXODWLRQ��*XDQJ]KRX�0XQLFLSDO�

$GPLQLVWUDWLRQ� IRU�0DUNHW� 5HJXODWLRQ�+HOG�6HPLQDU� RQ� ³%LJ�'DWD� 'LVFULPLQDWLRQ´�

E\� 3ODWIRUPV� DQG�$GPLQLVWUDWLYH� *XLGDQFH� &RQIHUHQFH� RQ� 5HJXODWLQJ� )DLU� 0DUNHW�

&RPSHWLWLRQ�2UGHU�� RULJLQDO�&KLQHVH�YHUVLRQ�DYDLODEOH� DW� KWWS���VFMJM�J]�JRY�FQ�]ZGW�

gzdt/content/post_7206705.html�
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��WK�)ORRU��(DVW�7RZHU��:RUOG�)LQDQFLDO�&HQWHU���'RQJVDQKXDQ�=KRQJOX��&KDR\DQJ�'LVWULFW�

%HLMLQJ���������3��5��&KLQD

7HO���������������������85/��ZZZ�NZP�FRP


���Ȃ���ǡ������������������Ƭ�������–��͜͞͞͝ǡ����������–��� ��� ����Ǥ�����������������–�Ǥ���

����������Ƭ���������������

�

� � �

� � �

� �

� � �

�

� �

� �

� � �

��3XEOLVKHG�DQG�UHSURGXFHG�ZLWK�NLQG�SHUPLVVLRQ�E\�*OREDO�/HJDO�*URXS�/WG��/RQGRQ

6XVDQ�;XDQIHQJ�1LQJ

7HO���������������������(PDLO��VXVDQ�QLQJ#FQ�NZP�FRP

6XVDQ�1LQJ�LV�D�  VHQLRU  SDUWQHU  DQG  WKH  KHDG  RI  WKH  5HJXODWRU\�*URXS���6KH 
LV�  RQH  RI  WKH  SLRQHHUV�  HQJDJHG  LQ�  WKH  F\EHUVHFXULW\�  DQG  GDWD  FRPSOLDQFH

SUDFWLFH��  ZLWK  SXEOLFDWLRQV�  LQ�  D�  QXPEHU  RI  MRXUQDOV�  VXFK  DV�  WKH  -RXUQDO�  RI�
Cyber  Aৼairs���+HU  SXEOLFDWLRQV�LQFOXGH  Big  Data:  Success  Comes  Down  to
Solid  Compliance��DQG  No  “Data”,  No  “Internet  of  Vehicles”��HWF�
6XVDQ¶V�SUDFWLFH  DUHDV�FRYHU�VHOI�DVVHVVPHQW  RI�QHWZRUN�VHFXULW\��UHVSRQGLQJ�
WR�QHWZRUN�VHFXULW\�FKHFNV��GDWD  FRPSOLDQFH  WUDLQLQJ��HWF���6XVDQ�KDV�DVVLVWHG
companies  in  sectors  such  as  IT,  transportation,�¿nance,  etc.  in  dealing  with
QHWZRUN�VHFXULW\�DQG  GDWD  FRPSOLDQFH  LVVXHV�

+DQ�:X

7HO���������������������(PDLO��ZXKDQ#FQ�NZP�FRP

+DQ�:X�LV�D  SDUWQHU  RI  WKH  &RPPHUFLDO�DQG  5HJXODWRU\�*URXS���+H  H[FHOV�LQ�
SURYLGLQJ�F\EHUVHFXULW\�DQG  GDWD  FRPSOLDQFH  DGYLFH  WR  PXOWLQDWLRQDOV¶�&KLQHVH

EUDQFKHV�DQG  LQ�HVWDEOLVKLQJ�QHWZRUN�VHFXULW\�DQG  GDWD  FRPSOLDQFH�V\VWHPV�IRU

&KLQHVH  HQWHUSULVHV�RSHUDWLQJ�DEURDG���
,Q�  WKH  DUHDV�  RI  F\EHUVHFXULW\�  DQG  GDWD  FRPSOLDQFH��  +DQ�  SURYLGHV�  OHJDO�
VHUYLFHV�LQFOXGLQJ�DVVLVWLQJ�FOLHQWV�LQ�HVWDEOLVKLQJ�D  F\EHUVHFXULW\�FRPSOLDQFH

V\VWHP��  VHOI�LQYHVWLJDWLRQ�  RQ�  F\EHUVHFXULW\��  QHWZRUN�  VHFXULW\�  LQYHVWLJDWLRQV��
cybersecurity  incidents,  data  fusion  and  identi¿cation  of  data  assets,  etc.
+DQ�  KDV�  SURYLGHG�  OHJDO�  VHUYLFHV�  RQ�  F\EHUVHFXULW\�  DQG  GDWD  FRPSOLDQFH  WR
FRPSDQLHV�LQ�PXOWL�LQGXVWULHV���7KH  SURMHFWV�KH  KDV�SDUWLFLSDWHG  LQ�HQFRPSDVV�

industries  of�¿nancial  payment,  consumer  electronics,  internet  advertising  and
personal  care,  etc.  Han  is  the  only  lawyer  from  a  Chinese  law�¿rm  featured  in
���8QGHU����'DWD  /DZ\HUV�E\�Global  Data  Review  LQ������
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