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���� 3H^Z
;OL� *P]PS� *VKL� VM� [OL� 79*� �*P]PS� *VKL�� PZ� H�
WLYPVKPJ�SLNPZSH[P]L�YLZWVUZL�[V�[OL�WYVISLT�VM�
WLYZVUHS� PUMVYTH[PVU� �70�� WYV[LJ[PVU�� ;OL� WLY�
ZVUHSP[`�YPNO[Z�JOHW[LY�VM�[OL�*P]PS�*VKL�HKVW[Z�
H�ZWLJPHS�ZLJ[PVU�[V�WYV]PKL�WYV[LJ[PVU�VU�IV[O�
70�HUK�WYP]HJ`� YPNO[��YLJVNUPZPUN�[OL�WLYZVUHS�
P[`� H[[YPI\[LZ�VM�70�� 0U�HKKP[PVU�� [OL�*P]PS�*VKL�
preliminarily�stipulates�the�deÄnition�and� types�
VM�70��[OL�SLNHS�IHZPZ�MVY�WYVJLZZPUN�70��HUK�[OL�
YPNO[Z�VM�70�Z\IQLJ[Z��L[J��;OL�WYV]PZPVUZ�VU�70�
HYL�WLYPVKPJHS�HUK�NLULYHS��[OLYLMVYL�YLTHPUPUN�
to�be�further�reÄned�and�implemented�by�sub�
sequent�legislation.

(Z� JVTWHYLK� [V� [OL� ZJH[[LYLK� WYV]PZPVUZ� ZL[�
MVY[O�I`�[OL�*P]PS�*VKL��[OL�*`ILYZLJ\YP[`�3H^�
�*:3��VM�[OL�79*�HJ[Z�HZ�[OL�V]LYHYJOPUN�JVU�
Z[Y\J[�VM�[OL�J`ILYZLJ\YP[`�YLNPTL�PU�*OPUH�HUK�
sets�forth�speciÄc�requirements�in�various�cyber�
ZLJ\YP[`�ZLNTLU[Z��;OL�*:3�HWWSPLZ�[V�UL[^VYR�
operators� (NOs)� in� China,� a� term� deÄned� as�
HU`� LU[P[PLZ� [OH[� V^U�VY� HKTPUPZ[LY� H� UL[^VYR�
VY�WYV]PKL�UL[^VYR�ZLY]PJLZ��ZL[[PUN�MVY[O�SPHIPSP�
ties�of�violation�in�the�form�of�Änes�and�injunc�
[PVUZ�HNHPUZ[�[OL�UL[^VYR�VWLYH[VYZ�HUK�VY�[OLPY�
YLZWVUZPISL�WLYZVUULS�

;OL�Z\IQLJ[�TH[[LY�YLN\SH[LK�I`�[OL�*:3��Z\W�
WSLTLU[LK� I`� YLSL]HU[� YLN\SH[VY`� KVJ\TLU[Z�
�PUJS\KPUN� KYHM[Z��� JHU� IL� Z\TTHYPZLK� PU� [^V�
THPU�JH[LNVYPLZ!��P��UL[^VYR�VWLYH[PVU�ZLJ\YP[ �̀�
^OPJO�HKKYLZZLZ�[OL�ZLJ\YP[`�VM�VWLYH[PVU��Z[Y\J�
[\YL�HUK�THUHNLTLU[�VM�H�UL[^VYR�Z`Z[LT"�HUK�
�PP�� UL[^VYR� PUMVYTH[PVU� ZLJ\YP[ �̀� ^OPJO� THPUS`�
MVJ\ZLZ� VU� TLHZ\YLZ� HUK� Z[Y\J[\YHS� HYYHUNL�
TLU[Z� [V� WYV[LJ[� 70� HUK� PTWVY[HU[� KH[H�� ;OL�
speciÄc�requirements�of�the�two�categories�can�
IL�KP]PKLK�PU[V�[OL�MVSSV^PUN�THQVY�ZLNTLU[Z�

0U�HKKP[PVU��[OL�+H[H�:LJ\YP[`�3H^��+:3���^OPJO�
^HZ�YLSLHZLK�VU����1\UL������HUK�JHTL� PU[V�
eɈect�on�1�September�2021,�articulates�speciÄc�
security�requirements�for�data�processing.�The�
DSL�for�the�Ärst�time�explicitly�articulates�extra-
[LYYP[VYPHS�Q\YPZKPJ[PVU�PU�[OL�*OPULZL�KH[H�YLN\SH�
[PVU�YLNPTL��HWWS`PUN�[V�V]LYZLHZ�KH[H�WYVJLZZ�
PUN� HJ[P]P[PLZ� [OH[� QLVWHYKPZL� *OPUH»Z� UH[PVUHS�
ZLJ\YP[`�VY�[OL�PU[LYLZ[Z�VM�[OL�Z[H[L�VY�JP[PaLUZ��
;OL�+:3�JVU[LTWSH[LZ� H� ]HYPL[`� VM� Z[H[L�KH[H�
WYV[LJ[PVU� TLJOHUPZTZ� MYVT� HU� V]LYHYJOPUN�
architecture�perspective,�such�as�classiÄed�data�
protection�system,�state�data�security�certiÄca�
[PVU�HUK�Z[HUKHYKPZH[PVU��KH[H�[YHUZHJ[PVU�Z`Z�
[LT��Z[H[L�VWLU�KH[H�Z`Z[LT��HUK�V[OLYZ��^P[O�
PTWSLTLU[H[PVU�TLHZ\YLZ�[V�IL�SH[LY�WYVT\SNH[�
LK�I`�Z[H[L�HUK�T\UPJPWHS�YLN\SH[VY`�H\[OVYP[PLZ�

3HZ[S �̀�[OL�7LYZVUHS�0UMVYTH[PVU�7YV[LJ[PVU�3H^�
�7073���^OPJO�^HZ�YLSLHZLK�VU����(\N\Z[������
and� became� eɈective� on� 1� November� 2021,�
I\PSKPUN�\WVU�[OL�NLULYHS� WYPUJPWSLZ�HUK�Y\SLZ�
LZ[HISPZOLK� \UKLY� [OL� *:3�� WYV]PKLZ� KL[HPSLK�
personal� information� protection� requirements.�
;OL�7073��^OPSL�YLJVNUPZPUN�JVUZLU[�PZ�Z[PSS�[OL�
JVYULYZ[VUL� VM� WLYZVUHS� PUMVYTH[PVU� WYVJLZZ�
PUN�HJ[P]P[PLZ��WYV]PKLZ�V[OLY�SH^M\S�IHZLZ��Z\JO�
HZ� [OL� ULJLZZP[`� MVY� LUHJ[PUN� HUK� WLYMVYTPUN�
JVU[YHJ[Z� PU�^OPJO� [OL� PUKP]PK\HSZ� HYL� H�WHY[ �̀�
Additionally,�the�PIPL�put�forward�requirements�
PU� ZLUZP[P]L� WLYZVUHS� PUMVYTH[PVU� WYV[LJ[PVU��
JYVZZ�IVYKLY�[YHUZMLY��WLYZVUHS�PUMVYTH[PVU�WYV�
[LJ[PVU�PTWHJ[�HZZLZZTLU[��JVTWSPHUJL�H\KP[Z��
ZLWHYH[L�JVUZLU[�HUK�SPHIPSP[PLZ�

;OL�*:3��[OL�+:3�HUK�[OL�7073�MVYT�[OL�[OYLL�
¸WPSSHYZ¹�VM�*OPUH»Z�J`ILYZLJ\YP[`�HUK�KH[H�WYV�
tection� regime.� Moving� forward,� we� expect� a�
ZLYPLZ� VM� PTWSLTLU[PUN� YLN\SH[PVUZ��TLHZ\YLZ��
and�standards�to�be�drafted�and�Änalised.
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1HWZRUN�2SHUDWLRQ�6HFXULW\
0XOWL�OHYHO�SURWHFWLRQ�VFKHPH��0/36�
A� classiÄed� cybersecurity� protection� scheme�
�HSZV�RUV^U�HZ�[OL�T\S[P�SL]LS�WYV[LJ[PVU�ZJOLTL�
VY�437:��PZ�YLJVNUPZLK�HZ�[OL�IHZPJ�SLNHS�Z`Z[LT�
[V�LUZ\YL�Z[Y\J[\YHS�UL[^VYR�ZLJ\YP[`� PU�*OPUH��
<UKLY� [OL� 437:�� UL[^VYR� VWLYH[VYZ� T\Z[� IL�
classiÄed�by�one�of�Äve�levels�according�to�their�
ZLJ\YP[`�PTWHJ[�PM�[OL�Z`Z[LT�PZ�KHTHNLK��^P[O�
classiÄcation� levels� ranging� from� one� to� Äve.�
Progressively�stringent�requirements�for�network�
security�and�Äling�obligations�with�authorities�are�
PTWVZLK�VU�UL[^VYR�VWLYH[VYZ�H[�OPNOLY�437:�
classiÄcation�levels.�Please�refer�to�����*YP[PJHS�
0UMYHZ[Y\J[\YL��5L[^VYRZ��:`Z[LTZ�MVY�M\Y[OLY�
KL[HPSZ�VM�437:�

6HFXULW\�UHTXLUHPHQWV
Certain� security� requirements� are� imposed� on�
[OL�Z\WWSPLYZ� VM� UL[^VYR�WYVK\J[Z� HUK� ZLY]PJ�
LZ��Z\JO�HZ� [HRPUN� YLTLKPHS�HJ[PVUZ� [V�JVYYLJ[�
ZLJ\YP[`�]\SULYHIPSP[PLZ�HUK�JVU[PU\PUN�WYV]PZPVU�
of�security�maintenance�services.�Any�identiÄed�
key�network�equipment�and�specialised�cyber�
security� product� must� pass� security� certiÄca�
[PVU�ILMVYL�ILPUN�W\[� PU[V�[OL�THYRL[��5L[^VYR�
WYVK\J[�Z\WWSPLYZ�HUK�VYNHUPZH[PVUZ�VY�PUKP]PK\�
HSZ�^OV�KL[LJ[��JVSSLJ[�HUK�W\ISPZO�ZLJ\YP[`�]\S�
ULYHIPSP[PLZ�VM�UL[^VYR�WYVK\J[Z��=\SULYHIPSP[PLZ�
7\ISPZOPUN�7SH[MVYTZ��HYL�VISPNH[LK�[V�YLWVY[�HU`�
identiÄed�security�vulnerabilities�to�the�National�
=\SULYHIPSP[PLZ�+H[H)HZL��56Z�HYL�HSZV�LUJV\Y�
HNLK�[V�YLWVY[�Z\JO�]\SULYHIPSP[PLZ��7SLHZL�YLMLY�
[V� ���� 9LX\PYLTLU[Z� MVY� :LJ\YL� :VM[^HYL�
+L]LSVWTLU[��¸5L[^VYR�7YVK\J[�:LJ\YP[`¹� MVY�
M\Y[OLY�KL[HPSZ�VM�[OL�ZLJ\YP[`�]\SULYHIPSP[PLZ�

&ULWLFDO�LQIRUPDWLRQ�LQIUDVWUXFWXUHV��&,,V�
*YP[PJHS� PUMVYTH[PVU� PUMYHZ[Y\J[\YLZ� �*00Z�� HYL�
deÄned�as�important�network�facilities�and�infor�
TH[PVU�Z`Z[LTZ��PU�PUK\Z[YPLZ�HUK�ZLJ[VYZ�Z\JO�
HZ!�[LSLJVTT\UPJH[PVUZ�HUK�PUMVYTH[PVU�ZLY]PJ�
LZ"�LULYN`"� [YHUZWVY[H[PVU"�^H[LY�JVUZLY]HUJ`"�
Änance;�public�service;�e-government;�national�

KLMLUJL"�ZJPLUJL��HZ�̂ LSS�HZ�HU`�V[OLY�PTWVY[HU[�
UL[^VYR�MHJPSP[PLZ�HUK�PUMVYTH[PVU�Z`Z[LTZ�[OH[�
TH`�ZL]LYLS`�LUKHUNLY�UH[PVUHS�ZLJ\YP[ �̀�ZVJPHS�
^LSMHYL� HUK� W\ISPJ� PU[LYLZ[Z� \WVU� ZHIV[HNL��
malfunction� or� data� breach.� CIIs� are� aɈorded�
additional�and�strict�security�protection�require�
TLU[Z�HUK�[OLYL�HYL�VISPNH[PVUZ�YLNHYKPUN�ZLJ\�
YP[`�THUHNLTLU[�TLJOHUPZT��[YHPUPUN��[LJOUPJHS�
TLHZ\YLZ�VM�J`ILYZLJ\YP[`�WYV[LJ[PVU��WYVJ\YL�
TLU[�VM�UL[^VYR�WYVK\J[Z�HUK�ZLY]PJLZ��LTLY�
NLUJ`�YLZWVUZL�WSHUZ��HUK�V[OLYZ��(Z�H�M\UKH�
TLU[HS�WYPUJPWSL��WYV[LJ[PVU�TLHZ\YLZ� ZOHSS�IL�
PTWSLTLU[LK� ZPT\S[HULV\ZS`� ^OLU� KLZPNUPUN��
ZL[[PUN�\W�HUK�\ZPUN�[OL�*00Z�

0U�HKKP[PVU��PU�[OL�L]LU[�[OH[�WYVJ\YPUN�UL[^VYR�
WYVK\J[Z�HUK�ZLY]PJLZ�I`�*00�VWLYH[VYZ��*006Z��
may�aɈect�national�security,�competent�authori�
[PLZ�T\Z[�JVUK\J[�J`ILYZLJ\YP[`�YL]PL^�VM�Z\JO�
WYVJ\YLTLU[�

0RQLWRULQJ��HWF
5L[^VYR� VWLYH[VYZ� ZOHSS� ZL[� \W� J`ILYZLJ\�
YP[`� TVUP[VYPUN�� LHYS`� ^HYUPUN� HUK� LTLYNLUJ`�
YLZWVUZL�WSHUZ� [V�TP[PNH[L� J`ILYZLJ\YP[`� YPZRZ�
HUK�[PTLS`�UV[PM`�YLSL]HU[�WHY[PLZ�\WVU�[OL�VJJ\Y�
YLUJL�VM�J`ILYZLJ\YP[`�PUJPKLU[Z�

1HWZRUN�,QIRUPDWLRQ�6HFXULW\
/HJLWLPDWH�SURFHVVLQJ
56Z�ZOHSS�WYVJLZZ��JVSSLJ[PVU��Z[VYHNL��\ZL��OHU�
KSPUN�� [YHUZMLY�� WYV]PZPVU�� KPZJSVZ\YL�� KLSL[PVU��
L[J�� WLYZVUHS� PUMVYTH[PVU� SH^M\SS �̀� SLNP[PTH[LS �̀�
in�good�faith,�and�only�to�the�extent�necessary,�
HUK�VI[HPU� PUMVYTLK�JVUZLU[� MYVT� [OL�70�Z\I�
QLJ[Z�YLNHYKPUN�[OL�W\YWVZL��TL[OVKZ�HUK�ZJVWL�
VM� WYVJLZZPUN�� 56Z� ZOHSS� HSZV� [HRL� ULJLZZHY`�
TLHZ\YLZ�[V�LUZ\YL�[OL�ZLJ\YP[`�VM�70�P[�JVSSLJ[Z�
HUK� WYVTW[S`� PUMVYT� 70� Z\IQLJ[Z� HUK� YLSL]HU[�
H\[OVYP[PLZ�\WVU�KPZJV]LYPUN�WVZZPISL�VY�PKLU[P�
Äed�PI�security�incidents.

56Z�ZOHSS� [HRL�TLHZ\YLZ� [V� YLZWVUK� [V� SLNP[P�
mate� request� from�PI� subjects� related� to� their�
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70Z��0U�WHY[PJ\SHY��IHZLK�VU�[OL�7073��KLWLUKPUN�
on�their�diɈerent�roles�in�PI�processing,�NOs�are�
JH[LNVYPZLK�HZ�WLYZVUHS�PUMVYTH[PVU�WYVJLZZVYZ�
(PIPs)�–�deÄned�as�any�entity�or�individual�capa�
ISL�VM�KL[LYTPUPUN�[OL�W\YWVZL�HUK�TL[OVK�VM�
70�WYVJLZZPUN�¶�HUK�LU[Y\Z[LK�WYVJLZZVYZ��,7Z��
–�deÄned�as�entities�or�individuals�processing�PI�
VU�ILOHSM�VM�707Z�

>OLU� 70� JVU[HPUZ� ZLUZP[P]L� WLYZVUHS� PUMVYTH�
tion� (SPI),�additional� security� requirements� are�
PTWVZLK�VU�707Z�� Z\JO� HZ�VI[HPUPUN� ZLWHYH[L�
JVUZLU[�HUK�LUJY`W[PVUZ��7SLHZL�ZLL�����7LY�
ZVUHS�+H[H�for�details�of�PI�protection�require�
TLU[Z�MVY�56Z��707Z�HUK�,7Z�

,PSRUWDQW�GDWD
0TWVY[HU[�KH[H�YLMLYZ�[V�KH[H�[OH[�TH`�WV[LU[PHSS`�
OHYT�UH[PVUHS�ZLJ\YP[ �̀�LJVUVTPJ�ZLJ\YP[ �̀�ZVJPHS�
Z[HIPSP[ �̀�W\ISPJ�OLHS[O�HUK�ZLJ\YP[ �̀�^OPJO�TPNO[�
PUJS\KL� \UKPZJSVZLK� NV]LYUTLU[� PUMVYTH[PVU��
PUMVYTH[PVU�YLNHYKPUN�THZZ�WVW\SH[PVU��NLUL[PJ�
OLHS[O��NLVNYHWOPJHS�HUK�TPULYHS�YLZV\YJLZ��HZ�
^LSS�HZ�WYVK\J[PVU�HUK�VWLYH[PVU�PUMVYTH[PVU�VM�
*00Z��,U[P[PLZ�YLZWVUZPISL�MVY�WYVJLZZPUN�PTWVY�
[HU[�KH[H�HYL�Z\IQLJ[�[V�]HYPV\Z�ZLJ\YP[`�VISPNH�
[PVUZ�\UKLY�+:3�� Z\JO�HZ�JVUK\J[PUN�WLYPVKPJ�
risk�assessments�and�Äling�the�relevant�reports�
HZ�̂ LSS�HZ�HKVW[PUN�[LJOUPJHS�TLHZ\YLZ��Z\JO�HZ�
LUJY`W[PVU��IHJR�\W�HUK�TVUP[VYPUN��;OL�ZJVWL�
of� important�data�will�be�deÄned�by�regulatory�
authorities�of�diɈerent�industries�and�regions�in�
\WJVTPUN�SLNPZSH[PVUZ��7SLHZL�ZLL�����4H[LYPHS�
)\ZPULZZ�+H[H�HUK�4H[LYPHS�5VU�W\ISPJ�0UMVY�
TH[PVU�MVY�KL[HPSZ�VU�PTWVY[HU[�KH[H�WYV[LJ[PVU�
requirements.

&URVV�ERUGHU�GDWD�WUDQVIHU
*006Z�T\Z[�Z[VYL�70�HUK� PTWVY[HU[�KH[H�^P[OPU�
*OPUH� HUK� VI[HPU� [OL� HWWYV]HS� VU� HU� H\[OVYP�
[`�SLK� ZLJ\YP[`� HZZLZZTLU[� ILMVYL� [YHUZMLYYPUN�
Z\JO�KH[H�V\[�VM�*OPUH��707Z��^OV�WYVJLZZLK�
WLYZVUHS�PUMVYTH[PVU�YLHJOPUN�H�[OYLZOVSK�[V�IL�
KL[LYTPULK� I`� [OL�*`ILYZWHJL� (KTPUPZ[YH[PVU�

VM�*OPUH��*(*���HYL�Z\IQLJ[�[V�[OL�ZHTL�SVJHSP�
sation� and� security� assessment� requirement.�
Data�processors,� deÄned�as� those�with� ability�
[V�KL[LYTPUL� [OL�W\YWVZLZ�HUK�TLHUZ�VM�KH[H�
WYVJLZZPUN�HJ[P]P[PLZ��ZPTPSHYS`�HYL�Z\IQLJ[�[V�[OL�
security�assessment�requirement.

(JJVYKPUN� [V� [OL� J\YYLU[� KYHM[� YLN\SH[PVUZ� VU�
JYVZZ�IVYKLY�KH[H�[YHUZMLY��KH[H�WYVJLZZVYZ�ZOHSS�
JVUK\J[�H�ZLSM�YPZR�HZZLZZTLU[�ILMVYL�[YHUZMLY�
YPUN� 70� HUK� PTWVY[HU[� KH[H� JYVZZ�IVYKLY�� ;OL�
ZLSM�YPZR�HZZLZZTLU[�HUK�[OL�H\[OVYP[`�SLK�ZLJ\�
YP[`�HZZLZZTLU[�TH`�JV]LY�[OL�UH[\YL�VM�KH[H�[V�
IL�[YHUZMLYYLK��[OL�KH[H�YLJPWPLU[»Z�KH[H�ZLJ\YP[`�
WYV[LJ[PVU�HIPSP[PLZ��[OL�ZLJ\YP[`�TLHZ\YLZ�[HRLU�
[V�WYV[LJ[�KH[H�PU�[YHUZP[��[OL�YLJLP]PUN�JV\U[Y`�
VY� YLNPVU»Z� WVSP[PJHS� HUK� SLNHS� LU]PYVUTLU[� VM�
KH[H�WYV[LJ[PVU��HUK�L]HS\H[PVU�VM�[OL�PTWHJ[�[V�
70�Z\IQLJ[Z��UH[PVUHS�ZLJ\YP[`�HUK�ZVJPHS�PU[LYLZ[Z�
I`�Z\JO�[YHUZMLY��L[J��*YVZZ�IVYKLY�KH[H�[YHUZMLY�
PZ�WYVOPIP[LK� PM� P[� [OYLH[LUZ�UH[PVUHS�ZLJ\YP[`�VY�
W\ISPJ�PU[LYLZ[Z��-VY�KL[HPSLK�JYVZZ�IVYKLY�KH[H�
[YHUZMLY�KLZJYPW[PVUZ��WSLHZL�ZLL�¸*YVZZ�IVYKLY�
+H[H�;YHUZMLY¹�\UKLY�����+L�1\YL�VY�+L�-HJ[V�
:[HUKHYKZ�

;OL� *:3� HUK� YLSL]HU[� YLN\SH[VY`� KVJ\TLU[Z�
HYL�THPUS`�LUMVYJLK�I`�[OL�*(*��[OL�4PUPZ[Y`�VM�
0UK\Z[Y`� HUK� 0UMVYTH[PVU� ;LJOUVSVN`�VM�*OPUH�
�400;��� [OL�4PUPZ[Y`�VM�7\ISPJ�:LJ\YP[`�VM�*OPUH�
�47:���HUK�[OL�:[H[L�(KTPUPZ[YH[PVU�MVY�4HYRL[�
9LN\SH[PVU��:(49���0[� PZ�^VY[O�TLU[PVUPUN�[OH[�
YLN\SH[VY`� KVJ\TLU[Z� PU� KYHM[Z� HYL� JVTTVUS`�
HWWSPLK�HZ�HU�PTWVY[HU[�YLMLYLUJL�MVY�J`ILYZL�
J\YP[`�LUMVYJLTLU[�

6WDWH�VHFUHWV
;OL�.\HYKPUN�:[H[L�:LJYL[Z�3H^�VM�79*��¸:[H[L�
Secrets� Law”)� classiÄes� state� secrets� into�
[OYLL�[PLYZ�HUK�HY[PJ\SH[LZ�YLZWLJ[P]L�WYV[LJ[PVU�
requirements,�which�generally�prevail�over�other�
data�protection�requirements�when�data�is�iden�
tiÄed�as�a�state�secret.
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5HVWULFWLRQV�RQ�VWDWH�DFWLYLWLHV
<UKLY�+:3�HUK�V[OLY�PTWSLTLU[PUN�YLN\SH[PVUZ��
governmental� authorities� bear� conÄdentiality�
VISPNH[PVUZ�̂ P[O�YLZWLJ[�[V�[OL�WLYZVUHS�PUMVYTH�
tion,�trade�secret�and�other�business�conÄdential�
PUMVYTH[PVU�KPZJSVZLK�I`�56Z�

2WKHU�ODZV�DQG�UHJXODWLRQV
=HYPV\Z� V[OLY� SH^Z� HUK� YLN\SH[PVUZ� HSZV� JVU�
[YPI\[L� [V�V[OLY�ZLNTLU[Z�VM� [OL� J`ILYZLJ\YP[`�
YLNPTL�HZ�PSS\Z[YH[LK�ILSV^�

7KH�&U\SWRJUDSK\�/DZ
;OL�*Y`W[VNYHWO`�3H^��THPUS`�LUMVYJLK�I`�[OL�
*Y`W[VNYHWO`� (KTPUPZ[YH[PVU� VM� *OPUH� �:*(���
sets�forth�requirements�for�supplying�and�adopt�
PUN�]HYPV\Z�LUJY`W[PVU��PU�WHY[PJ\SHY�[OL�JVTTLY�
JPHS�LUJY`W[PVU�̂ OPJO�WSH`Z�H�RL`�YVSL�PU�UL[^VYR�
security�required�by�the�CSL.�The�law�also�sets�
MVY[O�[OL�JP]PS�SPHIPSP[PLZ�VM�]PVSH[PVU�

7KH�3URYLVLRQV�RQ�WKH�(FRORJLFDO�*RYHUQDQFH�
RI�1HWZRUN�,QIRUPDWLRQ�&RQWHQWV
;OL� 7YV]PZPVUZ� VU� [OL� ,JVSVNPJHS� .V]LYUHUJL�
VM�5L[^VYR�0UMVYTH[PVU�*VU[LU[Z�[HRLZ�UL[^VYR�
PUMVYTH[PVU� JVU[LU[Z� HZ� [OL� THPU� NV]LYUHUJL�
VIQLJ[Z��HUK��I`�HPTPUN�H[�LZ[HISPZOPUN�HUK�WLY�
MLJ[PUN� H� JVTWYLOLUZP]L� UL[^VYR� NV]LYUHUJL�
Z`Z[LT��JYLH[LZ�H�JSLHU�J`ILYZWHJL�HUK�I\PSKZ�
H�ZV\UK�UL[^VYR�LJVZ`Z[LT�

7KH�&ULPLQDO�/DZ
;OL�*YPTPUHS� 3H^� VM� [OL� 7LVWSL»Z� 9LW\ISPJ� VM�
*OPUH� �*YPTPUHS� 3H^�� YLJVNUPZLZ� [OL� ]HYPV\Z�
J`ILYJYPTLZ�PUMYPUNPUN�70�VY�JVTW\[PUN�Z`Z[LTZ�
HUK� JYPTLZ� \[PSPZPUN� UL[^VYRZ�� HUK� [OL� JYPTL�
VM� MHPS\YL�[V�WLYMVYT�J`ILYZLJ\YP[`� VISPNH[PVUZ��
punishable�by� imprisonment� and/or� Änes.� The�
HIV]L�TLU[PVULK�*YPTPUHS� 3H^� WYV]PZPVUZ� HYL�
LUMVYJLK�I`�47:�HUK�P[Z�SVJHS�HNLUJPLZ�

���� 9LN\SH[VYZ
(SS� RL`� YLN\SH[VYZ� VM� J`ILYZLJ\YP[`� PU� *OPUH� ¶�
UHTLS`�[OL�*(*��400;��47:�HUK�:(49�¶�OH]L�

YLN\SH[VY`� H\[OVYP[PLZ� H[� [OL� UH[PVUHS� SL]LS� HUK�
[OLPY� IYHUJO� HNLUJPLZ� H[� [OL� JV\U[`� SL]LS� VY�
above�that�exercise�their�authorities�within�their�
YLZWLJ[P]L� NLVNYHWOPJ� Q\YPZKPJ[PVU�� PUJS\KPUN�
H\KP[Z�HUK�PU]LZ[PNH[PVUZ�VM�56Z�YLNHYKPUN�]PV�
SH[PVU�VM�J`ILYZLJ\YP[`�YLSH[LK�SH^Z�HUK�YLN\SH�
[PVUZ�

*(*�OHZ�[OL�V]LYHYJOPUN�YLZWVUZPIPSP[`�VM�WSHU�
UPUN�HUK�JV�VYKPUH[PUN�J`ILYZLJ\YP[`�YLN\SH[PVU��
0[�PZ�[OL�TVZ[�HJ[P]L�YLN\SH[VY�PU�[LYTZ�VM�LUHJ[�
PUN� J`ILYZLJ\YP[`� YLN\SH[VY`� KVJ\TLU[Z�� HUK�
P[Z�LUMVYJLTLU[� MVJ\ZLZ�VU� [OL�NV]LYUHUJL�VM�
[OL�¸PU[LYUL[�LJVSVN`¹�HUK�UL[^VYR�PUMVYTH[PVU�
JVU[LU[�

;OL�47:�PZ�[OL�RL`�YLN\SH[VY�HUK�LUMVYJLTLU[�
H\[OVYP[`� VM� [OL� 437:� HUK� UL[^VYR� VWLYH[PVU�
ZLJ\YP[ �̀� HUK� YLZWVUZPISL� MVY� PU]LZ[PNH[PUN� HUK�
WYL]LU[PUN�JYPTLZ�YLSH[LK�[V�JVTW\[PUN�Z`Z[LT�
HUK�70�PUMYPUNLTLU[�

;OL�400;�V]LYZLLZ�[OL� [LSLJVTT\UPJH[PVU�HUK�
PUMVYTH[PVU�[LJOUVSVN`�PUK\Z[Y`�HUK�[O\Z�HKTPU�
PZ[LYZ� [OL� SPJLUJLZ� VM� [OL� THYRL[� WHY[PJPWHU[Z�
PU� [OPZ� PUK\Z[Y �̀� 0[Z�LUMVYJLTLU[� MVJ\ZLZ�VU�70�
WYV[LJ[PVU��LZWLJPHSS`�[LSLJVTT\UPJH[PVU�]HS\L�
HKKLK�ZLY]PJLZ�

;OL�:(49�PZ� YLZWVUZPISL� MVY� [OL�WYV[LJ[PVU�VM�
JVUZ\TLY�YPNO[Z��PUJS\KPUN�JVUZ\TLYZ»�YPNO[Z�PU�
70�HUK�MHPY�THYRL[�JVTWL[P[PVU�

0U� HKKP[PVU� [V� [OL� MV\Y� RL`� YLN\SH[VYZ�� ZVTL�
national� regulators� focus� on� speciÄc� areas� of�
J`ILYZLJ\YP[`�YLSH[LK�TH[[LYZ��HZ�KL[HPSLK�ILSV �̂

•�;OL�5H[PVUHS�:LJ\YP[`�*VTTPZZPVU�VM�[OL�
*VTT\UPZ[�7HY[`�PZ�YLZWVUZPISL�MVY�V]LYZLL�
PUN�HUK�MVYT\SH[PUN�Z[H[L�KH[H�ZLJ\YP[`�Z[YH[L�
NPLZ�\UKLY�+:3�

•�;OL�4PUPZ[Y`�VM�:[H[L�:LJ\YP[`��4::��PZ�
YLZWVUZPISL�MVY�ZHMLN\HYKPUN�UH[PVUHS�ZLJ\YP[`�
VM�KH[H�WYVJLZZPUN�HJ[P]P[PLZ�
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•�;OL�5H[PVUHS�0UMVYTH[PVU�:LJ\YP[`�:[HUK�
HYKPZH[PVU�;LJOUPJHS�*VTTP[[LL��;*�����PZ�
YLZWVUZPISL�MVY�[OL�WYVT\SNH[PVU�VM�J`ILYZL�
J\YP[`�YLSH[LK�UH[PVUHS�Z[HUKHYKZ�

•�;OL�5H[PVUHS�(KTPUPZ[YH[PVU�VM�:[H[L�:LJYL[Z�
7YV[LJ[PVU��5(::7��PZ�YLZWVUZPISL�MVY�437:�
classiÄcation�and�protection�related�to�state�
ZLJYL[Z�

•�;OL�:*(�PZ�YLZWVUZPISL�MVY�YLN\SH[PVU�HUK�
LUMVYJLTLU[�PU�YLSH[PVU�[V�LUJY`W[PVU�HJ[P]P�
[PLZ�

•�;OL�*OPUH�:LJ\YP[PLZ�9LN\SH[VY`�*VTTPZZPVU�
�*:9*���[OL�*OPUH�)HURPUN�HUK�0UZ\YHUJL�
9LN\SH[VY`�*VTTPZZPVU��*)09*���[OL�*OPUH�
0UZ\YHUJL�9LN\SH[VY`�*VTTPZZPVU��*09*��HUK�
[OL�*OPUH�)HURPUN�9LN\SH[VY`�*VTTPZZPVU�
�*)9*��HSZV�YLN\SH[L�J`ILYZLJ\YP[`�TH[[LYZ�PU�
their�respective�Änancial�areas.

���� (KTPUPZ[YH[PVU�HUK�,UMVYJLTLU[�
7YVJLZZ
0U�NLULYHS��[OL�WLUHS[PLZ�[OH[�J`ILYZLJ\YP[`�YLN�
\SH[VYZ� VY� KH[H� WYV[LJ[PVU� H\[OVYP[PLZ� PTWVZL�
VU�[OL�PU]LZ[PNH[LK�LU[P[PLZ�VY�PUKP]PK\HSZ�T\Z[�
JVTWS`�̂ P[O�[OL�SPHIPSP[PLZ�HY[PJ\SH[LK�I`�[OL�*:3��
[OL�+:3�� [OL�7073�HUK��PU�JHZL�^OLYL�JYPTPUHS�
J\SWHIPSP[`�HYPZLZ��[OL�*YPTPUHS�3H �̂

As�for�regulator-speciÄc�administrative�process,�
[OL�7YV]PZPVUZ�VU�0U[LYUL[�:LJ\YP[`�:\WLY]PZPVU�
HUK�0UZWLJ[PVU�I`�7\ISPJ�:LJ\YP[`�6YNHUZ��7\I�
SPJ� :LJ\YP[`� 7YV]PZPVUZ�� ZL[� MVY[O� [OL� Z[HUKHYK�
HKTPUPZ[YH[P]L�WYVJLZZ�VM�J`ILYZLJ\YP[`�LUMVYJL�
TLU[�I`�[OL�47:�HUK�P[Z�IYHUJO�HNLUJPLZ��;OL�
7\ISPJ�:LJ\YP[`�7YV]PZPVUZ�SPTP[�[OL�ZJVWL�VM�[OL�
[HYNL[LK�UL[^VYR�ZLY]PJL�WYV]PKLYZ�HUK�[OL�JVU�
[LU[Z�VM�Z\WLY]PZPVU�HUK�PU]LZ[PNH[PVU�I`�W\ISPJ�
ZLJ\YP[`�HNLUJPLZ��0[�HSZV�HY[PJ\SH[LZ�[^V�TL[O�
VKZ�VM�Z\WLY]PZPVU�HUK�PU]LZ[PNH[PVU��UHTLS`�VU�
ZP[L�PUZWLJ[PVU�HUK�YLTV[L�PUZWLJ[PVU��HUK�ZL[Z�
forth�procedural�requirements�for�each�method.

6[OLY�K\L�WYVJLZZ�HUK�HWWLHS�YPNO[Z�PZZ\LZ�UV[�
JVU[LTWSH[LK�I`�[OL�HIV]L�TLU[PVULK�SH^Z�HUK�

YLN\SH[PVUZ�ZOHSS�� PU� [OLVY �̀�HWWS`� [OL�HKTPUPZ�
[YH[PVU�SH^Z�VM�*OPUH��UHTLS`�[OL�(KTPUPZ[YH[P]L�
7LUHS[`� 3H �̂� [OL� (KTPUPZ[YH[P]L� 9LJVUZPKLYH�
[PVU�3H �̂�[OL�(KTPUPZ[YH[P]L�3P[PNH[PVU�3H �̂�L[J��
0U�WYHJ[PJL��^L�HYL�UV[�H^HYL�VM�HU`�YLTLKPLZ�
\UKLY� [OL� HMVYLTLU[PVULK� HKTPUPZ[YH[PVU� SH^Z�
PUP[PH[LK� I`� YLZWVUKLU[Z�� ;O\Z�� M\Y[OLY� VIZLY�
]H[PVU� PZ�HK]PZLK�YLNHYKPUN� [OL� HWWSPJHIPSP[`�VM�
[OL�HKTPUPZ[YH[PVU�SH^Z�[V�J`ILYZLJ\YP[`�YLSH[LK�
HKTPUPZ[YH[P]L�WYVJLZZ�HUK�LUMVYJLTLU[�

���� 4\S[PSH[LYHS�HUK�:\IUH[PVUHS�0ZZ\LZ
*\YYLU[S �̀� TVZ[� J`ILYZLJ\YP[`� LUMVYJLTLU[�
HJ[PVUZ� HYL� IHZLK� VU� SH^Z� HUK� YLN\SH[PVUZ� H[�
[OL� UH[PVUHS� SL]LS�� 9LN\SH[PVUZ�H[� WYV]PUJPHS� VY�
T\UPJPWHS� SL]LS� HYL� JVTWHYH[P]LS`� SPTP[LK� PU�
U\TILY�HUK�SHJR�\UPMVYTP[`�HUK�JVUZPZ[LUJ`�PU�
subject�matter�and�legal�eɈectiveness.�Although,�
Z\JO�YLNPVUHS�YLN\SH[PVUZ�TH`�VUS`�ZWLJPM`�I\[�
not� exceed� the� requirements� already� contem�
WSH[LK� I`� [OL�*:3�� [OLZL� YLNPVUHS� YLN\SH[PVUZ�
JHU� ZOLK� SPNO[Z� PU� PU[LYWYL[PUN� [OL� *:3�� -VY�
example,�the�Shanghai�Public�Security�Bureau�
PZZ\LK�[OL�(KTPUPZ[YH[P]L�7LUHS[`�.\PKHUJL�VM�
*`ILYZLJ\YP[`� 4HUHNLTLU[�� ZL[[PUN� KL[HPSLK�
Y\SLZ�MVY�PZZ\PUN�HKTPUPZ[YH[P]L�WLUHS[PLZ�MVY�]PV�
SH[PVUZ�VM�[OL�*:3�

(NLUJPLZ�H[�[OL�Z\IUH[PVUHS�SL]LS�WSH`�H�WPSV[PUN�
HUK� JYP[PJHS� YVSL� PU� J`ILYZLJ\YP[`� LUMVYJLTLU[�
activities.�For�example,�the�Beijing�Cyber�Police�
+LWHY[TLU[� PU� ����� SH\UJOLK� HKTPUPZ[YH[P]L�
PUZWLJ[PVUZ� HUK� PZZ\LK� WLUHS[PLZ� JVUJLYUPUN�
J`ILYZLJ\YP[`�MVY�������JVTWHUPLZ��;OL�*`ILY�
7VSPJL�+LWHY[TLU[Z�VM�:OHUNOHP�HUK�:OLUaOLU�
HYL�HSZV�]LY`�HJ[P]L�PU�SH\UJOPUN�Z\JO�PUZWLJ[PVUZ�
VU�JVTWHUPLZ�VM�HSS�ZPaLZ��PUJS\KPUN�T\S[PUH[PVUHS�
corporations.�Furthermore,�following�the�eɈec�
[P]LULZZ�VM�[OL�7073��LUMVYJLTLU[�HJ[PVUZ�OH]L�
expanded�to�include�public�interest�class�actions�
PUP[PH[LK�I`�SVJHS�7YVJ\YH[VYH[LZ��6U���5V]LT�
ILY������� [OL�/HUNaOV\� 0U[LYUL[�*V\Y[� PZZ\LK�
P[Z� KLJPZPVU� MVY� H� W\ISPJ� PU[LYLZ[� JSHZZ� HJ[PVU�
IYV\NO[�I`�[OL�.VUNZO\�+PZ[YPJ[�7YVJ\YH[VYH[L��
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^OLYL�[OL�KLMLUKHU[�^HZ�MV\UK�[V�PUMYPUNL�[OL�
WLYZVUHS�PUMVYTH[PVU�YPNO[Z�HUK�PU[LYLZ[Z�

���� 0UMVYTH[PVU�:OHYPUN�6YNHUPZH[PVUZ�
HUK�.V]LYUTLU[�*`ILYZLJ\YP[`�
(ZZPZ[HUJL
;OL� 5H[PVUHS� *VTW\[LY� 5L[^VYR� ,TLYNLUJ`�
9LZWVUZL�;LJOUPJHS�;LHT�*VVYKPUH[PVU�*LU[YL�
VM�*OPUH��*5,9;��PZ�H�UH[PVUHS�UVU�NV]LYUTLU[�
J`ILYZLJ\YP[`� PUMVYTH[PVU�ZOHYPUN� VYNHUPZH�
[PVU�[OH[�OHZ�WSH`LK�[OL�RL`�JV�VYKPUH[PUN�YVSL�
PU� *OPUH»Z� J`ILYZLJ\YP[`� LTLYNLUJ`� YLZWVUZL�
JVTT\UP[`�ZPUJL������

*5,9;� Y\UZ� [OL� [^V� KH[HIHZLZ� [OH[� TVUP�
[VY�� HSLY[� HUK�WYV]PKL�ZVS\[PVUZ� MVY� PUMVYTH[PVU�
]\SULYHIPSP[PLZ� HUK�THS^HYL�� UHTLS`� [OL�*OPUH�
5H[PVUHS� =\SULYHIPSP[`� +H[HIHZL� �*5=+�� HUK�
[OL� *YP[PJHS� 0UMVYTH[PVU� 0UMYHZ[Y\J[\YL� :LJ\YP[`�
9LZWVUZL�*LU[YL��*00�:9*���IV[O�VM�^OPJO�HYL�
joint� eɈorts� of� information� system� operators,�
[LSLJVTT\UPJH[PVU� VWLYH[VYZ�� J`ILYZLJ\YP[`�
ZLY]PJL�WYV]PKLYZ�HUK�PU[LYUL[�ZLY]PJL�WYV]PKLYZ�

0U� HKKP[PVU�� [OL� *OPUH� 5H[PVUHS� =\SULYHIPSP[`�
+H[HIHZL�VM�0UMVYTH[PVU�:LJ\YP[`��*55=+��PZ�H�
JLU[YHS� NV]LYUTLU[�M\UKLK� KH[HIHZL� [OH[� OHZ�
HUHS`ZLK��HSLY[LK�HUK�YLZWVUKLK�[V�PUMVYTH[PVU�
]\SULYHIPSP[PLZ�ZPUJL���� �

As� required� by� the� Administrative� Provisions�
VU�:LJ\YP[`�=\SULYHIPSP[PLZ�VM�5L[^VYR�7YVK\J[Z�
�=\SULYHIPSP[`�9LN\SH[PVU��� [OL�400;� LZ[HISPZOLK�
[OL�5H[PVUHS�=\SULYHIPSP[PLZ�+H[HIHZL��5=+)��PU�
�����[V�JVSSLJ[�HUK�W\ISPJPZL�[OL�]\SULYHIPSP[PLZ�
YLWVY[LK�I`�56Z��UL[^VYR�WYVK\J[�Z\WWSPLYZ�HUK�
]\SULYHIPSP[PLZ�W\ISPZOPUN�WSH[MVYTZ�

���� :`Z[LT�*OHYHJ[LYPZ[PJZ
>OPSL� [OL� ZJVWL� VM� [OL� J`ILYZLJ\YP[`� YLNPTL�
PU�*OPUH� PZ� JVTWHYH[P]LS`� JVTWYLOLUZP]L� HUK�
KP]LYZL�PU�Z\IQLJ[�TH[[LY��P[�PZ�Z[PSS�\UKLY�KL]LSVW�
ment,�with�more�supplemental�measures�expect�
LK�[V�IL�YLSLHZLK��*`ILYZLJ\YP[`�LUMVYJLTLU[�PU�

*OPUH�OHZ�ILLU�HJ[P]L�HUK�HNNYLZZP]L��LZWLJPHS�
ly�since�2019,�usually�focusing�in�speciÄc�areas,�
Z\JO�HZ�[OL�TVIPSL�HWWSPJH[PVU�KH[H�WYV[LJ[PVU�
JHTWHPNU�PU���� �������HUK�������,UMVYJLTLU[�
is�expected�to�expand�in�scope�and�enhance�in�
extent�in�2022,�focusing�on�app�stores�and�soft�
^HYL�KL]LSVWTLU[�RP[Z��:+2Z��PU[LYWYL[LK�̂ P[OPU�
TVIPSL�HWWSPJH[PVUZ��0U�������[OL�*(*�HSZV�PUP[P�
H[LK�H�ZLYPLZ�VM�LUMVYJLTLU[�HJ[PVUZ�VU�W\ISPJ�
SPZ[PUN�VU�MVYLPNU�ZLJ\YP[PLZ�THYRL[Z��UHTLS �̀�[OL�
Cybersecurity�Review,�expanding�the�scope�of�
LUMVYJLTLU[�HJ[PVUZ�

;OL�J`ILYZLJ\YP[`�SLNHS�Z`Z[LT�PU�*OPUH�HIZVYIZ�
ZVTL�ZLJ\YP[`�WYV[LJ[PVU�TLJOHUPZTZ�MYVT�IV[O�
[OL�<:�HUK�[OL�,<�Z`Z[LTZ��̂ OPSL�THPU[HPUPUN�P[Z�
KPZ[PUJ[P]L�KLZPNUZ��-VY�[OL�UL[^VYR�ZLJ\YP[`�WLY�
spective,�China�aɈords�special�protection�to�CII,�
H�JVUJLW[�KLYP]LK�MYVT�[OL�JYP[PJHS�PUMYHZ[Y\J[\YL�
PU�IV[O�[OL�,<�HUK�[OL�<:�Z`Z[LTZ"�*OPUH�HSZV�
sets�forth�requirements�for�emergency�response,�
ZPTPSHY�[V�[OL�,<�HUK�[OL�<:�Z`Z[LTZ��/V^L]LY��
[OL�TL[OVKVSVN`�[V�PKLU[PM`�*00�HUK�P[Z�IV\UKH�
ries� in�China�diɈers� from� that� used� in� the� EU�
and�the�USA;�in�addition,�security�requirements�
for�CII� is�more�expansive� in�China�as� they�are�
VYNHUPJHSS`� JVUULJ[LK� [V� V[OLY� J`ILYZLJ\YP[`�
ZLNTLU[Z��Z\JO�HZ�ZLJ\YP[`�YL]PL �̂�437:��HUK�
JYVZZ�IVYKLY�KH[H�[YHUZMLY�

(Z�MVY�KH[H�WYV[LJ[PVU��*OPUH�PZ�ZPTPSHY�[V�TVZ[�
V[OLY�Q\YPZKPJ[PVUZ�PU�[OL�YLZWLJ[�[OH[�JVUZLU[�VM�
70�Z\IQLJ[Z�PZ�Z[PSS�[OL�JVYULYZ[VUL�VM�70�WYV[LJ�
tion�while� aɈording�other� limited� lawful� bases,�
yet�it�is�diɈerent�in�at�least�four�major�respects:

•�J\YYLU[S �̀�JVTTLYJPHS�[YHUZHJ[PVUZ�VM�70�HYL�
criminal�oɈences;

•�JVUZLU[�I`�[OL�70�Z\IQLJ[�PZ�HIZVS\[LS`�JLU[YHS�
[V�[OL�SLNHS�Z`Z[LT�PU�*OPUH��HUK�[O\Z�[OL�
KVTPUHU[�ZV\YJL�VM�[OL�SH^M\SULZZ�VM�70�WYV�
JLZZPUN��ZH]L�MVY�V[OLY�SPTP[LK�SH^M\S�IHZLZ�
WYV]PKLK�I`�[OL�7073��Z\JO�HZ�WYVJLZZPUN�
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HJ[P]P[PLZ�ULJLZZHY`�MVY�[OL�JVTWSPHUJL�VM�
SLNHS�VISPNH[PVUZ"

•�the�China�regime�aɈords�additional�protection�
[V�PTWVY[HU[�KH[H��H�JVUJLW[�[OH[�[OL�,<�VY�
the�US�systems�do�not�explicitly�contemplate;�
HUK

•�HS[OV\NO�JYVZZ�IVYKLY�KH[H�[YHUZMLY�PZ�
LUJV\YHNLK��SVJHSPZH[PVU�HUK�H\[OVYP[`�
approval�is�required�if�regulators�deem�the�
transfer�may�aɈect�national�security�and�pub�
SPJ�PU[LYLZ[Z�

���� 2L`�+L]LSVWTLU[Z
0U�[OL�WYPVY����TVU[OZ��H�ZLYPLZ�VM�RL`�SH^Z�HUK�
YLN\SH[PVUZ� �PUJS\KPUN� KYHM[Z�� ^LYL� YLSLHZLK� VY�
JHTL�PU[V�MVYJL��PUJS\KPUN�[OL�MVSSV^PUN�

•�;OL�+:3�^HZ�YLSLHZLK�VU����1\UL������HUK�
came�into�eɈect�on�1�November�2021.�Please�
ZLL�����3H^Z�MVY�M\Y[OLY�PUMVYTH[PVU�

•�;OL�7073�^HZ�YLSLHZLK�VU����(\N\Z[������
and�came�into�eɈect�on�1�November�2021,�
marking�China’s�Ärst�comprehensive�legisla�
tion�to�deÄne,�establish,�and�integrate�the�
WYV]PZPVUZ�YLNHYKPUN�70�WYV[LJ[PVU��7SLHZL�ZLL�
����3H^Z�MVY�M\Y[OLY�PUMVYTH[PVU�

•�;OL�*YP[PJHS�0UMVYTH[PVU�0UMYHZ[Y\J[\YL�:LJ\YP[`�
7YV[LJ[PVU�9LN\SH[PVU��*00�:LJ\YP[`�9LN\SH�
tion)�came�into�eɈect�on�1�Sept�2021,�clari�
fying�CII�identiÄcation�rules�and�providing�
*006Z»�UL[^VYR�WYV[LJ[PVU�VISPNH[PVUZ�

•�;OL�*`ILYZLJ\YP[`�9L]PL^�4LHZ\YLZ�^HZ�
WHZZLK�PU�5V]LTILY������HUK�JHTL�PU[V�
eɈect�on�15�February�2022,�expanding�the�
ZJVWL�VM�J`ILYZLJ\YP[`�YL]PL^�[V�JVTWHUPLZ�
planning�to�do�public�oɈerings�in�foreign�
ZLJ\YP[PLZ�THYRL[Z�

•�;OL�7YV]PZPVUZ�VU�:L]LYHS�0ZZ\LZ�JVUJLYU�
PUN�[OL�(WWSPJH[PVU�VM�3H^�PU�[OL�;YPHS�VM�*P]PS�
*HZLZ�YLSH[LK�[V�[OL�<ZL�VM�-HJ[\HS�9LJVNUP�
[PVU�;LJOUVSVN`�[V�7YVJLZZ�7LYZVUHS�0UMVY�
mation�came�into�eɈect�from�1�August�2021,�
WYV]PKPUN�KL[HPSLK�PUZ[Y\J[PVUZ�[V�JV\Y[Z�^OLU�
JVUZPKLYPUN�JHZLZ�PU]VS]PUN�MHJPHS�YLJVNUP[PVU�

•�;OL�(SNVYP[OTPJ�9LJVTTLUKH[PVU�VM�0U[LYUL[�
0UMVYTH[PVU�:LY]PJL�4LHZ\YLZ��^HZ�WHZZLK�
in�November�2021�and�came�into�eɈect�on�
1�March�2022;�this�is�the�Ärst�regulation�in�
China�that�speciÄcally�targets�the�use�of�artiÄ�
JPHS�PU[LSSPNLUJL�

As�for�signiÄcant�law�enforcement�activities,�the�
ZWLJPHS� LUMVYJLTLU[� JHTWHPNU� HNHPUZ[�TVIPSL�
HWWSPJH[PVUZ� PSSLNHSS`�JVSSLJ[PUN�HUK�WYVJLZZPUN�
70�OHZ�KPZJV]LYLK�[OV\ZHUKZ�VM�TVIPSL�HWWSPJH�
[PVUZ�PUMYPUNPUN�70�HUK�VYKLYLK�]PVSH[VYZ�[V�YLJ[PM`�
HJJVYKPUNS �̀�THYRPUN�[OL�[YLUK�VM�PUJYLHZPUN�HUK�
extensive�enforcement�activities�by�joint�forces�
VM� YLN\SH[VYZ�� ;OL� ¸1PUN^HUN�����¹� JHTWHPNU�
HNHPUZ[� PU[LYUL[�IHZLK�JYPTLZ� HUK�70� PUMYPUNL�
TLU[�HSZV�THYRZ�[OL�JVU[PU\V\Z�Z[YLUN[OLUPUN�
VM� LSL]H[LK� J`ILYZLJ\YP[`� LUMVYJLTLU[� I`� [OL�
47:�

1.8� SigniÄcant�Pending�Changes,�Hot�
;VWPJZ�HUK�0ZZ\LZ
;OL�*(*� YLSLHZLK� [OL�5L[^VYR� +H[H� :LJ\YP[`�
4HUHNLTLU[�9LN\SH[PVU��+H[H�:LJ\YP[`�9LN\SH�
[PVU��MVY�W\ISPJ�JVTTLU[Z�VU����5V]LTILY�������
HPTPUN�[V�WYV]PKL�HU�V]LYHYJOPUN�PTWSLTLU[PUN�
YLN\SH[PVU� MVY� [OL�*:3�� [OL�+:3�HUK�[OL�7073��
The�Data� Security� Regulation� expected� to� be�
H�NHTL�JOHUNLY�PU�[OL�J`ILYZLJ\YP[`�HUK�KH[H�
WYV[LJ[PVU�HYLH��ILJH\ZL�[OL�9LN\SH[PVU�^V\SK�
provide� clariÄcation� in� many� pending� issues,�
Z\JO�HZ!

•�[OL�YLWVY[PUN�[PTL�HM[LY�PKLU[PM`PUN�ZLJ\YP[`�
PUJPKLU[Z"

•�[OL�ZJVWL�VM�PTWVY[HU[�KH[H�HUK�VISPNH[PVUZ�
VM�PTWVY[HU[�KH[H�WYVJLZZVYZ"

•�[OYLZOVSK�VM�70�SVJHSPZH[PVU"
•�[OL�YPNO[Z�HUK�VISPNH[PVUZ�VM�KH[H�ZLJ\YP[`�
oɉcers;

•�prerequisites�of�PI�portability�rights.

-\Y[OLYTVYL��TLHZ\YLZ�MVY�JYVZZ�IVYKLY�[YHUZ�
MLY��Z\JO�HZ�WYVJLK\YLZ�VM�ZLJ\YP[`�HZZLZZTLU[�
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HUK�Z[HUKHYK�JVU[YHJ[\HS�JSH\ZLZ�[LTWSH[L�HYL�
also�expected�to�be�Änalised�within�2022.

A�number�of�draft� industry-speciÄc�regulations�
and�national�standards�are�likely�to�be�Änalised�
[OPZ�`LHY��Z\JO�HZ�[OL�KYHM[�+H[H�:LJ\YP[`�4HU�
HNLTLU[�4LHZ\YLZ�VM�0UK\Z[Y`�HUK�0UMVYTH[PVU�
;LJOUVSVN`� :LJ[VY� �400;� +H[H� :LJ\YP[`� 4LHZ�
\YLZ��PZZ\LK�I`�[OL�400;�

/V[� [VWPJZ�VM�LUMVYJLTLU[�LTLYNPUN�ZPUJL�[OL�
ZLJVUK�OHSM�VM������PUJS\KL!

•�[OL�SH^M\SULZZ�VM�JVSSLJ[PUN�KH[H�MYVT�[OPYK�
WHY[PLZ�I`�[LJOUPJHS�TLHZ\YLZ��PU�WHY[PJ\SHY�
ZVM[^HYL�KL]LSVWTLU[�RP[��:+2�"

•�WYVJLZZPUN�70�^P[OPU�[OL�ZJVWL�VM�ULJLZZP[ �̀�
PU�WHY[PJ\SHY�ZPUJL�[OL�YLSLHZL�VM�7YV]PZPVUZ�VU�
[OL�:JVWL�VM�5LJLZZHY`�7LYZVUHS�0UMVYTH[PVU�
VM�*VTTVU�4VIPSL�0U[LYUL[�(WWSPJH[PVUZ�PU�
4HYJO�����"

•�[OL�WLYJLW[PVU�VM�WLYZVUHS�PUMVYTH[PVU�WYV�
JLZZPUN�HJ[P]P[PLZ"�HUK

•�J`ILYZLJ\YP[`�YL]PL^�VU�JVTWHUPLZ�WSHUUPUN�
�VY�HSYLHK`��[V�IL�SPZ[LK�PU�[OL�MVYLPNU�W\ISPJ�
oɈering�process.

Lastly,�sectors�such�as�Änancial�services,�auto�
motive� and� internet� services� have� experience�
OLPNO[LULK�YLN\SH[VY`�ZJY\[PU`�PU������

� � � 2 , @ � 3 (>: � ( 5+�
9 ,.< 3(;69: � (;�
5 (; 0 65( 3 � (5+�
: <)5(; 0 65( 3 � 3 , = , 3 :

���� 2L`�3H^Z
(Z�TLU[PVULK�PU�����3H^Z��[OL�*:3��HSVUN�^P[O�
[OL�+:3�HUK�[OL�7073��SH`�[OL�MV\UKH[PVU�VM�[OL�
J`ILYZLJ\YP[`�SLNHS�Z`Z[LT�PU�*OPUH�[OH[�HWWSPLZ�
[V� HSS� RPUKZ� VM� KH[H�� Z`Z[LTZ� HUK� PUMVYTH[PVU�
PUMYHZ[Y\J[\YLZ�� Z\WWSLTLU[LK� I`� H� ZLYPLZ� VM�
PTWSLTLU[H[PVU�TLHZ\YLZ� HUK� V[OLY� SH^Z� HUK�

YLN\SH[PVUZ�HZ�SPZ[LK�ILSV^�HUK�ZVY[LK�I`�J`ILY�
ZLJ\YP[`�ZLNTLU[Z�

1HWZRUN�2SHUDWLRQ�6HFXULW\
(�!�437:�¶�9LN\SH[PVU�VU�.YHKLK�7YV[LJ[PVU�VM�
*`ILYZLJ\YP[`��+YHM[�MVY�*VTTLU[Z���+YHM[�437:�
9LN\SH[PVUZ��

(�!� *00� 7YV[LJ[PVU� ¶� *00� :LJ\YP[`� 9LN\SH[PVU"�
*`ILYZLJ\YP[`�9L]PL^�4LHZ\YLZ��HZ�HTLUKLK�

(�!� *`ILYZLJ\YP[`� 9L]PL^� HUK� ,TLYNLUJ`�
9LZWVUZL� ¶� *`ILYZLJ\YP[`� 9L]PL^� 4LHZ\YLZ��
HZ�HTLUKLK�

(�!�,UJY`W[PVU�¶�[OL�*Y`W[VNYHWO`�3H^�HUK�[OL�
3H^�VU�.\HYKPUN�:[H[L�:LJYL[Z�

1HWZRUN�,QIRUPDWLRQ�6HFXULW\
)�!�7LYZVUHS�0UMVYTH[PVU�7YV[LJ[PVU�¶�*P]PS�*VKL��
7073��KYHM[�+H[H�:LJ\YP[`�9LN\SH[PVU��7YV]PZPVUZ�
VU�[OL�:JVWL�VM�5LJLZZHY`�7LYZVUHS�0UMVYTH[PVU�
VM�*VTTVU�4VIPSL�(WWSPJH[PVUZ�HUK�7YV]PZPVUZ�
VU�[OL�*`ILY�7YV[LJ[PVU�VM�*OPSKYLU»Z�7LYZVUHS�
0UMVYTH[PVU�

)�!� 0TWVY[HU[� +H[H� HUK� :[H[L� :LJYL[Z� ¶� +:3��
3H^�VU�.\HYKPUN�:[H[L�:LJYL[Z�

)�!�*YVZZ�IVYKLY�+H[H�;YHUZMLY�¶�+:3��7073�HUK�
*YVZZ�IVYKLY� +H[H� ;YHUZMLY� :LJ\YP[`� (ZZLZZ�
TLU[��KYHM[��

)�!�0U[LYUL[�0UMVYTH[PVU�*VU[LU[�(KTPUPZ[YH[PVU�
¶�7YV]PZPVUZ�VU�.V]LYUHUJL�VM�5L[^VYR�0UMVYTH�
[PVU�*VU[LU[�,JVSVN �̀�(SNVYP[OTPJ�9LJVTTLU�
KH[PVU�VM�0U[LYUL[�0UMVYTH[PVU�:LY]PJL�4LHZ\YLZ��
7YV]PZPVUZ�VU�[OL�(KTPUPZ[YH[PVU�VM�)SVJRJOHPU�
0UMVYTH[PVU�:LY]PJLZ��7YV]PZPVUZ�MVY�[OL�(KTPU�
PZ[YH[PVU�VM�0U[LYUL[�5L^Z�0UMVYTH[PVU�:LY]PJLZ��
HUK�V[OLYZ�
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0U�HKKP[PVU��(Y[PJSLZ�������������������HUK��������
VM�[OL�*YPTPUHS�3H^�HWWS`�[V�[OL�JYPTLZ�YLSH[LK�
[V�J`ILYZLJ\YP[ �̀

���� 9LN\SH[VYZ
7SLHZL�YLMLY�[V�����9LN\SH[VYZ�MVY�[OLPY�YLZWLJ�
[P]L�YLZWVUZPISL�HYLH�VM�J`ILYZLJ\YP[ �̀

���� 6]LY�(YJOPUN�*`ILYZLJ\YP[`�(NLUJ`
<UKLY�(Y[PJSL���VM�[OL�*:3��[OL�*(*�PZ�[OL�V]LY�
HYJOPUN� J`ILYZLJ\YP[`� YLN\SH[VY� HUK� HNLUJ`� PU�
*OPUH��7SLHZL�YLMLY�[V�����9LN\SH[VYZ�MVY�P[Z�ZWL�
ciÄc�regulatory�role.

���� +H[H�7YV[LJ[PVU�(\[OVYP[PLZ�VY�
7YP]HJ`�9LN\SH[VYZ
;OL�*(*��400;��47:�HUK�:(49�H[�[OL�UH[PVUHS�
SL]LS��HUK�[OLPY�IYHUJOLZ�H[�[OL�JV\U[`�SL]LS�VY�
HIV]L�� HYL� [OL� THQVY� KH[H� WYV[LJ[PVU� H\[OVYP�
[PLZ�HUK�WYP]HJ`�YLN\SH[VYZ��7SLHZL�YLMLY�[V�����
9LN\SH[VYZ�MVY�[OLPY�YLZWLJ[P]L�YVSL�PU�KH[H�WYV�
[LJ[PVU��;OL�;*����PZ�HSZV�HU�PTWVY[HU[�WYP]HJ`�
YLN\SH[VY� [OH[� MVJ\ZLZ� VU� [OL� WYVT\SNH[PVU�VM�
KH[H�WYV[LJ[PVU�YLSH[LK�UH[PVUHS�Z[HUKHYKZ��HUK�
TVZ[� VM� [OL� UH[PVUHS� Z[HUKHYKZ� HYL� UV[� SLNHSS`�
IPUKPUN�I\[�ZLY]L�HZ�PTWVY[HU[�YLMLYLUJL�PU�SLNHS�
LUMVYJLTLU[�HJ[P]P[PLZ�

���� -PUHUJPHS�VY�6[OLY�:LJ[VYHS�
9LN\SH[VYZ
;OL�*:9*� HKTPUPZ[LYZ� H� ZLYPLZ� VM� ZLJ\YP[PLZ�
related� Änancial� activities� in� China,� including�
initial�public�oɈering�(IPO),�corporate�restructur�
PUN��HUK�YLSH[LK�[YHUZHJ[PVUZ��+H[H�JVTWSPHUJL�
VM�SPZ[PUN�JVTWHUPLZ�OHZ�ILJVTL�VUL�VM�[OL�RL`�
MHJ[VYZ�PU�*:9*�HWWYV]PUN�Z\JO�HJ[P]P[PLZ�HUK�
JVU[YPI\[LZ� [V� *:9*»Z� YLQLJ[PVU� VM� 076� SPZ[PUN�
HWWSPJH[PVU�PU�ZVTL�JHZLZ��0U�H�UL^�KYHM[�YLN\�
SH[PVU�PZZ\LK�I`�[OL�*:9*�PU�+LJLTILY�������
the� regulators� speciÄcally� required� issuers� to�
JVTWS`�^P[O�J`ILYZLJ\YP[`�HUK�KH[H�WYV[LJ[PVU�
requirements�when�planning�to�be�listed�in�for�
LPNU�ZLJ\YP[PLZ�THYRL[Z�

;OL� *)09*�� *09*� HUK� *)9*� HSZV� YLN\SH[L�
J`ILYZLJ\YP[`�TH[[LYZ�PU�[OLPY�YLZWLJ[P]L�YLZWVU�
sible� Änancial� areas.� In� particular,� the� CBIRC�
[HRLZ�HU�HJ[P]L�YLN\SH[VY`�YVSL��HZ�P[�PZZ\LK�[OL�
.\PKLSPULZ� MVY� +H[H� 4HUHNLTLU[� VM� )HURPUN�
-PUHUJPHS�0UZ[P[\[PVUZ�PU�4H`������HUK�PZ�J\YYLU[�
S`�WYVTV[PUN�[OL�SLNPZSH[PVU�YLNHYKPUN�WLYZVUHS�
Änancial� information� protection.� The� People’s�
)HUR� VM�*OPUH� �7)6*�� PZ� HSZV� H� RL`� YLN\SH[VY�
over� Änancial� institutions,�and�released� Imple�
TLU[PUN�4LHZ\YLZ�VM�[OL�7)6*�MVY�7YV[LJ[PVU�
VM� -PUHUJPHS� *VUZ\TLYZ»� 9PNO[Z� HUK� 0U[LYLZ[Z��
^OPJO�JHTL�PU[V�MVYJL�VU���5V]LTILY������HZ�
^LSS�HZ�[OL�7LYZVUHS�-PUHUJPHS�0UMVYTH[PVU�7YV�
tection�Technical�SpeciÄcation,�an�industry�best�
WYHJ[PJL�Z[HUKHYK�

���� 6[OLY�9LSL]HU[�9LN\SH[VYZ�HUK�
(NLUJPLZ
6[OLY�RL`�YLN\SH[VYZ�PUJS\KL�[OL�5(::7�HUK�[OL�
:*(��HZ�KPZJ\ZZLK�PU�����9LN\SH[VYZ�

� � � 2 , @ � - 9(4,>692:

���� +L�1\YL�VY�+L�-HJ[V�:[HUKHYKZ
.H\�)UDPHZRUNV
(�ZLYPLZ�VM�UH[PVUHS�Z[HUKHYKZ�HUK�NV]LYUTLU[�
HUUV\UJLTLU[Z�OH]L�ILLU�YLSLHZLK��(S[OV\NO�
some� of� them� were� Änalised� in� 2021,� many�
KVJ\TLU[Z�HYL�Z[PSS�PU�KYHM[�MVYT�MVY�W\ISPJ�JVT�
TLU[Z�HUK�J\YYLU[S`�HSS�Z\JO�UH[PVUHS�Z[HUKHYKZ�
HYL�UV[�THUKH[VY �̀�/V^L]LY��PU�WYHJ[PJL�H�U\T�
ILY�VM�[OLZL�KVJ\TLU[Z�HYL�JVTTVUS`�KLWSV`LK�
HZ�N\PKHUJL�MVY�SH^�LUMVYJLTLU[�HUK�JVYWVYH[L�
JVTWSPHUJL��Z\JO�HZ�[OL�MVSSV^PUN�

0/36�DQG�QHWZRUN�VHFXULW\�LQ�JHQHUDO
;OL�0UMVYTH[PVU�:LJ\YP[`�;LJOUVSVN`�¶�)HZLSPUL�
for�ClassiÄed�Protection�of�Cybersecurity�(GB/T�
���� ���� ���437:�)HZLSPUL�:[HUKHYKZ��HUK�[OL�
Information�Security�Technology�–�ClassiÄcation�
Guide�for�ClassiÄed�Protection�of�Cybersecurity�
set�forth�speciÄcations�encompassing�the�MLPS�



��

*/05(� LAW AND PRACTICE
&RQWULEXWHG�E\��:\ZHU�5PUN�HUK�/HU�>\��.LQJ�	�:RRG�0DOOHVRQV�

classiÄcation� and� evaluation� process� and� the�
respective� requirements� for� systems� at� each�
MLPS�classiÄcation�level.�Guidelines�on�the�Pro�
[LJ[PVU�VM�0UMVYTH[PVU�:LJ\YP[`�VM�0UK\Z[YPHS�*VU�
[YVS�:`Z[LTZ��0*:�.\PKLSPULZ���WYVT\SNH[LK�I`�
[OL�400;��ZL[�MVY[O�ZLJ\YP[`�WYV[LJ[PVU�MVY�PUK\Z[YP�
HS�JVU[YVS�Z`Z[LTZ��0*:��PU�]HYPV\Z�HZWLJ[Z��Z\JO�
HZ�WO`ZPJHS�LU]PYVUTLU[��H\[OLU[PJH[PVU��YLTV[L�
HJJLZZ�HUK�LTLYNLUJL�YLZWVUZL�

&,,V
;OL� 0UMVYTH[PVU� :LJ\YP[`� ;LJOUVSVN`� ¶�*`ILY�
security� Protection� Requirements� of� Critical�
0UMVYTH[PVU�0UMYHZ[Y\J[\YL��+YHM[�MVY�*VTTLU[Z���
[OL�0UMVYTH[PVU�:LJ\YP[`�;LJOUVSVN`�¶�.\PKL�[V�
:LJ\YP[`� 0UZWLJ[PVU� HUK� ,]HS\H[PVU� VM� *YP[PJHS�
0UMVYTH[PVU�0UMYHZ[Y\J[\YL��+YHM[�MVY�*VTTLU[Z���
HUK�[OL�0UMVYTH[PVU�:LJ\YP[`�;LJOUVSVN`�¶�0UKP�
JH[VY�:`Z[LT�VM�*YP[PJHS�0UMVYTH[PVU�0UMYHZ[Y\J�
[\YL�:LJ\YP[`�(ZZ\YHUJL��+YHM[�MVY�*VTTLU[Z��HSS�
contemplate�the�requirements�of�the�identiÄca�
[PVU��PUZWLJ[PVU��L]HS\H[PVU�HUK�ZLJ\YP[`�VM�*00Z�

(PHUJHQF\�UHVSRQVH
;OL�5H[PVUHS�*`ILYZLJ\YP[`�0UJPKLU[�,TLYNLUJ`�
9LZWVUZL�7SHU��WYVT\SNH[LK�I`�[OL�*(*��ZL[Z�
MVY[O� LTLYNLUJ`� YLZWVUZL� TLHZ\YLZ� [V� ]HYP�
V\Z�J`ILYZLJ\YP[`�PUJPKLU[Z�I`�H\[OVYP[PLZ��;OL�
,TLYNLUJ`� 9LZWVUZL� 7SHU� MVY� *`ILYZLJ\YP[`�
0UJPKLU[Z�PU�7\ISPJ�0U[LYUL[�5L[^VYR��WYVT\SNH[�
LK�I`�[OL�400;��ZL[Z�MVY[O�LTLYNLUJ`�YLZWVUZL�
TLHZ\YLZ�HWWSPJHISL�[V�PU[LYUL[�PUK\Z[Y`�WHY[PJP�
WHU[Z��;OL�KYHM[�+H[H�:LJ\YP[`�9LN\SH[PVU�WYV�
WVZLZ� [OL�[PTL� SPTP[�HZ�^LSS� HZ�WYVJLK\YLZ� MVY�
YLWVY[PUN�[OL�PUJPKLU[Z�

3HUVRQDO�LQIRUPDWLRQ
The�PIPL�provides�an�expanded�deÄnition�of�PI�
and�speciÄes�rules�for�PI�processing�activities,�
70� WYV[LJ[PVU�TLHZ\YLZ� HUK� YPNO[Z� MVY�70� Z\I�
QLJ[Z��;OL�7073� PZ� YLNHYKLK�HZ� [OL� M\UKHTLU�
[HS� SLNPZSH[PVU� [OH[� W\[� PU� WSHJL� H� RL`�I\PSKPUN�
ISVJR�VM�[OL�WLYZVUHS�KH[H�WYV[LJ[PVU��/V^L]LY��
national�standard�PI�SpeciÄcations�are�still�prac�

[PJHS�N\PKHUJL�[V�70�WYV[LJ[PVU�HWWSPJHISL�707Z�
HUK�HYL�YLMLYYLK�[V�PU�KH[H�WYV[LJ[PVU�JVTWSPHUJL�
WYHJ[PJL�HUK�LUMVYJLTLU[��.\PKLSPULZ�MVY�0U[LY�
UL[� 7LYZVUHS� 0UMVYTH[PVU� :LJ\YP[`� 7YV[LJ[PVU��
WYVT\SNH[LK�THPUS`�I`�[OL�47:��WYV]PKLZ�N\PK�
HUJL�VM�70�WYV[LJ[PVU�[HPSVYLK�[V�PU[LYUL[�JVTWH�
nies.�Measures�for�the�IdentiÄcation�of�Collect�
PUN�HUK�<[PSPZPUN�7LYZVUHS�0UMVYTH[PVU�I`�(WWZ�PU�
=PVSH[PVU�VM�3H^Z�HUK�9LN\SH[PVUZ��QVPU[S`�PZZ\LK�
I`� [OL�*(*��47:��400;�HUK�:(49��ZL[Z� MVY[O�
TL[OVKZ� VM� PKLU[PM`PUN� \USH^M\S� 70� WYVJLZZPUN�
I`�TVIPSL�HWWSPJH[PVUZ��7YV]PZPVUZ�VU�[OL�:JVWL�
VM�5LJLZZHY`�7LYZVUHS�0UMVYTH[PVU�VM�*VTTVU�
Mobile�Applications,�released�in�2021,�identiÄes�
[OL�ZJVWL�VM�ULJLZZHY`�70�MVY�[OL�IHZPJ�ZLY]PJLZ�
VM����JH[LNVYPLZ�HUK�WYVOPIP[Z�HWWZ�MYVT�YLM\Z�
PUN�[V�WYV]PKL�IHZPJ�ZLY]PJL�^OLU�\ZLYZ�YLM\ZL�
[V�WYV]PKL�UVU�ULJLZZHY`�70�

&URVV�ERUGHU�GDWD�WUDQVIHU
(Z�TLU[PVULK� HIV]L�� \UKLY� [OL�*:3� HUK� [OL�
DSL,� unless� otherwise� required� by� laws� and�
regulations,�CIIOs�are�required�to�localise�PI�and�
PTWVY[HU[�KH[H�VI[HPULK�MYVT�VWLYH[PVUZ�PU�*OP�
UH��JVUK\J[�JYVZZ�IVYKLY�[YHUZMLY�VM�Z\JO�KH[H�
VUS`�^OLU�ULJLZZHY �̀�WLYMVYT�ZLJ\YP[`�HZZLZZ�
ment�requirement�beforehand.�For�general�PIPs�
PU[LUKLK� [V� JVUK\J[� 70� JYVZZ�IVYKLY� [YHUZMLY��
W\YZ\HU[�[V�[OL�7073��[OL�707Z�ZOHSS� PUMVYT�[OL�
70�Z\IQLJ[Z�JVUJLYULK�HUK�VI[HPU�[OLPY�ZLWHYH[L�
JVUZLU[��;OL�707Z�ZOHSS�HSZV�JVUK\J[�H�WLYZVUHS�
PUMVYTH[PVU�PTWHJ[�HZZLZZTLU[��700(��̂ P[O�YLNHYK�
[V�[OL�ULJLZZP[ �̀�SLNP[PTHJ`�HUK�SH^M\SULZZ�VM�[OL�
[YHUZMLY��PTWHJ[�VU�70�Z\IQLJ[��ZLJ\YP[`�YPZR�HUK�
JVYYLZWVUKPUN� TLHZ\YLZ� [V� TP[PNH[L� [OL� YPZR��
4VYLV]LY��707Z�ZOHSS�ZH[PZM`�H[� SLHZ[�VUL�VM�[OL�
MVSSV^PUN�JVUKP[PVUZ!

•�JVUK\J[PUN�ZLJ\YP[`�HZZLZZTLU[��PM�TLL[PUN�
[OL�SVJHSPZH[PVU�[OYLZOVSK�"

•�obtaining�PI�protection�certiÄcation�by�quali�
Äed�entities;

•�LU[LYPUN�PU[V�Z[HUKHYK�JVU[YHJ[Z�YLJVNUPZLK�
I`�[OL�Z[H[L�^P[O�[OL�70�YLJLP]LY"�VY
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•�V[OLY�JVUKP[PVUZ�WYV]PKLK�I`�HWWSPJHISL�YLN\�
SH[PVUZ�

���� *VUZLUZ\Z�VY�*VTTVUS`�(WWSPLK�
-YHTL^VYR
;OL� THQVY� JVTTVUS`� HWWSPLK� MYHTL^VYR� MVY�
required� “reasonable� security”� are� the� regu�
SH[PVUZ� HUK� UH[PVUHS� Z[HUKHYKZ� YLSH[LK� [V� [OL�
437:��7SLHZL� ZLL�����2L`� 3H^Z� HUK�����+L�
1\YL�VY�+L�-HJ[V�:[HUKHYKZ�MVY�M\Y[OLY�KL[HPSZ�

���� 3LNHS�9LX\PYLTLU[Z
The� following� illustrate� the� legal� requirements�
and�applicable�standards�for�speciÄc�cyberse�
J\YP[`�ZLJ[VYZ�

:ULWWHQ�,QIRUPDWLRQ�6HFXULW\�3ODQV�RU�
3URJUDPPHV
China� has� not� established� any� legal� require�
TLU[Z� YLNHYKPUN� ^YP[[LU� PUMVYTH[PVU� ZLJ\YP[`�
WSHUZ�VY�WYVNYHTTLZ��/V^L]LY��56Z�HYL�NLU�
erally�required�to�provide�PI�subjects�with�writ�
[LU� KVJ\TLU[Z�� \Z\HSS`� PU� [OL� MVYT�VM� WYP]HJ`�
WVSPJPLZ�VY�JVUZLU[�SL[[LYZ��[V�PUMVYT�[OLT�VM�[OL�
W\YWVZL��TL[OVKZ�� HUK�ZJVWL�VM�70� JVSSLJ[PVU�
HUK�WYVJLZZPUN��[OL�56Z»�70�ZLJ\YP[`�WYV[LJ[PVU�
TLJOHUPZTZ��70�Z\IQLJ[Z»�HWWYVHJOLZ�VM�HZZLY[�
PUN�70�YLSH[LK�JSHPTZ��YPZRZ�VM�70�WYVJLZZPUN��HUK�
V[OLYZ�

,QFLGHQW�5HVSRQVH�3ODQV
The� CSL� requires� that� relevant� government�
H\[OVYP[PLZ�MVYT\SH[L�LTLYNLUJ`�YLZWVUZL�WSHUZ�
for� their� respective� industries�and�Äelds.�Such�
LTLYNLUJ`� YLZWVUZL� WSHUZ� ZOHSS� JVTWS`� ^P[O�
[OL�5H[PVUHS�*`ILYZLJ\YP[`�0UJPKLU[�,TLYNLUJ`�
Response�Plan,�which� classiÄes� cybersecurity�
PUJPKLU[Z�PU[V�MV\Y�JH[LNVYPLZ�HJJVYKPUN�[V�[OLPY�
ZL]LYP[`�HUK�HY[PJ\SH[LZ�[OL�YLZWLJ[P]L�YLZWVUZLZ�
[V�LHJO�SL]LS��*VUZPZ[LU[�^P[O�[OL�*:3��[OL�+:3�
requires�the�competent�authority�to� initiate�the�
PUJPKLU[� YLZWVUZL� WSHU�� [HRL� [OL� JVYYLZWVUK�
PUN�LTLYNLUJ`�YLZWVUZL�TLHZ\YLZ��HUK�[PTLS`�

YLWVY[�[V�[OL�W\ISPJ�PU�[OL�L]LU[�VM�H�KH[H�ZLJ\YP[`�
PUJPKLU[�

(Z�MVY�WYP]H[L�ZLJ[VYZ��[OL�7073�W\[�MVY^HYK�[OL�
same�obligations�by�requiring�PIPs�to�formulate�
PUJPKLU[�YLZWVUZL�WSHU�MVY�70�ZLJ\YP[`�PUJPKLU[��
It� is�worth�mentioning� that,� systems�classiÄed�
H[�437:�SL]LS���VY�HIV]L�T\Z[�MVYT\SH[L�[OLPY�
V^U�LTLYNLUJ`�YLZWVUZL�WSHUZ��WYV]PKL�[YHPUPUN�
[V�P[Z�YLSL]HU[�WLYZVUULS�HUK�JVUK\J[�KYPSSZ��;OL�
,TLYNLUJ`� 9LZWVUZL� 7SHU� MVY� *`ILYZLJ\YP[`�
0UJPKLU[Z�PU�[OL�7\ISPJ�0U[LYUL[�5L[^VYR�HSZV�ZL[Z�
forth�response�requirements�for�foundational�tel�
LJVTT\UPJH[PVU�JVTWHUPLZ�

;OL� +H[H� :LJ\YP[`� 9LN\SH[PVU� WYVWVZLZ� TVYL�
detailed� requirements� concerning� this�mecha�
UPZT�I`�ZWLJPM`PUN� [OH[�707Z�ZOHSS�UV[PM`� PU[LY�
LZ[LK�WHY[PLZ�HUK�H\[OVYP[PLZ�^P[OPU�[OYLL�^VYR�
PUN�KH`Z��>OLYL�[OL�PUJPKLU[Z�PU]VS]L�PTWVY[HU[�
KH[H�VY�TVYL�[OHU���������PUKP]PK\HSZ»�WLYZVUHS�
PUMVYTH[PVU��707Z�ZOHSS�YLWVY[�[V�H\[OVYP[PLZ�̂ P[O�
PU�LPNO[�OV\YZ�

$SSRLQWPHQW�RI�&KLHI�,QIRUPDWLRQ�6HFXULW\�
Oτcer�or�Equivalent
<UKLY� [OL�*:3�HUK�437:�YLSH[LK�YLN\SH[PVUZ��
each�NO�shall�appoint�an�oɉcer�with�the�general�
YLZWVUZPIPSP[`�VM�V]LYZLLPUN�[OL�56»Z�J`ILYZLJ\�
YP[`�HUK�437:�YLSH[LK�HYYHUNLTLU[Z��;OL�*006Z�
shall,�in�addition�to�appointing�such�oɉcer,�also�
JVUK\J[� H� ZLJ\YP[`� IHJRNYV\UK� JOLJR� VM� [OL�
oɉcer.� Further,� DSL� set� out� that� processors�
VM�PTWVY[HU[�KH[H�ZOHSS�HWWVPU[�H�KH[H�ZLJ\YP[`�
oɉcer�to�be�in�charge�of�the�data�security�pro�
tection.�The�PIPL�requires�a�personal�informa�
tion�protection�oɉcer� to�be�designated�if�PIPs�
processes�PI�reaching�a�threshold�speciÄed�by�
[OL�*(*�

Involvement�of�Board�of�Directors�or�
Equivalent
In�China,�there� is�no�general� legal� requirement�
MVY�KPYLJ[�PU]VS]LTLU[�VM�[OL�IVHYK�VM�KPYLJ[VYZ�
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or�equivalent� in� the�cybersecurity�matters�of�a�
company.�However,�the�Äduciary�duty�of�board�
VM� KPYLJ[VYZ� \UKLY� [OL� *VTWHU`� 3H^� VM� [OL�
79*�TH`�NP]L�YPZL�[V�[OL�IVHYK»Z�VISPNH[PVUZ�[V�
establish�and�maintain�an�eɈective�cybersecu�
YP[`�Z`Z[LTZ�HUK�[V�[HRL�JVYYLZWVUKPUN�ZLJ\YP[`�
TLHZ\YLZ��KLWLUKPUN�VU�[OL�JPYJ\TZ[HUJLZ�¶�MVY�
example,�the�company’s�aɉliated�industry�or�the�
signiÄcance�of�cybersecurity�risks.

;OL�7YV]PZPVUZ� VU� [OL� (KTPUPZ[YH[PVU� VM� 0UMVY�
TH[PZH[PVU� VM� 0UZ\YHUJL� 0UZ[P[\[PVUZ� PZZ\LK� I`�
CBIRC�require�institutions�to�appoint�an�execu�
[P]L� [V� IL� M\SS`� YLZWVUZPISL� MVY� PUMVYTH[PZH[PVU�
TH[[LYZ�PUJS\KPUN�J`ILYZLJ\YP[ �̀�\UKLY�[OL�KPYLJ[�
SLHKLYZOPW�VM�[OL�IVHYK�VM�KPYLJ[VYZ�

;OL�KYHM[�+H[H�:LJ\YP[`�9LN\SH[PVU�ZPTPSHYS`�HSZV�
propose�that�the�data�security�oɉcer�role�shall�
be�assumed�by�someone�at�the�executive�level.

&RQGXFWLQJ�,QWHUQDO�5LVN�$VVHVVPHQWV��
9XOQHUDELOLW\�6FDQQLQJ��3HQHWUDWLRQ�7HVWV��HWF
•�437:�UH[PVUHS�Z[HUKHYKZ�HUK�KYHM[�YLN\SH�
[PVUZ�ZL[�MVY[O�H�SHYNL�]HYPL[`�VM�YPZR�HZZLZZ�
ment�requirements,�such�as�periodical�secu�
YP[`�HZZLZZTLU[Z�[HRLU�I`�Z`Z[LTZ�H[�SL]LS���
VY�HIV]L�

•�The�CII�Security�Regulations�require�that�
[OL�*006Z�LZ[HISPZO�HUK�THPU[HPU�H�*00�YPZR�
HZZLZZTLU[�TLJOHUPZT�HUK�JVUK\J[�HZZLZZ�
TLU[�H[�SLHZ[�HUU\HSS`�[V�YLJ[PM`�ZLJ\YP[`�YPZRZ�
KPZJV]LYLK�PU�H�[PTLS`�THUULY�HUK�YLWVY[�[V�
the�competent�authority�as�required.

•�(JJVYKPUN�[V�[OL�7073�HUK�V[OLY�KYHM[�YLN\�
SH[PVUZ��707Z�JVUK\J[PUN�70�JYVZZ�IVYKLY�VY�
+7Z�[YHUZMLYYPUN�PTWVY[HU[�KH[H�HIYVHK�TH`�
be�required�to�conduct�security�assessments.

•�<UKLY�[OL�7073��HZ�TLU[PVULK�HIV]L��707Z�
ZOHSS�JVUK\J[�700(�PU�JLY[HPU�JPYJ\TZ[HUJLZ�
Z\JO�HZ�WYVJLZZPUN�ZLUZP[P]L�70��\[PSPZPUN�70�
MVY�H\[VTH[PJ�KLJPZPVU�THRPUN��LU[Y\Z[PUN��
ZOHYPUN��VY�[YHUZMLYYPUN�70�[V�H�[OPYK�WHY[`�
VY�W\ISPJS`�KPZJSVZPUN�70��HUK�JYVZZ�IVYKLY�

[YHUZMLYYPUN�70��;OL�HZZLZZTLU[�MHJ[VYZ�ZOHSS�
PUJS\KL�[OL�SH^M\SULZZ��SLNP[PTHJ`�HUK�ULJLZ�
sity�of�processing,�the�risks�of�adverse�eɈect�
to�PI�subjects�and�the�eɈectiveness�of�corre�
ZWVUKPUN�ZLJ\YP[`�TLHZ\YLZ��;OL�0UMVYTH[PVU�
:LJ\YP[`�;LJOUVSVN`�¶�.\PKHUJL�MVY�7LYZVUHS�
0UMVYTH[PVU�:LJ\YP[`�0TWHJ[�(ZZLZZTLU[�
deÄnes�the�framework,�methods�and�pro�
JLZZLZ�VM�[OL�70�ZLJ\YP[`�PTWHJ[�HZZLZZTLU[�
under�diɈerent�scenarios.

0XOWL�IDFWRU�$XWKHQWLFDWLRQ��$QWL�SKLVKLQJ�
0HDVXUHV��5DQVRPZDUH��7KUHDW�,QWHOOLJHQFH
;OL�437:�UH[PVUHS�Z[HUKHYKZ�ZL[�MVY[O�H�]HYPL[`�
of�security� requirements� to�network�and�com�
W\[PUN�Z`Z[LTZ��Z\JO�HZ!

•�Z`Z[LTZ�H[�SL]LS���VY�HIV]L�ZOHSS�HKVW[�T\S[P�
MHJ[VY�H\[OLU[PJH[PVU�VM�\ZLY�PKLU[P[`�\ZPUN�
WHZZJVKLZ��LUJY`W[PVU��IPVTL[YPJ�[LJO�
UVSVNPLZ�HUK�VY�V[OLY�[LJOUPJHS�TLHZ\YLZ��PU�
^OPJO�H[�SLHZ[�VUL�MHJ[VY�T\Z[�IL�LUJY`W[PVU"�
HUK

•�HSS�Z`Z[LTZ�ZOHSS�PUZ[HSS�JV\U[LY�THS^HYL�
ZVM[^HYL��\WKH[L�THS^HYL�JVKL�KH[HIHZL�
YLN\SHYS �̀�HUK�LZ[HISPZO�PU[LYUHS�WVSPJPLZ�VM�
THS^HYL�JV\U[LYTLHZ\YLZ�

,QVLGHU�7KUHDW�3URJUDPPHV
;OL�437:�UH[PVUHS�Z[HUKHYKZ�ZL[�MVY[O�H�]HYPL[`�
of�security� requirements� to�network�and�com�
W\[PUN�Z`Z[LTZ��Z\JO�HZ!

•�Z`Z[LTZ�H[�SL]LS���VY�HIV]L�ZOHSS�HKVW[�T\S[P�
MHJ[VY�H\[OLU[PJH[PVU�VM�\ZLY��PU�^OPJO�H[�SLHZ[�
VUL�MHJ[VY�T\Z[�IL�LUJY`W[PVU"�HUK

•�HSS�Z`Z[LTZ�ZOHSS�PUZ[HSS�HUK�THPU[HPU�\WKH[LK�
JV\U[LY�THS^HYL�ZVM[^HYL�HUK�LZ[HISPZO�PU[LY�
UHS�WVSPJPLZ�JVYYLZWVUKPUNS �̀

Vendor�and�Service�Provider�Due�Diligence,�
Oversight�and�Monitoring
6I[HPUPUN�70�MYVT�]LUKVYZ�HUK�ZLY]PJL�WYV]PKLYZ�
PZ�YLJVNUPZLK�HZ�PUKPYLJ[�JVSSLJ[PVU�VM�70��;OL�70�
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SpeciÄcations�articulate�that�PIPs�indirectly�col�
lecting�PI�shall�request�the�PI�providers�to�clarify�
[OL�ZV\YJL�VM�70��[OL�SH^M\SULZZ�VM�[OL�ZV\YJL��
HUK� [OL� ZJVWL� VM� 70� Z\IQLJ[Z»� JVUZLU[�� HUK�
VI[HPU� Z\WWSLTLU[HS� JVUZLU[� MYVT�70�Z\IQLJ[Z�
if� the� intended�processing�exceeds� the� scope�
VM�JVUZLU[�

>OLU� 707Z� WYV]PKL� [OLPY� ]LUKVYZ� VY� ZLY]PJL�
WYV]PKLYZ� ^P[O� 70�� [OLPY� HJ[P]P[PLZ� JVUZ[P[\[L�
[OL� LU[Y\Z[PUN�� ZOHYPUN�� VY� [YHUZMLYYPUN� VM� 70��
The�PIPL�set�forth�a�series�of�requirements�for�
Z\JO�70� WYV]PZPVU��Z\JO�HZ�VI[HPUPUN� PUMVYTLK�
ZLWHYH[L�JVUZLU[�MYVT�70�Z\IQLJ[Z��JVUK\J[PUN�
700(��JVU[YHJ[PUN�^P[O�HUK�TVUP[VYPUN�70�YLJPWP�
LU[Z��HUK�HZZPZ[PUN�70�Z\IQLJ[Z�[V�HZZLY[�SH^M\S�
requests.

0U�[OL�L]LU[�VM�WYV]PKPUN�70�[V�]LUKVYZ�HUK�ZLY�
]PJL� WYV]PKLYZ� HIYVHK�� 707Z� ZOHSS� LUZ\YL� [OL�
70� ^V\SK� IL� Z\IQLJ[� [V� [OL� ZHTL� WYV[LJ[PVU�
level�as�aɈorded�by� the�PIPL�by�satisfying�the�
requirements�listed�in�����+L�1\YL�VY�+L�-HJ[V�
:[HUKHYKZ�¹*YVZZ�IVYKLY�+H[H�;YHUZMLY¹�

>OLU� WYVJ\YPUN�UL[^VYR�WYVK\J[Z� VY� ZLY]PJLZ�
MYVT�]LUKVYZ�VY�WYV]PKLYZ��\UKLY�437:��[OL�56Z�
ZOHSS�LUZ\YL�[OH[�[OL�WYVK\J[Z�VY�ZLY]PJLZ�JVT�
WS`�^P[O�HWWSPJHISL� YLN\SH[PVUZ�HUK� Z[HUKHYKZ��
HUK�Z`Z[LTZ�H[� SL]LS���VY�HIV]L�ZOHSS�JVUK\J[�
PUZWLJ[PVUZ� ILMVYL� WYVJ\YLTLU[� HUK� YLN\SHYS`�
\WKH[L�HUK�YL]PL^�[OL�SPZ[�VM�JHUKPKH[L�WYVK\J[Z��
0U�HKKP[PVU��*006Z�ZOHSS�LUZ\YL�[OH[�[OL�WYVK\J[Z�
VY�ZLY]PJLZ�WYVJ\YLK�OH]L�WHZZLK�[OL�J`ILYZL�
J\YP[`� YL]PL^�I`� [OL�Z[H[L� PM�Z\JO�WYVJ\YLTLU[�
may�aɈect�national�security.

Use�of�Cloud,�Outsourcing,�Oσshoring
;OL� \ZL� VM� JSV\K� PZ� THPUS`� YLN\SH[LK� MYVT�
[OL� 437:� HZWLJ[�� ;OL�437:� UH[PVUHS� Z[HUK�
ards� articulate� complex� and� extended� secu�
rity� requirements� for� cloud�computing� at�each�
437:�SL]LS��JV]LYPUN�]HYPV\Z�HZWLJ[Z�VM�JSV\K�
JVTW\[PUN�ZLJ\YP[ �̀� Z\JO� HZ�WO`ZPJHS� LU]PYVU�

TLU[��UL[^VYR�Z[Y\J[\YL��HJJLZZ�JVU[YVS��H\KP[Z��
H\[OLU[PJH[PVU��KH[H�PU[LNYP[`�HUK�IHJR�\W��PU[LY�
UHS�THUHNLTLU[�HUK�ZLY]PJL�WYV]PKLYZ��*SV\K�
JVTW\[PUN� Z`Z[LTZ� H[� SL]LS� �� VY� HIV]L� ZOHSS�
THPU[HPU� [OLPY� ZLY]LYZ� WO`ZPJHSS`� ^P[OPU�*OPUH��
>OLU� [OL� \ZL�VM� JSV\K� PU]VS]LZ�70��70*Z�ZOHSS�
RLLW�Z\JO�70�WO`ZPJHSS`�Z[VYLK�^P[OPU�*OPUH�

6\[ZV\YJPUN� 70� WYVJLZZPUN� PZ� YLJVNUPZLK� HZ�
LU[Y\Z[PUN��ZOHYPUN�VY�[YHUZMLYYPUN�VM�70�[V�[OPYK�
WHY[PLZ�� 7SLHZL� ZLL� ¸=LUKVY� HUK� :LY]PJL� 7YV�
]PKLY�+\L�+PSPNLUJL��6]LYZPNO[�HUK�4VUP[VYPUN¹�
�HIV]L��MVY�KL[HPSZ�

OɈshoring�mainly� concerns� cross-border�data�
[YHUZMLY��7SLHZL�ZLL�[OL�KPZJ\ZZPVU�VM�[OPZ�[VWPJ�
PU�����3H^Z�MVY�KL[HPSZ�

7UDLQLQJ
Under� the�CSL,�CIIOs�are�required� to�conduct�
J`ILYZLJ\YP[`�LK\JH[PVU��[LJOUPJHS�[YHPUPUN�HUK�
ZRPSS� HZZLZZTLU[� MVY� LTWSV`LLZ� VU� H� WLYPVKP�
JHS�IHZPZ��0U�SPUL�^P[O�*:3��IV[O�7073�HUK�+:3�
KLTHUK�+7Z�[V�JHYY`�V\[�WLYZVUHS�PUMVYTH[PVU�
WYV[LJ[PVU� HUK� KH[H� ZLJ\YP[`� LK\JH[PVU� HUK�
[YHPUPUN�MVY�[OL�YLSL]HU[�LTWSV`LLZ�VU�H�YLN\SHY�
IHZPZ��0[�PZ�̂ VY[O�TLU[PVUPUN�[OH[�[OL�+H[H�:LJ\�
YP[`�9LN\SH[PVU�WYVWVZLZ�[OH[�+7Z�̂ P[O�PTWVY[HU[�
KH[H�ZOHSS�WYV]PKL�UV�SLZZ�[OHU����OV\YZ�VM�KH[H�
ZLJ\YP[`� [YHPUPUN� MVY� [LJOUPJHS� HUK� THUHNLYPHS�
WLYZVUULS�WLY�`LHY�

���� 2L`�4\S[PUH[PVUHS�9LSH[PVUZOPWZ
6U� ��� :LW[LTILY� ������ *OPUH� ZLU[� H� MVYTHS�
request�to�join�the�regional�alliance�of�the�Com�
WYLOLUZP]L� HUK� 7YVNYLZZP]L� (NYLLTLU[� MVY�
Trans-PaciÄc�Partnership�(CPTPP).�The�CPTPP�
PZ�[OL�SHYNLZ[�YLNPVUHS�[YHKL�HNYLLTLU[�[V�KH[L��
ZL[[PUN�V\[�Y\SLZ�VU�L�JVTTLYJL�[V�LUZ\YL�[OH[�
NV]LYUTLU[� YLN\SH[PVUZ� PU�*7;77�THYRL[Z�KV�
UV[� \UULJLZZHYPS`� PTWLKL� JYVZZ�IVYKLY� KH[H�
Åows,�or�impose�localisation�requirements�that�
MVYJL�I\ZPULZZLZ�[V�WSHJL�KH[H�ZLY]LYZ�PU�PUKP�
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]PK\HS�THYRL[Z�HZ�H�JVUKP[PVU� MVY�ZLY]PUN�JVU�
Z\TLYZ�PU�[OH[�THYRL[�

*OPUH�OHZ�LU[LYLK�PU[V�9LNPVUHS�*VTWYLOLUZP]L�
,JVUVTPJ�7HY[ULYZOPW��9*,7��PU������JV]LYPUN�
��� JV\U[YPLZ�� 9*,7� LZ[HISPZOLZ� YLNPVUHS� JVU�
ZLUZ\Z�VU�JYVZZ�IVYKLY�KH[H�[YHUZMLY�HUK�SPTP[Z�
P[Z� TLTILYZ»� YLZ[YPJ[PVUZ� VU� [OL� PU[LYUH[PVUHS�
KPNP[HS�[YHKLZ��^OPJO�MHJPSP[H[LZ�[OL�YLNPVUHS�MYLL�
circulation�of�data.�The�RECP�has�been�eɈective�
PU�*OPUH�ZPUJL���1HU\HY`������

*OPUH�OHZ�LU[LYLK�PU[V�IPSH[LYHS�HNYLLTLU[Z�VU�
T\[\HS� SLNHS�HZZPZ[HUJL� PU�JP]PS��JVTTLYJPHS�VY�
JYPTPUHS� TH[[LYZ� ^P[O� H� U\TILY� VM� JV\U[YPLZ��
These� treaties� set� forth� due� process� require�
TLU[Z�VM�IPSH[LYHS�PU[LYUH[PVUHS�SLNHS�HZZPZ[HUJL��
^OPJO� SH`Z�[OL�MV\UKH[PVU�VM�*OPUH»Z�WHY[PJPWH�
[PVU�PU�T\S[PUH[PVUHS�JV�VWLYH[PVU��Z\JO�HZ�PU[LY�
UH[PVUHS� JV�VWLYH[PVU� PU� JVTIH[PUN� PU[LYUL[�
YLSH[LK�JYPTLZ�HUK�MYH\KZ�

0U�HKKP[PVU��*OPUH�OHZ�ILLU�HJ[P]LS`�WHY[PJPWH[PUN�
PU�HJ[P]P[PLZ�VM�[OL�LZ[HISPZOTLU[�VM�PU[LYUH[PVUHS�
Z[HUKHYKZ�PUP[PH[LK�HUK�VYNHUPZLK�I`� [OL� 0U[LY�
UH[PVUHS�6YNHUPZH[PVU�MVY�:[HUKHYKPZH[PVU��0:6��

� � � 2 , @ � ( - - 0 94(; 0 = ,�
: , *<9 0 ; @ � 9 , 8< 0 9 ,4,5; :

���� 7LYZVUHS�+H[H
The�information�security�requirements�in�the�CSL�
focus�on�the�following�areas�–�de-identiÄcation,�
ZLJ\YL�[YHUZTPZZPVU��KLSL[PVU�HUK�JVU[PUNLUJ`�
WSHU�� ;OL� PU[LYUHS� KLWHY[TLU[� VY� WLYZVUULS� PU�
JOHYNL�VM�J`ILYZLJ\YP[`�T\Z[�RLLW�HU`�HUK�HSS�
70��WYP]HJ`�HUK�I\ZPULZZ�ZLJYL[Z�VI[HPULK�K\YPUN�
their�performance�of�duties�in�strict�conÄdence.

(SPNULK�^P[O�*:3�� [OL� 7073� KLTHUKZ� 707Z� [V�
[HRL�JVYYLZWVUKPUN�ZLJ\YP[`�TLHZ\YLZ�[V�LUZ\YL�
[OL�ZLJ\YP[`�VM�70�WYVJLZZLK��;OL�HMVYLZHPK�ZLJ\�
YP[`�TLHZ\YLZ�PUJS\KL!�PTWSLTLU[PUN�T\S[P�SL]LS�

WYV[LJ[PVU� ZJOLTL"� HKVW[PUN� LUJY`W[PVU� HUK�
de-identiÄcation;�adopting�access�control;�and�
MVYT\SH[PUN�HU�PUJPKLU[�YLZWVUZL�WSHU��;OL�+:3�
requires�DPs�to� adopt�data�security�measures�
JV]LYPUN�L]LY`�Z[LW�VM�KH[H�WYVJLZZPUN�HJ[P]P[PLZ�

De-identiðcation
PI� should� be� immediately� de-identiÄed� after�
ILPUN� JVSSLJ[LK� I`� 707Z�� HUK� [LJOUPJHS� HUK�
THUHNLYPHS�TLHZ\YLZ�ZOV\SK�IL�[HRLU�[V�ZLWH�
rately�store�the�de-identiÄed�data�and�informa�
tion�that�can�be�used�to�restore�the�identiÄcation;�
P[�ZOV\SK�IL�LUZ\YLK�[OH[�UV�WHY[PJ\SHY�PUKP]PK\HS�
will�be�identiÄed�during�subsequent�processing�
VM�Z\JO�KH[H�

6DIH�7UDQVPLVVLRQ
According�to�the�PIPL�and�PI�SpeciÄcations,�in�
WYPUJPWSL��70�PZ�UV[�LUJV\YHNLK�[V�IL�ZOHYLK�VY�
transferred�except�with�a�solid�legal�basis�and�
HWWYVWYPH[L�ZHML[`�TLHZ\YLZ��0M�ZOHYPUN�VY�[YHUZ�
MLY�I`�[OL�707Z�PZ�ULJLZZHY �̀�707Z�ZOHSS�WLYMVYT�
H�700(�ILMVYLOHUK��VI[HPU�70�Z\IQLJ[Z»�ZLWHYH[L�
consent�after�proper�notiÄcation,�and�accurately�
YLJVYK�[OL�ZOHYPUN�VY�[YHUZMLYYPUN�VM�70��7HY[PJ\�
SHYS �̀�:70�ZOHSS�IL�[YHUZMLYYLK�HUK�Z[VYLK�\ZPUN�
LUJY`W[PVU�HUK�V[OLY�ZLJ\YP[`�TLHZ\YLZ�

(Z�[V�[OL�PZZ\L�VM�70�JYVZZ�IVYKLY�[YHUZMLY��WSLHZL�
YLMLY�[V�����3H^Z��¸*YVZZ�IVYKLY�;YHUZMLYZ¹��MVY�
KL[HPSZ�

Deletion
707Z�ZOHSS�[HRL�[OL�PUP[PH[P]L�[V�KLSL[L�70�\UKLY�
HU`�VM�[OL�MVSSV^PUN�JPYJ\TZ[HUJLZ!

•�̂ OLYL�[OL�W\YWVZL�VM�WYVJLZZPUN�OHZ�ILLU�
HJOPL]LK�VY�PZ�PTWVZZPISL�[V�HJOPL]L��[OL�70�PZ�
UV�SVUNLY�ULJLZZHY`�[V�HJOPL]L�[OL�W\YWVZL"

•�̂ OLYL�[OL�707�JLHZLZ�[V�WYV]PKL�WYVK\J[Z�VY�
services,�or�the�retention�period�has�expired;

•�̂ OLYL�[OL�70�Z\IQLJ[�^P[OKYH^Z�JVUZLU["�VY
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•�̂ OLYL�[OL�707�WYVJLZZLZ�70�PU�]PVSH[PVU�VM�
SH^Z��HKTPUPZ[YH[P]L�YLN\SH[PVUZ�VY�JV\U[LY�
ZPNULK�HNYLLTLU[Z�

PI�subjects�may�request�the�PI�to�delete�relevant�
70��PM�[OL�707�OHZ� MHPSLK�[V�KV�ZV��-\Y[OLYTVYL��
^OLYL�[OL�SH^M\SS`�THUKH[LK�TPUPT\T�YL[LU[PVU�
period�has�not�expired,�or�the�deletion�is�techni�
cally�diɉcult�to�realise,�the�PIP�shall�stop�all�pro�
cessing�activities�except�storage�and�necessary�
ZLJ\YP[`�WYV[LJ[PVU�TLHZ\YLZ�

Emergency�Response�Plan
7SLHZL�YLMLY�[V�����3LNHS�9LX\PYLTLU[Z��¸0UJP�
KLU[�9LZWVUZL�7SHUZ¹��MVY�KL[HPSZ�

��� 4H[LYPHS�)\ZPULZZ�+H[H�HUK�4H[LYPHS�
5VU�W\ISPJ�0UMVYTH[PVU
0U�NLULYHS��56»Z�PU[LYUHS�KLWHY[TLU[�VY�WLYZVU�
ULS�PU�JOHYNL�VM�J`ILYZLJ\YP[`�T\Z[�RLLW�HSS�I\ZP�
ULZZ�ZLJYL[Z�VI[HPULK�K\YPUN�[OLPY�WLYMVYTHUJL�
of�duties�in�strict�conÄdence.�Data�protected�by�
*OPUH»Z� J`ILYZLJ\YP[`� YLNPTL�JHU�NLULYHSS`�IL�
KP]PKLK� PU[V� JH[LNVYPLZ� VM� 70�� PTWVY[HU[� KH[H��
[YHKL�ZLJYL[Z��JVTTLYJPHS�LUJY`W[PVU�HUK�V[O�
LYZ�

Enterprises�are�advised�to�Ärst�identify�whether�
P[Z� TH[LYPHS� I\ZPULZZ� KH[H� HUK� TH[LYPHS� UVU�
public� information�would� fall� under� the�deÄni�
[PVU�VM�70�VY�PTWVY[HU[�KH[H��0M�IV[O�JH[LNVYPLZ�
KV�UV[�HWWS �̀�Z\JO�KH[H�TH �̀� PM�HWWSPJHISL�� MHSS�
under�the�scope�of�trade�secrets,�the�identiÄca�
[PVU�HUK�WYV[LJ[PVU�VM�^OPJO�HYL�ZL[�MVY[O�I`�[OL�
(U[P�<UMHPY�*VTWL[P[PVU�3H^�VM�[OL�79*�

For� security� requirements�of�business�data�or�
non-public� information� identiÄed� as�PI,�please�
YLMLY�[V�����7LYZVUHS�+H[H�

0M� TH[LYPHS� I\ZPULZZ� KH[H� PZ� YLJVNUPZLK� HZ�
PTWVY[HU[�KH[H��HJJVYKPUN�[V�[OL�*:3��56Z�HYL�
required�to�take�measures�such�as�back-up�and�
LUJY`W[PVU�VM�PTWVY[HU[�KH[H��)LZPKLZ��[OL�+:3�

HSZV�WYV]PKLZ�[OL�WYV[LJ[PVU�Z`Z[LT�MVY� PTWVY�
[HU[�KH[H��(Y[PJSL����Z[H[LZ�[OH[�LHJO�YLNPVU�HUK�
department� shall� formulate� the� speciÄc� cata�
SVN\L�VM�PTWVY[HU[�KH[H�MVY�[OL�YLNPVU��KLWHY[�
TLU[��YLSH[LK�PUK\Z[Y`�HUK�ZLJ[VY��HUK�MVJ\Z�VU�
[OL�WYV[LJ[PVU�VM�KH[H�SPZ[LK��(Y[PJSL��������M\Y[OLY�
THUKH[LZ�PTWVY[HU[�KH[H�WYVJLZZVYZ�[V�HWWVPU[�
a�data�security�oɉcer�and�set�up�a�management�
PUZ[P[\[PVU�PU�JOHYNL�VM�KH[H�ZLJ\YP[ �̀�(Y[PJSL����
requires�such�processor�to�carry�out�risk�assess�
TLU[�VU�KH[H�WYVJLZZPUN�HJ[P]P[PLZ�VU�H�YLN\SHY�
IHZPZ��HUK�Z\ITP[�[OL�YPZR�HZZLZZTLU[�YLWVY[�[V�
[OL�YLSL]HU[�JVTWL[LU[�KLWHY[TLU[��(KKP[PVUHS�
S �̀�[OL�KYHM[�+H[H�:LJ\YP[`�9LN\SH[PVU�HZ�^LSS�HZ�
[OL�KYHM[�+H[H�:LJ\YP[`�4HUHNLTLU[�4LHZ\YLZ�
MVY�0UK\Z[Y`�HUK�0UMVYTH[PVU�;LJOUVSVN`�:LJ[VY�
IV[O� WYVWVZL� [OH[� PTWVY[HU[� KH[H� WYVJLZZVYZ�
shall� Äle� the� identiÄed� important�data�with� the�
JVTWL[LU[�H\[OVYP[PLZ�

Various�requirements�are�imposed�by�the�Cryp�
[VNYHWO`�3H^�^OLU�LU[LYWYPZLZ�HKVW[�JVTTLY�
JPHS�LUJY`W[PVU�[V�WYV[LJ[�KH[H��;OL�JVTTLYJPHS�
LUJY`W[PVU�WYVK\J[Z�JSVZLS`�YLSH[LK�[V�UH[PVUHS�
and�social�public�interests�shall�be�certiÄed�by�
qualiÄed�inspection�agencies�before�marketisa�
[PVU��*006Z�HKVW[PUN�JVTTLYJPHS�LUJY`W[PVU�ZOHSS�
JVUK\J[�ZLJ\YP[`�HZZLZZTLU[Z�I`�[OLTZLS]LZ�VY�
by�qualiÄed� inspection�agencies.�When�CIIOs’�
WYVJ\YLTLU[� VM� UL[^VYR� WYVK\J[Z� VY� ZLY]PJLZ�
adopting� commercial� encryption� may� aɈect�
UH[PVUHS� ZLJ\YP[ �̀� H� ZLJ\YP[`� YL]PL^�VM� [OL�WYV�
J\YLTLU[�ZOHSS�IL�JVUK\J[LK�I`�YLSL]HU[�Z[H[L�
H\[OVYP[PLZ�

���� *YP[PJHS�0UMYHZ[Y\J[\YL��5L[^VYRZ��
:`Z[LTZ
Under�the�MLPS,�in�principle�NOs�are�required�
[V!

•�MVYT\SH[L�PU[LYUHS�ZLJ\YP[`�THUHNLTLU[�Z`Z�
[LTZ�HUK�VWLYH[PVU�PUZ[Y\J[PVUZ�[V�KL[LYTPUL�
[OL�WLYZVU�PU�JOHYNL�VM�J`ILYZLJ\YP[`�HUK�
deÄne�accountabilities�for�cybersecurity;
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•�[HRL�[LJOUPJHS�TLHZ\YLZ�[V�WYL]LU[�JVTW\[LY�
]PY\ZLZ��UL[^VYR�H[[HJRZ��UL[^VYR�PU[Y\ZPVUZ�
HUK�V[OLY�HJ[P]P[PLZ�[OH[�LUKHUNLY�J`ILYZLJ\�
YP[`"

•�TVUP[VY�HUK�YLJVYK�UL[^VYR�VWLYH[PVU�HUK�
J`ILYZLJ\YP[`�L]LU[Z��HUK�THPU[HPU�J`ILY�
related�logs�for�no�less�than�six�months�as�
required;�and

•�take�measures�such�as�data�classiÄcation,�
IHJR�\W�HUK�LUJY`W[PVU�VM�PTWVY[HU[�KH[H�

437:� WYV[LJ[Z� NLULYPJ� PUMVYTH[PVU� UL[^VYRZ��
0*:�� JSV\K� JVTW\[PUN� WSH[MVYTZ�� PU[LYUL[� VM�
[OPUNZ��0V;���IPN�KH[H�WSH[MVYTZ��TVIPSL�JVTT\�
UPJH[PVU�Z`Z[LTZ�HUK� V[OLYZ� UL[^VYR� Z`Z[LTZ�
(MLPS�subjects).�NOs�have�diɈerent�Äling�and�
ZLSM�HZZLZZTLU[�VISPNH[PVUZ�MVY�[OLPY�437:�Z\I�
jects�at�each�of�the�Äve�protection�levels�–�the�
higher�level�the�classiÄcation�is,�the�higher�com�
WSPHUJL�VISPNH[PVUZ�[OL�56Z�OH]L�

In�addition�to�the�above�requirements�applica�
ble� to�all�NOs,�CIIOs�are� in�principle�identiÄed�
HZ�SL]LS���VY�HIV]L��HUK�OH]L�HKKP[PVUHS�NLULYHS�
VISPNH[PVUZ�[V!

•�LZ[HISPZO�H�KLKPJH[LK�ZLJ\YP[`�THUHNLTLU[�
department,�appoint�a�cybersecurity�oɉcer,�
HUK�JHYY`�V\[�ZLJ\YP[`�PUZWLJ[PVU�VM�Z\JO�
cybersecurity�oɉcer�and�people�in�key�posi�
[PVUZ"

•�WYV]PKL�WLYPVKPJ�J`ILYZLJ\YP[`�LK\JH[PVU��
[LJOUPJHS�[YHPUPUN�HUK�HZZLZZTLU[Z�MVY�P[Z�
LTWSV`LLZ"

•�THPU[HPU�IHJR�\W�MVY�PTWVY[HU[�Z`Z[LTZ�HUK�
KH[HIHZLZ�PU�HU[PJPWH[PVU�VM�JH[HZ[YVWOLZ"�
HUK

•�MVYT\SH[L�LTLYNLUJ`�YLZWVUZL�WSHUZ�MVY�
J`ILYZLJ\YP[`�IYLHJO�PUJPKLU[Z�HUK�JVUK\J[�
WLYPVKPJ�KYPSSZ�

0U�[OL�ZJLUHYPV�VM�JYVZZ�IVYKLY�KH[H�[YHUZMLY�I`�
*006Z��WSLHZL�YLMLY�[V�����3H^Z��¸*YVZZ�IVYKLY�
;YHUZMLYZ¹��MVY�KL[HPSZ�

0U�HKKP[PVU��[OL�*00�:LJ\YP[`�9LN\SH[PVUZ�M\Y[OLY�
specify� the� requirements� on� the� security� pro�
tection�of�CII,�encompassing� the� identiÄcation�
VM� *00Z�� YLZWVUZL� [V� ZLJ\YP[`� PUJPKLU[Z�� KHPS`�
VWLYH[PVU� HUK� ZLJ\YP[`� THPU[LUHUJL�� ZLJ\YP[`�
TVUP[VYPUN� HUK� PUZWLJ[PVUZ�� ZLJ\YP[`� HZZLZZ�
TLU[�ZLJ\YP[`�VM�UL[^VYR�WYVK\J[Z�HUK�ZLY]PJLZ�
WYVJ\YLTLU[��HUK�V[OLYZ�

-VSSV^PUN� [OL� PZZ\HUJL� VM� [OL� 7YHJ[PJHS� .\PKL�
[V�[OL�4\S[P�SL]LS�7YV[LJ[PVU�:JOLTL�HUK�*YP[P�
JHS� 0UMVYTH[PVU� 0UMYHZ[Y\J[\YL� :LJ\YP[`� 7YV[LJ�
[PVU�:`Z[LT��7YHJ[PJHS�.\PKL��I`�47:��[OL�IHZPJ�
MYHTL^VYR�VM�*00�WYV[LJ[PVU�^PSS�IL�NYHK\HSS`�ZL[�
I`�ZLYPLZ�VM�Z\WWVY[PUN�Z[HUKHYKZ��PUJS\KPUN�[OL�
identiÄcation,�security,�monitoring�and�warning,�
[LZ[PUN�HUK�L]HS\H[PVU�HUK�PUJPKLU[�OHUKSPUN�VM�
*00�� HUK� PTWVY[HU[� PUK\Z[YPLZ� HUK� ZLJ[VYZ� ^PSS�
ZPT\S[HULV\ZS`� THRL� WYLSPTPUHY`� WYVNYLZZ� PU�
establishing� the� CII� identiÄcation� mechanism�
IHZLK�VU�JOHYHJ[LYPZ[PJZ�VM�LHJO�ZLJ[VY��6]LYHSS��
the�regulatory�eɈorts�focus�on�the�CIIOs’�obliga�
[PVU�VM�T\S[P�SL]LS�HZZLZZTLU[�HUK�*00�WYV[LJ[PVU�

���� +LUPHS�VM�:LY]PJL�([[HJRZ
Apart�from�the�general�security�requirements�for�
56Z�\UKLY�[OL�*:3�¶�KLZJYPILK�PU�����*YP[PJHS�
0UMYHZ[Y\J[\YL��5L[^VYRZ��:`Z[LTZ�¶�[OL�+YHM[�
437:�9LN\SH[PVUZ�JVU[LTWSH[L�NLULYHS�437:�
monitoring� requirements� related� to� preventing�
KLUPHS�VM�ZLY]PJL�H[[HJRZ��7HY[PJ\SHYS �̀�̂ OPSL�56Z�
ZOHSS�TVUP[VY�HUK�YLJVYK�[OLPY�UL[^VYR�ZLJ\YP[`�
Z[H[\Z��VWLYH[VYZ�VM�437:�Z\IQLJ[Z�H[�SL]LS���VY�
HIV]L�ZOHSS�PU�HKKP[PVU�HKVW[�M\Y[OLY�WYLJH\[PVU�
ary�and�monitoring�measures�and�timely�Äle�the�
YLZ\S[Z�^P[O�SVJHS�W\ISPJ�ZLJ\YP[`�I\YLH\Z�

With� regard� to� the� technical� speciÄcations� of�
WYL]LU[PUN�KLUPHS�VM�ZLY]PJL�H[[HJRZ��[OL�437:�
Baseline�Standards�prescribe�respective�require�
TLU[Z�MVY�437:�Z\IQLJ[Z�H[�LHJO�SL]LS�YLNHYKPUN�
[OL�ZLJ\YP[`�WYV[LJ[PVU�JHWHJP[`� PU�[OL�MV\Y�RL`�
[LJOUPJHS�HZWLJ[Z!�ZLJ\YL�THUHNLTLU[�JLU[YL��
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ZLJ\YL�UL[^VYR��ZHML�YLNPVUHS�IV\UKHY`�HUK�ZHML�
JHSJ\SH[PVU�LU]PYVUTLU[�

���� 0U[LYUL[�VM�;OPUNZ��0V;���:VM[^HYL��
:\WWS`�*OHPU��6[OLY�+H[H�VY�:`Z[LTZ
(WHY[� MYVT� V]LYHYJOPUN� N\PKLSPULZ� PU� [OL�*:3�
HUK�Z\WWVY[PUN�YLN\SH[VY`�KVJ\TLU[Z��[OLYL�HYL�
SH^Z�HUK�YLN\SH[PVUZ� PU�WHY[PJ\SHY� PUK\Z[YPLZ�VY�
ZLJ[VYZ�[OH[�HSZV�[V\JO�VU�[OL�[VWPJ�VM�J`ILYZL�
curity,�as�exampled�below.

•�;OL�3H^�VM�[OL�7LVWSL»Z�9LW\ISPJ�VM�*OPUH�
VU�.\HYKPUN�:[H[L�:LJYL[Z�THUKH[LZ�[OH[�
OPLYHYJOPJHS�WYV[LJ[PVU�TLHZ\YLZ�ZOHSS�IL�
HKVW[LK�MVY�[OL�JVTW\[LY�PUMVYTH[PVU�Z`Z�
[LTZ�^OPJO�HYL�\ZLK�MVY�Z[VYPUN�VY�WYVJLZZPUN�
Z[H[L�ZLJYL[Z�HUK�VYNHUZ�HUK�HNLUJPLZ�ZOHSS�
LUOHUJL�[OLPY�JVU[YVS�V]LY�[OL�ZLJYL[�PU]VS]LK�
PUMVYTH[PVU�Z`Z[LT�

•�;OL�(KTPUPZ[YH[P]L�9LN\SH[PVUZ�VU�4HWZ�
WYLZJYPILZ�[OH[�LU[P[PLZ�LUNHNPUN�PU�PU[LYUL[�
THW�ZLY]PJLZ�ZOHSS�LZ[HISPZO�[OL�THUHNLTLU[�
Z`Z[LT�HZ�^LSS�HZ�WYV[LJ[PVU�TLHZ\YLZ�MVY�[OL�
KH[H�ZLJ\YP[`�VM�PU[LYUL[�THWZ�

•�(JJVYKPUN�[V�4LHZ\YLZ�MVY�[OL�(KTPUPZ[YH�
[PVU�VM�7VW\SH[PVU�/LHS[O�0UMVYTH[PVU��MVY�;YPHS�
0TWSLTLU[H[PVU���WVW\SH[PVU�OLHS[O�PUMVYTH�
[PVU�ZOHSS�IL�Z\IQLJ[�[V�OPLYHYJOPJHS�Z[VYHNL��
,U[P[PLZ�PU�JOHYNL�ZOHSS�LZ[HISPZO�H�YLSPHISL�
^VYRPUN�TLJOHUPZT�MVY�KPZHZ[LY�IHJR�\W�VM�
WVW\SH[PVU�OLHS[O�PUMVYTH[PVU��HUK�JVUK\J[�
IHJR�\W�HUK�YLJV]LY`�PUZWLJ[PVUZ�VU�H�YLN\�
SHY�IHZPZ�

•�The�Cybersecurity�Review�Measures�requires�
*006Z�[V�JVUK\J[�J`ILYZLJ\YP[`�YL]PL^�WYPVY�
[V�[OL�W\YJOHZL�VM�UL[^VYR�WYVK\J[Z�HUK�
services�that�aɈects�or�may�aɈect�national�
ZLJ\YP[`�[V�LUZ\YL�[OL�Z\WWS`�JOHPU�ZLJ\�
YP[`�VM�JYP[PJHS�PUMVYTH[PVU�PUMYHZ[Y\J[\YL�HUK�
ZHMLN\HYK�UH[PVUHS�ZLJ\YP[ �̀�0[�HSZV�HWWSPLZ�[V�
KH[H�WYVJLZZPUN�HJ[P]P[PLZ�I`�VUSPUL�WSH[MVYT�
VWLYH[VYZ�^OLU�[OL�WYVJLZZPUN�HJ[P]P[PLZ�
PTWHJ[�VY�TH`�PTWHJ[�UH[PVUHS�ZLJ\YP[ �̀

� � � + (;( � )9 , (*/�
9,76 9; 0 5. � ( 5+�
56 ; 0 - 0 * (; 06 5

5.1� DeÄnition�of�Data�Security�Incident,�
)YLHJO�VY�*`ILYZLJ\YP[`�,]LU[
(JJVYKPUN�[V�[OL�5H[PVUHS�*`ILYZLJ\YP[`�0UJPKLU[�
,TLYNLUJ`�9LZWVUZL�7SHU��¸J`ILYZLJ\YP[`�PUJP�
KLU[Z¹�YLMLY�[V�PUJPKLU[Z�[OH[�JH\ZL�OHYT�[V�[OL�
UL[^VYR�HUK�PUMVYTH[PVU�Z`Z[LTZ�VY�KH[H�[OLYLPU�
and�adversely�aɈect�society�due�to�human�fac�
[VYZ�� OHYK^HYL�VY� ZVM[^HYL�KLMLJ[Z� VY� MHPS\YLZ��
UH[\YHS�KPZHZ[LYZ��L[J��;OL`�JHU�IL�JH[LNVYPZLK�
HZ�OHaHYKV\Z�WYVNYHT�PUJPKLU[Z��UL[^VYR�H[[HJR�
PUJPKLU[Z�� PUMVYTH[PVU� KLZ[Y\J[PVU� PUJPKLU[Z��
information� content� security� incidents,� equip�
TLU[�HUK�MHJPSP[`�MHPS\YLZ��JH[HZ[YVWOPJ�PUJPKLU[Z��
HUK�V[OLY�PUJPKLU[Z��-\Y[OLYTVYL��J`ILYZLJ\YP[`�
PUJPKLU[Z� HYL� NYHKLK� PU[V� MV\Y� SL]LSZ�� UHTLS`!�
ZL]LYLS`� TH[LYPHS�� TH[LYPHS�� YLSH[P]LS`� TH[LYPHS�
HUK�NLULYHS�J`ILYZLJ\YP[`�PUJPKLU[Z�

���� +H[H�,SLTLU[Z�*V]LYLK
-VY� [OL� W\YWVZL� VM� KH[H� ZLJ\YP[`� PUJPKLU[� VY�
IYLHJO� YLN\SH[PVUZ�� NLULYHSS`� HSS� [`WLZ� VM� KH[H�
TH`� IL� JV]LYLK�� 0U� HKKP[PVU� [V� NLULYHS� [`WLZ�
VM�WYV[LJ[LK�KH[H�¶�UHTLS �̀�70��PTWVY[HU[�KH[H��
[YHKL�ZLJYL[Z�HUK�KH[H�JVU[LTWSH[LK�\UKLY�[OL�
5H[PVUHS� *`ILYZLJ\YP[`� 0UJPKLU[� ,TLYNLUJ`�
9LZWVUZL�7SHU�¶�V[OLY�KH[H�[OH[�TH`�IL�JV]�
LYLK�PUJS\KL�Z[H[L�ZLJYL[�PUMVYTH[PVU��PTWVY[HU[�
ZLUZP[P]L�PUMVYTH[PVU��JYP[PJHS�KH[H�VY�V[OLY�KH[H�
^OVZL�SVZZ�̂ V\SK�WVZL�JLY[HPU�[OYLH[Z�[V�VY�OH]L�
JLY[HPU�PTWHJ[Z�VU�UH[PVUHS�ZLJ\YP[ �̀�ZVJPHS�VYKLY��
LJVUVTPJ�JVUZ[Y\J[PVU�HUK�W\ISPJ�PU[LYLZ[Z�

���� :`Z[LTZ�*V]LYLK
;OL�SLNHS�JVUZ[Y\J[�VM�KH[H�ZLJ\YP[`�PUJPKLU[�VY�
IYLHJO�JV]LYZ!

•�Z`Z[LTZ�PU]VS]PUN�PTWVY[HU[�UL[^VYR�HUK�
PUMVYTH[PVU�Z`Z[LTZ�[OH[�\UKLY[HRL�I\ZPULZZ�
JSVZLS`�YLSH[LK�[V�UH[PVUHS�ZLJ\YP[ �̀�ZVJPHS�



��

*/05(� LAW AND PRACTICE
&RQWULEXWHG�E\��:\ZHU�5PUN�HUK�/HU�>\��.LQJ�	�:RRG�0DOOHVRQV�

VYKLY��LJVUVTPJ�KL]LSVWTLU[�HUK�W\ISPJ�
PU[LYLZ["�HUK

•�UL[^VYR�HUK�PUMVYTH[PVU�Z`Z[LTZ�[OH[�^V\SK�
WVZL�[OYLH[Z�[V�VY�PUJ\Y�PTWHJ[Z�VU�UH[PVUHS�
ZLJ\YP[ �̀�ZVJPHS�VYKLY��LJVUVTPJ�JVUZ[Y\J[PVU�
HUK�W\ISPJ�PU[LYLZ[Z�\WVU�ILPUN�KHTHNLK�

���� :LJ\YP[`�9LX\PYLTLU[Z�MVY�4LKPJHS�
+L]PJLZ
;OL�.\PKLSPULZ�MVY�;LJOUPJHS�9L]PL^�VM�4LKPJHS�
+L]PJL�5L[^VYR�:LJ\YP[`�9LNPZ[YH[PVU�HY[PJ\SH[L�
general�security�requirements�for�the�applicants�
MVY�TLKPJHS�KL]PJL�UL[^VYR�YLNPZ[YH[PVU��Z\JO�HZ!

•�WH`PUN�JVU[PU\V\Z�H[[LU[PVU�[V�J`ILYZLJ\YP[`�
PZZ\LZ�K\YPUN�[OL�^OVSL�SPML�J`JSL�VM�TLKPJHS�
KL]PJL�WYVK\J[PVU"

•�WLYMLJ[PUN�[OL�\ZLY�HJJLZZ�JVU[YVS�TLJOH�
UPZT"�HUK

•�UV[PM`PUN�\ZLYZ�VM�YLSL]HU[�J`ILYZLJ\YP[`�PUMVY�
TH[PVU�PU�H�[PTLS`�THUULY�

���� LJ\YP[`�9LX\PYLTLU[Z�MVY�0UK\Z[YPHS�
*VU[YVS�:`Z[LTZ��HUK�:*(+(�
The�fundamental�security�requirements�for�ICS�
�PUJS\KPUN� :*(+(�� JHU� IL� MV\UK� PU� [OL� 0*:�
Guidelines�which�list�11�protection�requirements,�
JV]LYPUN!

•�ZLJ\YP[`�ZVM[^HYL�ZLSLJ[PVU�HUK�THUHNLTLU["
•�conÄguration�and�patch�management;
•�IV\UKHY`�ZLJ\YP[`"
•�WO`ZPJHS�HUK�LU]PYVUTLU[HS�ZLJ\YP[`"
•�PKLU[P[`�H\[OLU[PJH[PVU"
•�YLTV[L�HJJLZZ�ZLJ\YP[`"
•�ZLJ\YP[`�TVUP[VYPUN�HUK�LTLYNLUJ`�KYPSSZ"
•�HZZL[�ZLJ\YP[`"
•�KH[H�ZLJ\YP[`"
•�Z\WWS`�JOHPU�THUHNLTLU["�HUK
•�YLZWVUZPIPSP[`�PTWSLTLU[H[PVU�

0U�HKKP[PVU��[OL�437:�)HZLSPUL�:[HUKHYKZ�WYV�
vide�security�requirements�speciÄcally�for� ICS,�
such�as�outdoor�control�equipment�protection,�

UL[^VYR�Z[Y\J[\YL�ZLJ\YP[ �̀� KPHS�\W�\ZHNL� JVU�
trol,�wireless�use�control�and�control�equipment�
ZLJ\YP[ �̀�;OL�.\PKLSPULZ�MVY�*H[LNVYPZH[PVU�HUK�
ClassiÄcation�of�Industry�Data�(Trial),�circulated�
I`� [OL�400;�� W\[� MVY^HYK� WYLSPTPUHY`� N\PKHUJL�
VU�JH[LNVYPZPUN�KH[H�PU�JVTIPUH[PVU�^P[O�PUK\Z�
[YPHS�THU\MHJ[\YPUN�TVKLSZ�HUK�ZLY]PJL�VWLYH�
[PVU�TVKLSZ��HUK�NYHKLK�[OL�PUK\Z[YPHS�KH[H�PU[V�
[OYLL�SL]LSZ�I`�JVUZPKLYPUN�[OL�WV[LU[PHS�PTWHJ[Z�
on�industrial�production�and�economic�beneÄts�
after� diɈerent� types�of� industrial� data� are�dis�
[VY[LK��KLZ[YV`LK��KPZJSVZLK�VY�PSSLNHSS`�\ZLK�

���� :LJ\YP[`�9LX\PYLTLU[Z�MVY�0V;
437:� )HZLSPUL� :[HUKHYKZ� WYV]PKL� ZLJ\YP[`�
extension�requirements�for�IoT�such�as�the�phys�
PJHS�WYV[LJ[PVU�VM�ZLUZVY�UVKLZ��KL]PJL�ZLJ\YP[`�
VM� ZLUZVY� UVKLZ�� KL]PJL� ZLJ\YP[`� VM� NH[L^H`�
UVKLZ��THUHNLTLU[�VM�ZLUZVY�UVKLZ�HUK�KH[H�
M\ZPVU�WYVJLZZPUN��6[OLY�UH[PVUHS�Z[HUKHYKZ�HSZV�
ZLY]L�HZ�YLMLYLUJL�MVY�0V;�ZLJ\YP[ �̀�Z\JO�HZ�[OL�
security� technical� requirements� for�data� trans�
TPZZPVU�

;OL� .\PKLSPULZ� MVY� [OL� *VUZ[Y\J[PVU� VM� )HZPJ�
:LJ\YP[`�:[HUKHYK�:`Z[LT�VM�0U[LYUL[�VM�;OPUNZ�
�����W\[Z� MVY^HYK�[OL� MYHTL^VYR�VM� [OL�IHZPJ�
security� standards,� key� standardisation� Äelds�
HUK� KPYLJ[PVUZ� VM� [OL� IHZPJ� ZLJ\YP[`� VM� 0V;��
including�overall�security�requirements,�terminal�
ZLJ\YP[ �̀�NH[L^H`�ZLJ\YP[ �̀�WSH[MVYT�ZLJ\YP[`�HUK�
ZLJ\YP[`�THUHNLTLU[�

;OL�.\PKLSPULZ�MVY�*VUZ[Y\J[PVU�HSZV�WYVWVZLK�
[V�ZL[�\W�[OL�IHZPJ�ZLJ\YP[`�Z[HUKHYK�Z`Z[LT�VM�
[OL�0V;�PU������HUK�WYVTV[LK�[OL�MVYTH[PVU�VM�
H�YLSH[P]LS`�JVTWSL[L�Z`Z[LT�VM�0V;�IHZPJ�ZLJ\�
rity�standards�in�the�next�three�years.�It�speciÄ�
cally�deÄned�the�security�requirements� for�key�
basic� Äelds� such� as� IoT� terminals,� gateways�
and� platforms.� The� requirements� include� sys�
[LT�JVUZ[Y\J[PVU�� ZHML[`� VYNHUPZH[PVU��WLYZVU�
ULS�THUHNLTLU[��VWLYH[PVU�ZHML[ �̀�HZZL[�THU�
agement,� conÄguration� management,� remote�
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THPU[LUHUJL� ZHML[ �̀� ]\SULYHIPSP[`� KL[LJ[PVU��
LTLYNLUJ`� YLZWVUZL�� HUK� THUHNLTLU[� HUK�
KPZHZ[LY�YLJV]LY �̀

���� 9LX\PYLTLU[Z�MVY�:LJ\YL�:VM[^HYL�
+L]LSVWTLU[
Certiðcation
(KTPUPZ[YH[P]L�4LHZ\YLZ�VU�;LZ[PUN� HUK�:HSLZ�
7LYTP[Z� MVY� 7YVK\J[Z� +LKPJH[LK� MVY� [OL� :LJ\�
YP[`�VM�*VTW\[LY�0UMVYTH[PVU�:`Z[LTZ�YLSLHZLK�
I`�47:� PU��  ���WYVWVZLK� [OH[� [OL� [LYT� ¸[OL�
WYVK\J[Z�KLKPJH[LK�MVY�[OL�ZLJ\YP[`�VM�JVTW\[LY�
PUMVYTH[PVU�Z`Z[LTZ¹�ZOHSS�YLMLY�[V�[OL�OHYK^HYL�
HUK�ZVM[^HYL�WYVK\J[Z�KLKPJH[LK�MVY�[OL�ZLJ\YP[`�
VM�JVTW\[LY�PUMVYTH[PVU�Z`Z[LTZ��:LSSPUN�ZLJ\�
YP[`�KLKPJH[LK�WYVK\J[Z�PU�*OPUH�PZ�Z\IQLJ[�[V�[OL�
ZHSLZ�WLYTP[�Z`Z[LT�

-\Y[OLYTVYL��0TWSLTLU[PUN�4LHZ\YLZ�VU�:LJ\�
rity�CertiÄcation�for�Critical�Network�Equipment�
HUK�:WLJPHSPZLK�5L[^VYR�7YVK\J[Z�WYV]PKLZ�[OH[�
[OL� ZWLJPHSPZLK� WYVK\J[Z� MVY� UL[^VYR� ZLJ\YP[`�
require� security� certiÄcation.� The� specialised�
WYVK\J[Z�MVY�UL[^VYR�ZLJ\YP[`�HYL�KP]PKLK�PU[V����
JH[LNVYPLZ��HJJVYKPUN�[V�[OL�*H[HSVN\L�VM�*YP[P�
cal� Network�Equipment� and�Network�Security�
7YVK\J[Z��-PYZ[�)H[JO��������PUJS\KPUN�>(-��0+:��
07:�HUK�UL[^VYR�JVTWYLOLUZP]L�H\KP[�Z`Z[LT�

1HWZRUN�3URGXFW�6HFXULW\
The� Vulnerability� Regulation� requires� network�
WYVK\J[� Z\WWSPLYZ��5VZ�� HUK�]\SULYHIPSP[`�W\I�
SPZOPUN�WSH[MVYTZ�[V�LZ[HISPZO�\UPTWLKLK�JOHU�
ULSZ�MVY� YLJLP]PUN�]\SULYHIPSP[`� PUMVYTH[PVU��HUK�
[PTLS`�]LYPM`�HUK�JVTWSL[L�[OL�YLWHPY�VM�]\SULY�
HIPSP[PLZ��4LHU^OPSL��[OL�=\SULYHIPSP[`�9LN\SH[PVU�
also�provides�speciÄc�time�periods�for�network�
WYVK\J[� Z\WWSPLYZ� [V� YLWVY[� ]\SULYHIPSP[PLZ� HUK�
[OLPY�VISPNH[PVUZ� [V�WYV]PKL�WYVK\J[�\ZLYZ�^P[O�
[LJOUPJHS� Z\WWVY[�� -VY� ]\SULYHIPSP[`� W\ISPZOPUN�
platforms,�the�Vulnerability�Regulation�speciÄes�
eight� requirements,� such� as� allowing� them� to�
KPZJSVZL�WYVK\J[�]\SULYHIPSP[PLZ�PU�HK]HUJL�\WVU�
HZZLZZTLU[� HUK� ULNV[PH[PVU�� WYVOPIP[PUN� [OLT�

MYVT�YLSLHZPUN�KL[HPSZ�VM�UL[^VYR�VWLYH[VYZ»�]\S�
ULYHIPSP[PLZ�� ZPT\S[HULV\ZS`� YLSLHZPUN� YLTLKPHS�
HUK�WYL]LU[P]L�TLHZ\YLZ��HUK�WYVOPIP[PUN�[OLT�
MYVT� WYV]PKPUN� \UKPZJSVZLK� ]\SULYHIPSP[PLZ� [V�
V]LYZLHZ�VYNHUPZH[PVUZ�VY�PUKP]PK\HSZ�V[OLY�[OHU�
WYVK\J[�WYV]PKLYZ

���� 9LWVY[PUN�;YPNNLYZ
Government�Authorities
<UKLY�[OL�*`ILYZLJ\YP[`�3H �̂�JVUJLYULK�56Z�
ZOHSS�YLWVY[�PUJPKLU[Z�[OH[�[OYLH[LU�J`ILYZLJ\YP[`�
[V�[OL�JVTWL[LU[�H\[OVYP[ �̀�-VY�PUZ[HUJL��[OL�MVS�
SV^PUN�

•�;OL�(\[VTV[P]L�+H[H�:LJ\YP[`�4HUHNLTLU[�
Measures�requires�the�automotive�data�pro�
JLZZVY�[OH[�JVUK\J[Z�PTWVY[HU[�KH[H�WYVJLZZ�
PUN�HJ[P]P[PLZ�ZOHSS��ILMVYL����+LJLTILY�VM�
LHJO�`LHY��Z\ITP[�[OL�HUU\HS�H\[VTV[P]L�KH[H�
ZLJ\YP[`�THUHNLTLU[�YLWVY[��PUJS\KPUN�[OL�
H\[VTV[P]L�KH[H�ZLJ\YP[`�PUJPKLU[Z�HUK�[OL�
OHUKSPUN�[OLYLVM��[V�[OL�WYV]PUJPHS�*(*�HUK�
YLSL]HU[�H\[OVYP[PLZ�

•�;OL�7YVT\SNH[PVU�VM�[OL�(KTPUPZ[YH[P]L�
4LHZ\YLZ�VU�9LN\SH[VY`�+H[H�:LJ\YP[`��;YPHS�
0TWSLTLU[H[PVU���PZZ\LK�I`�[OL�*)09*��WYL�
scribes�that�in�case�of�occurrence�of�signiÄ�
JHU[�ZLJ\YP[`�YPZRZ�YLSH[PUN�[V�YLN\SH[VY`�KH[H��
[OL�I\ZPULZZ�KLWHY[TLU[�VY�LU[Y\Z[LK�VYNHUP�
ZH[PVU�JVUJLYULK�ZOHSS�PTTLKPH[LS`�[HRL�
LTLYNLUJ`�YLZWVUZL�TLHZ\YLZ�HUK�YLWVY[�[V�
[OL�:[H[PZ[PJZ�0UMVYTH[PVU�+LWHY[TLU[�VM�[OL�
*)09*�^P[OPU����OV\YZ�

•�(JJVYKPUN�[V�9LN\SH[PVUZ�VM�[OL�79*�VU�[OL�
:LJ\YP[`�7YV[LJ[PVU�VM�*VTW\[LY�0UMVYTH[PVU�
:`Z[LT��\ZLYZ�VM�H�JVTW\[LY�PUMVYTH[PVU�Z`Z�
[LT�ZOHSS�YLWVY[�HU`�JHZL�HYPZPUN�MYVT�Z\JO�
Z`Z[LT�[V�[OL�SVJHS�W\ISPJ�ZLJ\YP[`�I\YLH\�H[�
JV\U[`�SL]LS�VY�HIV]L�^P[OPU����OV\YZ�

•�;OL�;LSLJVTT\UPJH[PVUZ�9LN\SH[PVUZ�VM�
[OL�79*�WYLZJYPIL�[OH[�[LSLJVT�VWLYH[VYZ�
ZOHSS�YLWVY[�[V�[OL�YLSL]HU[�UH[PVUHS�H\[OVYP�
[PLZ�\WVU�KPZJV]LY`�VM�PSSLNHS�[YHUZTPZZPVU�VM�
PUMVYTH[PVU�JVU[LU[Z�HZ�KLZJYPILK�PU�(Y[PJSL�
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���PU�[OL�JV\YZL�VM�[OLPY�W\ISPJ�PUMVYTH[PVU�
ZLY]PJLZ�

•�;OL�KYHM[�+H[H�:LJ\YP[`�9LN\SH[PVU�WYVWVZLZ�
[OH[�MVY�HU`�KH[H�ZLJ\YP[`�PUJPKLU[�¶�Z\JO�HZ�
SLHRHNL��KHTHNL�VY�SVZZ�¶�+7Z�ZOHSS�YLWVY[�[V�
PU[LYLZ[LK�WHY[PLZ�^P[OPU�[OYLL�I\ZPULZZ�KH`Z��
>OLYL�PTWVY[HU[�KH[H�VY�TVYL�[OHU���������
PUKP]PK\HSZ»�WLYZVUHS�PUMVYTH[PVU�PZ�PU]VS]LK��
[OL�+7Z�ZOHSS�YLWVY[�[V�[OL�T\UPJPWHS�*(*�
HUK�YLSL]HU[�H\[OVYP[PLZ�^P[OPU�LPNO[�OV\YZ�
VM�[OL�VJJ\YYLUJL�VM�[OL�ZLJ\YP[`�PUJPKLU[��
+7�ZOV\SK�HSZV�Z\ITP[�HU�PU]LZ[PNH[PVU�HUK�
HZZLZZTLU[�YLWVY[�JV]LYPUN�[OL�JH\ZL�VM�[OL�
incident,�the�consequence�of�harm�caused,�
[OL�HJJV\U[HIPSP[`�HUK�[OL�PTWYV]LTLU[�
TLHZ\YLZ�[HRLU��HTVUN�V[OLY�PUMVYTH[PVU��[V�
[OL�KPZ[YPJ[�JP[`�SL]LS�J`ILYZLJ\YP[`�H\[OVYP[`�
and�other�relevant�authorities�within�Äve�busi�
ULZZ�KH`Z�VM�[OL�KPZWVZHS�VM�[OL�PUJPKLU[�

(Z� MVY�*00��H\[OVYP[PLZ� PU�JOHYNL�ZOHSS�LZ[HISPZO�
[OL� J`ILYZLJ\YP[`� TVUP[VYPUN� TLJOHUPZT� HUK�
information� reporting� mechanism� for� speciÄc�
PUK\Z[YPLZ�ZLJ[VYZ�^P[OPU� [OLPY� YLZWLJ[P]L� Q\YPZ�
KPJ[PVUZ�

0U�JHZL�VM�PUJYLHZPUN�YPZR�VM�J`ILYZLJ\YP[`�L]LU[Z��
NV]LYUTLU[Z�H[�WYV]PUJPHS�SL]LS�HUK�HIV]L�ZOHSS�
take�measures� to� require�authorities,�agencies�
HUK� WLYZVUULS� JVUJLYULK� [V� WYVTW[S`� JVSSLJ[�
HUK�YLWVY[�ULJLZZHY`�PUMVYTH[PVU�HUK�LUOHUJL�
TVUP[VYPUN�VM�J`ILYZLJ\YP[`�YPZRZ�

0U� HJJVYKHUJL� ^P[O� [OL� *:3�� 7073� HUK� +:3��
*OPUH� OHZ� LZ[HISPZOLK� H� UH[PVUHS� J`ILYZLJ\YP�
[`� PUMVYTH[PVU�YLWVY[PUN�TLJOHUPZT�SLK�I`�[OL�
*(*�HUK�47:��^OPSL�T\S[P�TPUPZ[YPLZ�I\YLH\Z�¶�
PUJS\KPUN�400;��5+9*�HUK� [OL�ZLJYLJ`�I\YLH\�
¶�HYL�HSZV�WHY[PJPWH[PUN�

Individuals
<UKLY�[OL�*:3��PU�JHZL�VM�KPZJSVZ\YL��KHTHNL�
VY�SVZZ��VY�WVZZPISL�KPZJSVZ\YL��KHTHNL�VY�SVZZ���
NOs�are�obligated� to�notify� the�aɈected�users�

WYVTW[S �̀�0U�HKKP[PVU��MVY�HU`�YPZR��Z\JO�HZ�ZLJ\�
YP[`�KLMLJ[�VY�I\N�PU�UL[^VYR�WYVK\J[Z�VY�ZLY]PJL��
[OL� WYVK\J[�ZLY]PJL� WYV]PKLYZ� JVUJLYULK� ZOHSS�
PUMVYT�[OL�\ZLYZ�VM�Z\JO�YPZR��0U�HKKP[PVU��HJJVYK�
PUN�[V�[OL�7073��PU�JHZL�VM�70�ZLJ\YP[`�PUJPKLU[��
aɈected�PI�subjects�shall�be�notiÄed�of�informa�
[PVU�YLSH[LK�[V�[OL�PUJPKLU[�

2WKHU�&RPSDQLHV�RU�2UJDQLVDWLRQV
+\[`�[V�YLWVY[�[V�V[OLY�JVTWHUPLZ�TH`�IL�[YPN�
NLYLK�I`�JVU[YHJ[\HS�VISPNH[PVUZ�

0UK\Z[Y`�VYNHUPZH[PVUZ�TH`�KL[LYTPUL�YLWVY[PUN�
VISPNH[PVUZ�[V�P[Z�TLTILYZ��\UKLY�(Y[PJSL�� �VM�
[OL�*:3��6[OLY� PUK\Z[Y`�ZLSM�YLN\SH[LK� VISPNH�
[PVUZ�[V�YLWVY[�[V�PUMVYTH[PVU�ZOHYPUN�VYNHUPZH�
[PVUZ��HZ�KLZJYPILK�PU�����0UMVYTH[PVU�:OHYPUN�
6YNHUPZH[PVUZ� HUK�.V]LYUTLU[�*`ILYZLJ\�
YP[`�(ZZPZ[HUJL,�may�also�exist.

�� � ¸9PZR�VM�/HYT¹�;OYLZOVSKZ�VY�
:[HUKHYKZ
;OLYL�HYL�]HYPV\Z�[OYLZOVSKZ�HUK�Z[HUKHYKZ�VM�
notiÄcation�in�China’s�cybersecurity�regime.

-VY� PUZ[HUJL�� HJJVYKPUN� [V� [OL� ,TLYNLUJ`�
9LZWVUZL� 7SHU� MVY� *`ILYZLJ\YP[`� 0UJPKLU[Z� PU�
7\ISPJ�0U[LYUL[�5L[^VYR��[OL�SV^LZ[�SL]LS�VM�UL[�
^VYR� ZLJ\YP[`� PUJPKLU[� PZ� [OL� NLULYHS� UL[^VYR�
ZLJ\YP[`�PUJPKLU[�^OPJO�ZOHSS�Z\P[�VUL�VM�[OL�MVS�
SV^PUN�JVUKP[PVUZ!

•�H�SHYNL�U\TILY�VM�PU[LYUL[�\ZLYZ�^P[OPU�VUL�
T\UPJPWHSP[`�HYL�\UHISL�[V�HJJLZZ�[OL�PU[LYUL[�
UVYTHSS`"

•�[OL�SLHRHNL�VM�[OL�PUMVYTH[PVU�VM�TVYL�[OHU�
��������PU[LYUL[�\ZLYZ"�HUK

•�V[OLY�PUJPKLU[Z�[OH[�JH\ZL�VY�TH`�JH\ZL�NLU�
eral�harm�or�eɈect.

0[� JV\SK� IL� PTWSPLK� H[� SLHZ[� [OL� ZHTL� SL]LS� VM�
[OYLZOVSK�VM�J`ILYZLJ\YP[`�OHYT�PZ�HWWSPJHISL�[V�
data�breach�incident�notiÄcation.
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In�addition�to�the�harm�to�cybersecurity,�notiÄca�
[PVU�VISPNH[PVUZ�HYL�HSZV�[YPNNLYLK�̂ OLU�WLYZVUHS�
PUMVYTH[PVU�PZ�̧ SPRLS`�[V�IL�KP]\SNLK��KHTHNLK�VY�
SVZ[¹�\UKLY�[OL�*:3�
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���� *`ILYZLJ\YP[`�+LMLUZP]L�4LHZ\YLZ
(JJVYKPUN�[V�[OL�4LHZ\YLZ�MVY�4VUP[VYPUN�HUK�
/HUKSPUN�;OYLH[Z�[V�[OL�*`ILY�:LJ\YP[`�VM�7\ISPJ�
0U[LYUL[��[LSLJVTT\UPJH[PVUZ�H\[OVYP[PLZ��PUJS\K�
PUN�400;�HUK�WYV]PUJPHS�JVTT\UPJH[PVU�HKTPU�
PZ[YH[PVUZ��HYL�PU�JOHYNL�VM�TVUP[VYPUN�J`ILYZL�
J\YP[`� [OYLH[Z�� ;OLYLHM[LY�� 0UMVYTH[PVU� :LJ\YP[`�
Technology� –� Basic� Requirements� and� Imple�
TLU[H[PVU�.\PKL�VM�5L[^VYR�:LJ\YP[`�4VUP[VYPUN�
�����ZL[Z�V\[�[OL�MYHTL^VYR�HUK�IHZLSPULZ�MVY�
UL[^VYR�ZLJ\YP[`�TVUP[VYPUN��̂ OPJO�JVU[LTWSH[L�
[OH[� UL[^VYR� ZLJ\YP[`�TVUP[VYPUN� HYL� JVUK\J[�
LK�[OYV\NO�YLHS�[PTL�JVSSLJ[PVU�VM�UL[^VYR�HUK�
security�equipment�logs,�system�operation�data�
HUK�V[OLY�PUMVYTH[PVU�

���� 0U[LYZLJ[PVU�VM�*`ILYZLJ\YP[`�HUK�
7YP]HJ`�VY�+H[H�7YV[LJ[PVU
;OL� PU[LYZLJ[PVU� VM� J`ILYZLJ\YP[`� HUK� WYP]HJ`�
illustrates� the� conÅict� arising� from� the� inter�
[^PULK�PU[LYLZ[Z�VM�[OL�JVTT\UP[`�HUK�VM�PUKP�
]PK\HSZ�LU[P[PLZ��-VY�PUZ[HUJL��MYVT�[OL�JVTTLY�
JPHS�WYHJ[PJL�WLYZWLJ[P]L��HZ�JVTWHUPLZ�PTWVZL�
conÄdentiality� obligations� on� their� employees,�
HU�LTWSV`LL�YLWVY[PUN�[OL�]\SULYHIPSP[`�VM�OPZ�VY�
OLY�JVTWHU`»Z�UL[^VYR�Z`Z[LT�[V�H�[OPYK�WHY[`�
is�in�conÅict�with�their�conÄdentiality�obligations.

Although� it� is� diɉcult� to� clearly� deÄne� the�
IV\UKHYPLZ�IL[^LLU�[OL�[^V��[OL�Z[H[L�[YPLZ�[V�
balance� the� scales.�For� example,� in� the�PIPL,�
[OL�WYVJLZZPUN�VM�70�I`�Z[H[L�VYNHUZ�[V�WLYMVYT�
[OLPY� Z[H[\[VY`�M\UJ[PVUZ�ZOHSS�IL�JHYYPLK�V\[� PU�
HJJVYKHUJL�^P[O� [OL�H\[OVYP[`�HUK�WYVJLK\YLZ�

WYV]PKLK�PU�SH^Z�HUK�HKTPUPZ[YH[P]L�YLN\SH[PVUZ��
and�shall�not�exceed�the�scope�and�limits�nec�
LZZHY`�MVY�[OL�Z[H[\[VY`�M\UJ[PVUZ��^OPJO�TLHUZ�
W\ISPJ�H\[OVYP[PLZ�TH`�VUS`�JVSSLJ[�HUK�\ZL�WLY�
ZVUHS� PUMVYTH[PVU�\WVU� KH[H�Z\IQLJ[Z»� H\[OVY�
PZLK�JVUZLU[�VY�Z[H[\[VY`�H\[OVYPZH[PVUZ�I`�SH^Z�
VY�HKTPUPZ[YH[P]L�YLN\SH[PVUZ��L]LU�^OLU�J`ILY�
ZLJ\YP[`�[OYLH[�PZ� PU]VS]LK��.LULYHSS`�ZWLHRPUN��
^L�\UKLYZ[HUK�[OH[�VUS`�JPYJ\TZ[HUJLZ�VM�JLY�
[HPU�JYPTPUHS�PU]LZ[PNH[PVUZ�VY�[OYLH[Z�[V�UH[PVUHS�
ZLJ\YP[`�TH`�[YPNNLY�Z\JO�Z[H[\[VY`�H\[OVYPZH[PVU�

(KKP[PVUHSS �̀�\UKLY�[OL�*:3��+:3��7073��HUK�[OL�
PTWSLTLU[PUN� YLN\SH[PVUZ��H\[OVYP[PLZ�HUK� [OLPY�
staɈ�bearing�relevant�regulatory�authority�must�
carefully�keep�strict�conÄdentiality�of�any�PI,�pri�
]HJ`�PUMVYTH[PVU�HUK�I\ZPULZZ�ZLJYL[Z�VI[HPULK�
PU�[OLPY�WLYMVYTHUJL�VM�K\[PLZ��-\Y[OLYTVYL��(Y[P�
JSL� ��� VM� [OL�*:3�WYLZJYPILZ� [OH[� J`ILYZWHJL�
HKTPUPZ[YH[PVUZ�HUK�H\[OVYP[PLZ�JVUJLYULK�ZOHSS�
VUS`� \ZL� [OL� PUMVYTH[PVU� HJJLZZLK� PU� WLYMVY�
THUJL�VM�[OLPY�K\[PLZ�MVY�J`ILYZLJ\YP[`�WYV[LJ�
[PVU�W\YWVZLZ�

� � � * @) ,9 ;/9, (;�
0 5 - 694(; 0 65 � :/(9 0 5.�
(9 9(5. ,4,5; :

���� 9LX\PYLK�VY�(\[OVYPZLK�:OHYPUN�VM�
*`ILYZLJ\YP[`�0UMVYTH[PVU
7SLHZL� YLMLY� [V�����9LWVY[PUN�;YPNNLYZ� �¸.V]�
LYUTLU[�(\[OVYP[PLZ¹��MVY�KL[HPSZ�VM�[OPZ�TH[[LY�

���� =VS\U[HY`�0UMVYTH[PVU�:OHYPUN�
6WWVY[\UP[PLZ
>P[O�YLNHYK�[V�(Y[PJSL�� �VM�[OL�*:3�� [OL�Z[H[L�
Z\WWVY[Z� [OL� JV�VWLYH[PVU� HTVUN� UL[^VYR�
operators�in�collection,�analysis�and�notiÄcation�
VM� J`ILYZLJ\YP[`� PUMVYTH[PVU� HUK� LTLYNLUJ`�
YLZWVUZL��PU�VYKLY�[V�PTWYV]L�[OLPY�J`ILYZLJ\�
YP[`� WYV[LJ[PVU� JHWHJP[PLZ�� ;OL� YLSL]HU[� PUK\Z�
[Y`� VYNHUPZH[PVUZ� ZOHSS� LZ[HISPZO� HUK� PTWYV]L�
YLZWLJ[P]L�J`ILYZLJ\YP[`�Y\SLZ�HUK�JV�VYKPUH[PVU�
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TLJOHUPZTZ��LUOHUJL�HUHS`ZPZ�HUK�HZZLZZTLU[�
VU� J`ILYZLJ\YP[`� YPZRZ�� YLN\SHYS`� YLSLHZL� YPZR�
HSLY[Z�[V�[OLPY�TLTILYZ��HUK�HZZPZ[�[OLPY�TLT�
ILYZ�^P[O�JVWPUN�^P[O�J`ILYZLJ\YP[`�YPZRZ�

0U� *OPUH�� \ZLYZ�� Z\WWSPLYZ� HUK� YLZLHYJO� PUZ[P�
[\[PVUZ�HYL�LUJV\YHNLK� [V�YLWVY[�HU`�WV[LU[PHS�
system�vulnerabilities�identiÄed�to�the�CNVD,�as�
KLZJYPILK�PU�����0UMVYTH[PVU�:OHYPUN�6YNHUPZH�
[PVUZ�HUK�.V]LYUTLU[�*`ILYZLJ\YP[`�(ZZPZ�
[HUJL��ZV�HZ�[V�NH[OLY��]LYPM`�HUK�^HYU�HNHPUZ[�
HU`�ZLJ\YP[`�]\SULYHIPSP[PLZ�HUK�[V�LZ[HISPZO�HU�
eɈective�and�co-ordinated�emergency�response�
TLJOHUPZT�HTVUN�HSS�VWLYH[VYZ�

(SZV�� [OLYL� HYL� ZJLUHYPVZ� ^OLYL� Z`Z[LT� ]\S�
ULYHIPSP[PLZ� ZOHSS� IL� THUKH[VYPS`� YLWVY[LK�� HZ�
KLZJYPILK� PU� ���� 9LX\PYLTLU[Z� MVY� :LJ\YL�
:VM[^HYL�+L]LSVWTLU[�

0[�PZ�^VY[O�UV[PUN�[OH[�H�THQVY�JSV\K�ZLY]PJL�WYV�
]PKLY� OHK� ILLU� Z\ZWLUKLK� I`�400;��^P[O� [OLPY�
WHY[ULYZOPW�LUKPUN�PU�������ILJH\ZL�VM�MHPSPUN�[V�
TLL[�[OL�THUKH[VY`�YLWVY[PUN�VISPNH[PVU�

� � � : 0 .5 0 - 0 * (5 ;�
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��� 9LN\SH[VY`�,UMVYJLTLU[�VY�
3P[PNH[PVU
In� the� Äeld� of� administrative� supervision,� app�
NV]LYUHUJL�PZ�Z[PSS�[OL�TVZ[�PTWVY[HU[�^VYR�MVY�
regulatory�authorities�in�the�Äeld�of�data�protec�
[PVU�PU�������47:�M\Y[OLY�WYVTV[LK�[OL�ZWLJPHS�
HJ[PVU�VM�̧ 1PUN^HUN�����¹�HUK�HJOPL]LK�YLTHYR�
HISL�WOHZLK�YLZ\S[Z��^P[O�TVYL�[OHU��������PSSL�
NHS�HJ[P]P[PLZ�YLSH[LK�[V�UL[^VYR�ILPUN�KL[LJ[LK��
0U�[OL�TLHU[PTL��400;�PZZ\LK�H�UV[PJL�VU�SH\UJO�
PUN�HJ[PVUZ�MVY�PTWYV]LTLU[Z�[V�[OL�WLYJLW[PVU�

VM�PUMVYTH[PVU�HUK�JVTT\UPJH[PVUZ�ZLY]PJL��0[�PZ�
required�to�establish�the�list�of�collected�person�
HS�PUMVYTH[PVU�HUK�H�SPZ[�VM�WLYZVUHS�PUMVYTH[PVU�
ZOHYLK�^P[O�[OPYK�WHY[PLZ��HUK�KPZWSH`�[OL�ZHTL�
PU�[OL�ZLJVUKHY`�TLU\�VM�[OL�HWW�

(Z�VM�:LW[LTILY�������400;�OHZ�PZZ\LK�H�[V[HS�VM�
19�batches�of�“app�notiÄcation�on�infringement�
of�user�rights”,�of�which�Äve�batches�were�issued�
in�2021.�The�notiÄed�apps�concern�many�Äelds,�
HUK�[OL�SPZ[LK�WYVISLTZ�MVJ\Z�VU�[OL�PSSLNHS�JVS�
SLJ[PVU�VM�70�JVTW\SZVY`�HJJLZZ�[V�H\[OVYP[ �̀�L[J�

8.2� SigniÄcant�Audits,�Investigations�or�
7LUHS[PLZ
:PUJL�SHZ[�`LHY�� [OL� YLN\SH[VY`�H\[OVYP[PLZ�OH]L�
signiÄcantly�strengthened�their�supervision�over�
[OL�WYV[LJ[PVU�VM�WLYZVUHS�PUMVYTH[PVU�ZLJ\YP[ �̀�
;OL�*)09*�YLSLHZLK�HU�HKTPUPZ[YH[P]L�WLUHS[`�
notice� on� its� oɉcial� website,� indicating� that�
China� CITIC� Bank� received� a� Äne� of� CNY4.5�
TPSSPVU� MVY�ZL]LYHS�]PVSH[PVUZ�VM� SH^Z�HUK�YLN\�
lations,�such�as�enquiring�about�and�then�pro�
]PKPUN� [YHUZHJ[PVU� PUMVYTH[PVU�VM�H�J\Z[VTLY»Z�
WLYZVUHS�IHUR�HJJV\U[�[V�H�[OPYK�WHY[`�^P[OV\[�
[OL�H\[OVYPZH[PVU�VM�[OL�J\Z[VTLY�

;OL�7)*�OHZ�PZZ\LK�TVYL�[OHU����WLUHS[`�KLJP�
ZPVUZ� PU]VS]PUN� WLYZVUHS� PUMVYTH[PVU� ZLJ\YP[`�
�PUJS\KPUN� PUZ[P[\[PVUZ�HUK�PUKP]PK\HSZ���4VZ[�VM�
[OL�W\UPZOTLU[� KLJPZPVUZ�HYL� MVY� [OL� ]PVSH[PVU�
of�enquiring�about�personal�information�without�
the�subject’s�consent,�including�enquiring�about�
PUKP]PK\HS�JYLKP[�YLWVY[Z�VY�SVHU�PUMVYTH[PVU�̂ P[O�
V\[�[OL�Z\IQLJ[»Z�JVUZLU[�HUK�ULNSPNLU[�KPZJSV�
Z\YL�VM�WLYZVUHS�PUMVYTH[PVU�

���� (WWSPJHISL�3LNHS�:[HUKHYKZ
7SLHZL�YLMLY�[V�����(KTPUPZ[YH[PVU�HUK�,UMVYJL�
TLU[�7YVJLZZ�HUK�����4\S[PSH[LYHS�HUK�:\IUH�
[PVUHS�0ZZ\LZ�
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8.4� SigniÄcant�Private�Litigation
A� WeChat� user� Äled� a� lawsuit,� claiming� that�
[OL�>LPZOP�HWW��VWLYH[LK�I`�;LUJLU[��\ZLK�[OL�
plaintiɈ’s�personal�information�in�WeChat�with�
V\[�H\[OVYPZH[PVU�� PUJS\KPUN�YLNPVU��NLUKLY�HUK�
>L*OH[� YLSH[PVUZOPW��<WVU� [YPHS� VM� [OL� ZLJVUK�
PUZ[HUJL�� [OL�JV\Y[�OLSK� [OH[� [OL�>LPZOP�(WW»Z�
compulsory�acquisition�of�the�user’s�region�and�
NLUKLY�PUMVYTH[PVU�KPK�UV[�ZH[PZM`�[OL�WYPUJPWSL�
VM�ULJLZZP[`�VM�JVSSLJ[PUN�\ZLY�PUMVYTH[PVU�

Further,� in� the� scenario� that� the� plaintiɈ� unin�
Z[HSSLK� [OL�>LPZOP� (WW� HUK� YL�\ZLK� [OL� ZHTL�
HJJV\U[�[V�SVN�PU�[V�[OL�>LPZOP�(WW�^P[OV\[�JVU�
ZLU[�HUK�H\[OVYPZH[PVU��[OL�\ZLY�OHK�YLHZVUHISL�
NYV\UKZ�[V�ILSPL]L�[OH[�P[�UV�SVUNLY�H\[OVYPZLK�
[OL�>LPZOP�(WW�[V�\ZL� [OL�>L*OH[� MYPLUK� YLSH�
[PVUZOPW��>LPZOP»Z�JVU[PU\V\Z�\ZL�VM�[OL�Z[VYLK�
>L*OH[�MYPLUK�YLSH[PVUZOPW�PU�[OL�IHJR�LUK�KPK�
not�meet�the�user’s�“reasonable�expectation”�of�
the� consequences�of� his� authorisation.�There�
MVYL�� [OL� >LPZOP� (WW»Z� JVU[PU\V\Z� \ZL� VM� [OL�
plaintiɈ’s� WeChat� friend� relationship� did� not�
meet�the�lawfulness�principle�when�the�plaintiɈ�
KV^USVHKLK�[OL�HWW�MVY�[OL�ZLJVUK�[PTL�

���� *SHZZ�(J[PVUZ
(Y[PJSL� ���VM� [OL�7073� LZ[HISPZOLZ�[OL� MV\UKH�
[PVU�VM�W\ISPJ�PU[LYLZ[�SP[PNH[PVU�MVY�[OL�WYV[LJ[PVU�
VM�WLYZVUHS�PUMVYTH[PVU��;OL�7YVJ\YH[VYH[L��[OL�
JVUZ\TLY�VYNHUPZH[PVU�HZ�WYV]PKLK�I`� SH �̂� VY�
the�organisation�determined�by�the�CAC�may�Äle�
H�SH^Z\P[�^P[O�[OL�JV\Y[�PU�HJJVYKHUJL�^P[O�[OL�
SH �̂�0U�HKKP[PVU��[OL�:\WYLTL�7LVWSL»Z�7YVJ\YH�
[VYH[L��:77��WYVT\SNH[LK�[OL�*PYJ\SHY�VU�0TWSL�
TLU[PUN�[OL�3H^�VU�[OL�7YV[LJ[PVU�VM�7LYZVUHS�
0UMVYTH[PVU� HUK� 7YVTV[PUN� [OL� 7YVJ\YH[VYPHS�
>VYR�VM�7\ISPJ�0U[LYLZ[�3P[PNH[PVU�VU�[OL�7YV[LJ�
[PVU�VM�7LYZVUHS� 0UMVYTH[PVU��JSHYPM`PUN�[OL�RL`�
WVPU[Z�VM�OHUKSPUN�W\ISPJ�PU[LYLZ[�SP[PNH[PVU�VU�[OL�
WYV[LJ[PVU�VM�WLYZVUHS�PUMVYTH[PVU�

 � � + < , � + 0 3 0 . , 5*,

 ��� 7YVJLZZLZ�HUK�0ZZ\LZ
;OL�WYVJLZZ�VM�KPSPNLUJL�PU�JVYWVYH[L�[YHUZHJ�
[PVUZ�THPUS`�JVUJLYUZ�[OL�ZLJ\YP[`�HUK�[OL�HZZL[�
HZWLJ[Z�VM�KH[H�

For�the�security�aspect,�MLPS�classiÄcation�and�
L]HS\H[PVU�VM�H� JVTWHU`»Z� PUMVYTH[PVU�Z`Z[LT�
are�the�Ärst�steps�of�due�diligence.�Comprehen�
ZP]L� HZZLZZTLU[Z� VM� J`ILYZLJ\YP[`� IHZLK� VU�
MLPS�classiÄcation�will� then�be� conducted� to�
WLYMVYT�NHW�HUHS`ZLZ�VM�]HYPV\Z�ZLJ\YP[`�YLSH[LK�
TH[[LYZ��PUJS\KPUN�LTLYNLUJ`�YLZWVUZL��70�WYV�
[LJ[PVU��JYVZZ�IVYKLY�KH[H�[YHUZMLY�ZLJ\YP[`�HUK�
*00�WYV[LJ[PVU�

(Z�MVY�[OL�HZZL[�HZWLJ[��K\L�KPSPNLUJL�^PSS�MVJ\Z�
on� conÄrming� the� legitimacy� of� the� corporate�
KH[H�HUK�PKLU[PM`PUN�[OL�SLNHS�IV\UKHY`�VM�JVYWV�
YH[L�KH[H�HZZL[Z��(Z�ZLJ\YP[`�HUK�JVTWSPHUJL�VM�
KH[H�HYL�[OL�WYLTPZLZ�VM�KH[H�HZZL[Z��[HRPUN�KH[H�
THWWPUN�HZ�YLMLYLUJL��HZZLZZTLU[�YLWVY[Z�^PSS�
IL� PZZ\LK� [V� YL]PL^�[OL�JVYWVYH[L� JVTWSPHUJL�
VM� KH[H� YLNHYKPUN� ]HYPV\Z�TH[[LYZ�� Z\JO� HZ� 70�
WYVJLZZPUN�� PU[LYUHS�JVYWVYH[L�Z`Z[LTZ�YLSH[LK�
[V�J`ILYZLJ\YP[`�HUK�KH[H�JVTWSPHUJL��PUMVYTH�
[PVU�JVU[LU[�HKTPUPZ[YH[PVU��HUK�V[OLYZ��0KLU[PM`�
PUN�[OL�IV\UKHY`�VM�[OL�JVTWHU`»Z�KH[H�HUK�[OL�
JSHPTZ�[OL�JVTWHU`�OHZ�V]LY� [OLT�^PSS�IL�[OL�
next�step�to�conÄrm�the�company’s�proprietary�
YPNO[Z�VU�[OL�JVYWVYH[L�KH[H�

 ��� 7\ISPJ�+PZJSVZ\YL
;OL�5H[PVUHS� .LULYHS� 9LZWVUZL� 7SHUZ� MVY� [OL�
7\ISPJ�,TLYNLUJ`�0UJPKLU[Z�ZL[�MVY[O�SVJHS�NV]�
LYUTLU[�H\[OVYP[PLZ»�VISPNH[PVUZ�[V�YLWVY[�W\ISPJ�
LTLYNLUJ`�PUJPKLU[Z�[V�OPNOLY�SL]LS�H\[OVYP[PLZ��
*`ILYZLJ\YP[`�YPZRZ�[OH[�JVUZ[P[\[L�H�W\ISPJ�LTLY�
NLUJ`�PUJPKLU[�TH`�IL�KPZJSVZLK�HUK�YLWVY[LK�[V�
]HYPV\Z�SL]LS�VM�H\[OVYP[PLZ�MVY�LTLYNLUJ`�HSLY[Z�
HUK�YLZWVUZLZ��;OL�,TLYNLUJ`�9LZWVUZL�3H^�
of� the�PRC� also� requires� that� all� entities� shall�
[PTLS`�YLWVY[�[OLPY�WV[LU[PHS�LTLYNLUJ`�PUJPKLU[Z�
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[V�SVJHS�H\[OVYP[PLZ�PU�HJJVYKHUJL�̂ P[O�HWWSPJHISL�
laws�and� regulations.� In� the�Änancial�area,� the�
4LHZ\YLZ�MVY�[OL�(KTPUPZ[YH[PVU�VM�0UP[PHS�7\ISPJ�
OɈering�and�Listing�of�Stocks�and�other�similar�
IPO� administration� measures� require� that� any�
PUMVYTH[PVU�[OH[�TH`�OH]L�HU`�THQVY�PTWHJ[�VU�
[OL�PU]LZ[VYZ»�KLJPZPVUZ�VU�PU]LZ[TLU[�ZOHSS�IL�
KPZJSVZLK�PU�076�WYVZWLJ[\ZLZ�

/V^L]LY�� LU[P[PLZ� ZOV\SK� UV[L� [OH[� [OL�KPZJSV�
Z\YL�VM�J`ILYZLJ\YP[`�PUMVYTH[PVU�TH`�IL�Z\IQLJ[�
[V�JLY[HPU� SPTP[H[PVUZ�\UKLY� YLJLU[�KYHM[�TLHZ�
\YLZ�I`�[OL�*(*��HZ�KLZJYPILK�PU�����0UMVYTH�
[PVU�:OHYPUN�6YNHUPZH[PVUZ�HUK�.V]LYUTLU[�
*`ILYZLJ\YP[`�(ZZPZ[HUJL�

� � � � 0 5 : <9 (5* , � ( 5+�
6 ;/,9 � * @ ), 9: ,*<9 0 ; @�
0 : :< , :

����� -\Y[OLY�*VUZPKLYH[PVUZ�YLNHYKPUN�
*`ILYZLJ\YP[`�9LN\SH[PVU
Considering� the� extraterritorial� jurisdiction� of�
79*�J`ILYZLJ\YP[`�YLN\SH[PVUZ��¸KVTLZ[PJ�VWLY�
H[PVU¹�HSZV�LU[HPSZ�HU�LU[LYWYPZL»Z�HJ[Z�[OH[�HYL�
PU[LUKLK� [V�WYV]PKL�NVVKZ�VY�ZLY]PJLZ�[V� PUKP�
]PK\HSZ�^P[OPU�[OL�79*�
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2PUN�
�>VVK�4HSSLZVUZ�PZ�HU�PU[LYUH[PVUHS�SH^�
Ärm�headquartered�in�Asia�with�a�global�network�
of�27�international�oɉces.�KWM’s�cybersecurity�
team� is�one�of� the�Ärst� legal� service� teams� to�
WYV]PKL� WYVMLZZPVUHS� ZLY]PJLZ� JVUJLYUPUN� J`�
ILYZLJ\YP[`� HUK� KH[H� JVTWSPHUJL� PU� *OPUH"� P[�
JVUZPZ[Z� VM� TVYL� [OHU� [LU� SH^`LYZ� ^P[O� ZVSPK�
PU[LYKPZJPWSPUHY`� IHJRNYV\UKZ�� THPUS`� SVJH[LK�
PU�)LPQPUN��^OPSL� M\Y[OLY� ZWLJPHSPZTZ� HYL� MV\UK�
within�KWM’s�global�network.�The�team�has�ex�
WLY[PZL�PU�HZZPZ[PUN�JSPLU[Z�PU�YLZWVUKPUN�[V�J`�
ILYZLJ\YP[`� PUZWLJ[PVUZ�HUK�UL[^VYR�LTLYNLU�

JPLZ�� [OL�LZ[HISPZOTLU[�VM�UL[^VYR�PUMVYTH[PVU�
JVTWSPHUJL�Z`Z[LTZ��ZLSM�HZZLZZTLU[�� PU[LYUHS�
[YHPUPUN�VU�J`ILYZLJ\YP[`�HUK�KH[H�JVTWSPHUJL��
HUK�V[OLY�YLSH[LK�TH[[LYZ��9LJLU[S �̀�2>4�HK�
]PZLK� H� YLUV^ULK�ZOVY[�[LYT� SVKNPUN�WSH[MVYT�
VU� JVTWSPHUJL� ^P[O� [OL� T\S[P�SL]LS� WYV[LJ[PVU�
VM� J`ILYZLJ\YP[ �̀� K\YPUN�^OPJO� 2>4�WYV]PKLK�
LSHIVYH[P]L�HUHS`ZPZ�VU�[OL�J\YYLU[�NYHKLK�WYV�
[LJ[PVU� VISPNH[PVUZ� HUK� M\Y[OLY� JVTWHYH[P]LS`�
HUHS`ZLK� [OL� UL^S`�WYVWVZLK�TLJOHUPZT�HUK�
the� existing� one,� thereby� enabling� it� to� oɈer�
WYHJ[PJHS�HK]PJL�[V�[OL�JSPLU[�

(< ;/6 9:

:\ZHU�5PUN�PZ�H�ZLUPVY�WHY[ULY�
HUK�[OL�OLHK�VM�2>4»Z�
YLN\SH[VY`�NYV\W��:OL�PZ�VUL�VM�
[OL�WPVULLYZ�LUNHNLK�PU�
J`ILYZLJ\YP[`�HUK�KH[H�
JVTWSPHUJL�WYHJ[PJL��^P[O�

W\ISPJH[PVUZ�PU�H�U\TILY�VM�QV\YUHSZ��Z\JO�HZ�
the�“Journal�of�Cyber�AɈairs”.�Her�publications�
PUJS\KL�¸)PN�+H[H!�:\JJLZZ�*VTLZ�+V^U�[V�
:VSPK�*VTWSPHUJL¹�HUK�¸5V�+H[H��5V�0U[LYUL[�
VM�=LOPJSLZ¹��:\ZHU»Z�WYHJ[PJL�HYLHZ�JV]LY�
ZLSM�HZZLZZTLU[�VM�UL[^VYR�ZLJ\YP[ �̀�
YLZWVUKPUN�[V�UL[^VYR�ZLJ\YP[`�JOLJRZ��KH[H�
JVTWSPHUJL�[YHPUPUN��L[J��:OL�OHZ�HZZPZ[LK�
JVTWHUPLZ�PU�ZLJ[VYZ�Z\JO�HZ�0;��[YHUZWVY[H[PVU�
and�Änance�in�dealing�with�network�security�
HUK�KH[H�JVTWSPHUJL�PZZ\LZ��

/HU�>\�PZ�H�WHY[ULY�VM�2>4»Z�
regulatory�group.�He�excels�in�
WYV]PKPUN�J`ILYZLJ\YP[`�HUK�KH[H�
JVTWSPHUJL�HK]PJL�[V�
T\S[PUH[PVUHSZ»�*OPULZL�
IYHUJOLZ�HUK�PU�LZ[HISPZOPUN�

UL[^VYR�ZLJ\YP[`�HUK�KH[H�JVTWSPHUJL�Z`Z[LTZ�
MVY�*OPULZL�LU[LYWYPZLZ�VWLYH[PUN�HIYVHK��0U�
[OL�HYLHZ�VM�J`ILYZLJ\YP[`�HUK�KH[H�
JVTWSPHUJL��/HU�WYV]PKLZ�SLNHS�ZLY]PJLZ��
PUJS\KPUN�HZZPZ[PUN�JSPLU[Z�PU�LZ[HISPZOPUN�H�
J`ILYZLJ\YP[`�JVTWSPHUJL�Z`Z[LT��ZLSM�
PU]LZ[PNH[PVU�VU�J`ILYZLJ\YP[ �̀�UL[^VYR�
ZLJ\YP[`�PU]LZ[PNH[PVUZ��J`ILYZLJ\YP[`�PUJPKLU[Z��
data�fusion�and�identiÄcation�of�data�assets.�
/HU�OHZ�WYV]PKLK�SLNHS�ZLY]PJLZ�VU�
J`ILYZLJ\YP[`�HUK�KH[H�JVTWSPHUJL�[V�
JVTWHUPLZ�PU�T\S[PWSL�PUK\Z[YPLZ��;OL�WYVQLJ[Z�
PU�^OPJO�OL�OHZ�WHY[PJPWH[LK�LUJVTWHZZ�[OL�
Änancial�payments,�consumer�electronics,�
PU[LYUL[�HK]LY[PZPUN�HUK�OLHS[OJHYL�PUK\Z[YPLZ�
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Overview
The�year�2021�marked�a�signiÄcant�development�
PU�*OPUH»Z�J`ILYZLJ\YP[`�HUK�KH[H�WYV[LJ[PVU�SLN�
PZSH[P]L�YLNPTL��;OL�SVUN�H^HP[LK�+H[H�:LJ\YP[`�
3H^��+:3��HUK�[OL�7LYZVUHS�0UMVYTH[PVU�7YV[LJ�
tion� Law� (PIPL)�were�both� Änalised� and�came�
into� eɈect� in� 2021.� These� two� laws,� together�
^P[O� [OL� *`ILYZLJ\YP[`� 3H^� �*:3��� ^OPJO� OHZ�
been�eɈective�since�2017,�form�the�overarching�
SLNPZSH[P]L�MYHTL^VYR�VM�J`ILYZLJ\YP[`�HUK�KH[H�
WYV[LJ[PVU��

Regulators� also� Änalised� many� implementing�
regulations.�For�example,�after�seven�months�of�
W\ISPJ�JVUZ\S[H[PVU�HUK�KLSPILYH[PVU��[OL�*`ILY�
ZLJ\YP[`�9L]PL^�4LHZ\YLZ��*94���HZ�HTLUKLK��
JHTL� PU[V� MVYJL�VU���� -LIY\HY`� ������ ZPNUHS�
SPUN�[OH[�*OPUH»Z�J`ILYZLJ\YP[`�LUMVYJLTLU[�OHZ�
TV]LK�PU[V�H�UL^�LYH��;OL�*94�THUKH[LZ�[OH[�
�P�� JYP[PJHS� PUMVYTH[PVU� PUMYHZ[Y\J[\YL� VWLYH[VYZ�
�*006Z�� WYVJ\YPUN� UL[^VYR� WYVK\J[Z� HUK� ZLY�
]PJLZ��HUK��PP��UL[^VYR�WSH[MVYT�VWLYH[VYZ�JHYY`�
ing�out�data�processing�activities�that�aɈect�or�
may�aɈect�national�security�shall�be�subject�to�
J`ILYZLJ\YP[`�YL]PL^�VYNHUPZLK�I`�[OL�JVTWL�
[LU[�H\[OVYP[PLZ��

Another�example�is�the�Critical�Information�Infra�
Z[Y\J[\YL�:LJ\YP[`�4HUHNLTLU[�9LN\SH[PVU��¸*00�
:LJ\YP[`�9LN\SH[PVU¹���^OPJO�^HZ�HKVW[LK�VU���
:LW[LTILY�����"�P[�SH`Z�KV^U�[OL�M\UKHTLU[HS�
ZLJ\YP[`�JVTWSPHUJL�VISPNH[PVUZ�MVY�*006Z��LUZ\Y�
PUN�[OL�*006Z�HYL�^LSS�WYV[LJ[LK�PU�J`ILYZWHJL�

A�series�of�implementing�regulations�are�expect�
ed�to�be�released�or�Änalised�in�2022.�Aside�from�
[OL�[YHKP[PVUHS�J`ILYZLJ\YP[`�YLN\SH[PVUZ��YLN\SH�
tors�in�various�industries�are�expected�to�issue�
J`ILYZLJ\YP[`�YLSH[LK� YLN\SH[PVUZ� MVJ\ZPUN� VU�

industry-speciÄc� issues.� These� regulations� are�
expected�to�address�pending�issues�and�provide�
TVYL�WYHJ[PJHS�N\PKHUJL�

(Z�Z\JO��[OL�*`ILYZLJ\YP[`�3H �̂�[OL�+H[H�:LJ\�
YP[`� 3H^�HUK� [OL�7LYZVUHS� 0UMVYTH[PVU�7YV[LJ�
tion�Law�(albeit�with�certain�speciÄc�compliance�
requirements)�generally�act�as�fundamental�laws,�
^OPSL�YLN\SH[VYZ�PU�LHJO� PUK\Z[Y`�HYL�[HZRLK�[V�
WYVT\SNH[L� YLZWLJ[P]L� PTWSLTLU[PUN� YLN\SH�
[PVUZ�

The�Data�Security�Law
;OL� +H[H� :LJ\YP[`� 3H^� �+:3�� [OH[� JHTL� PU[V�
eɈect�in�September�2021�represents�the�legisla�
tion’s�Ärst�eɈort�at�the�state�level�to�regulate�data�
WYVJLZZPUN�HJ[P]P[PLZ�I`�IHSHUJPUN�[OL�ZLJ\YP[`�
HUK� [OL� \[PSPZH[PVU� HZWLJ[Z�� ;OL� +:3� WYV]PKLZ�
[OL�M\UKHTLU[HS�SLNHS�IHZPZ�MVY�[OL�*`ILYZWHJL�
(KTPUPZ[YH[PVU�VM�*OPUH��*(*��HUK�V[OLY�JVTWL�
[LU[�H\[OVYP[PLZ�[V�LUZ\YL�KH[H�WYVJLZZPUN�HJ[P]P�
[PLZ�KV�UV[�OHYT�Z[H[L�ZLJ\YP[ �̀�W\ISPJ�PU[LYLZ[Z�
HUK�WYP]H[L�PU[LYLZ[Z�

The�DSL�contemplates�extraterritorial� jurisdic�
tion�over�oɈshore�data�activities�aɈecting�state�
ZLJ\YP[ �̀� W\ISPJ� PU[LYLZ[Z� HUK� WYP]H[L� PU[LYLZ[Z�
^P[OPU�[OL�79*"� P[�VWLYH[LZ�PU�JVUQ\UJ[PVU�^P[O�
[OL�*`ILYZLJ\YP[`�3H^��*:3��PU�THU`�HYLHZ��-VY�
instance,�the�DSL�requests�data�processors�to�
WLYMVYT�KH[H�ZLJ\YP[`�WYV[LJ[PVU�VU�[VW�VM� [OL�
T\S[P�SL]LS�WYV[LJ[PVU�ZJOLTL�HZ�WYLZJYPILK�I`�
[OL�*:3�

;OL� +:3� JVU[LTWSH[LZ� H� NLULYHS� WYPUJPWSL� VM�
data�categorisation�and�classiÄcation�based�on�
[OL�PTWVY[HUJL�VM�KH[H�HUK�[OL�KHTHNL�PUJ\YYLK�
\WVU� KH[H� IYLHJO�� :VTL� PUK\Z[Y`� YLN\SH[VYZ�
OH]L�PZZ\LK�UH[PVUHS�HUK�PUK\Z[Y`�Z[HUKHYKZ�MVY�
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their� respective� sectors,� such� as� Änance� and�
OLHS[OJHYL�� 0U� +LJLTILY� ������ [OL� 5H[PVUHS�
0UMVYTH[PVU�:LJ\YP[`�:[HUKHYKPZH[PVU�;LJOUPJHS�
*VTTP[[LL� �;*����� PZZ\LK� [OL� *`ILYZLJ\YP[`�
:[HUKHYK� 7YHJ[PJHS� .\PKHUJL� ¶� 5L[^VYR� +H[H�
Categorisation�and�ClassiÄcation,�a�non-binding�
N\PKLSPUL��^OPJO�WYV]PKLZ�NLULYHS�HUK�\UP]LYZHS�
N\PKHUJL� VU� JVUK\J[PUN� KH[H� JH[LNVYPZH[PVU�
classiÄcation.

The�DSL�requires�governments�at�diɈerent�levels�
[V�PZZ\L�JH[HSVN\LZ�VM�PTWVY[HU[�KH[H�[V�PKLU[PM`�
HUK�WYV]PKL�OLPNO[LULK�WYV[LJ[PVU�[V�Z\JO�KH[H��
PUJS\KPUN�WLYPVKPJHS� YPZR�HZZLZZTLU[��(S[OV\NO�
[OLYL� OH]L� ILLU� ZL]LYHS� H[[LTW[Z� [V� WYV]PKL�
straightforward� criteria,� the� speciÄc� scope� of�
¸PTWVY[HU[�KH[H¹�PZ�[V�IL�KL[LYTPULK��;OL�UL^�
draft� regulations� now� propose� to� require�data�
WYVJLZZVYZ� [V� ZLSM�PKLU[PM`� PTWVY[HU[�KH[H� HUK�
then�Äle�the�identiÄcation�result�with�the�industry�
YLN\SH[VYZ��/LUJL��P[� PZ�SPRLS`� [OH[� [OL�ZJVWL�VM�
PTWVY[HU[�KH[H�^PSS� ILJVTL�JSLHYLY� PU������VY�
LHYS`������

The� DSL� requires� that� data� security� reviews�
ZOV\SK�IL�JVUK\J[LK�VU�KH[H�WYVJLZZPUN�HJ[P]P�
ties�that�may�aɈect�state�security.�Although�the�
J`ILYZLJ\YP[`� YL]PL^� Z`Z[LT� OHZ� ILLU� LZ[HI�
lished,� the� data� security� review� is� a� diɈerent�
YL]PL^� WYVJLZZ�� ;OL� PTWSLTLU[PUN� YLN\SH[PVU�
[OLYLVM�PZ�SPRLS`�[V�IL�PZZ\LK�PU�[OL�UL^�M\[\YL�

The�Personal�Information�Protection�Law
;OL�7LYZVUHS�0UMVYTH[PVU�7YV[LJ[PVU�3H^��7073��
came�into�eɈect�in�November�2021.�While�pri�
THYPS`�MVJ\ZPUN�VU�WYV[LJ[PUN�WLYZVUHS�PUMVYTH�
[PVU��70���[OL�7073�HSZV�Z\WWSLTLU[Z�[OL�UL[^VYR�
information� security� requirements� under� the�
*:3��

0U�LZZLUJL��[OL�7073�HPTZ�[V�^VYR�HZ�HU�PUKL�
pendent� legislature� speciÄcally� focused� on� PI�
protection,� which� signiÄcantly� changed� under�
the�CSL.�The�PIPL�contemplates�extraterritorial�

jurisdiction�over�oɈshore�processing�of�the�PI�of�
UH[\YHS�WLYZVUZ�^P[OPU� [OL�79*�PM� [OL�HJ[PVU� PZ�
PU[LUKLK�[V�WYV]PKL�NVVKZ�VY�ZLY]PJLZ�[V�Z\JO�
WLYZVU�VY�HZZLZZ�Z\JO�WLYZVU»Z�ILOH]PV\Y��;OPZ�
PSS\Z[YH[LZ�[OL�SLNPZSH[PVU»Z�YLZWVUZL�[V�[OL�[YLUK�
of�extraterritorial�jurisdiction�worldwide,�such�as�
[OL�.+79�PU�[OL�,<�HUK�[OL�**7(�PU�[OL�<:(��[V�
aɈord�individuals�within�the�PRC�equal�protec�
[PVU�� -VYLPNU� JVTWHUPLZ� ZOV\SK� IL�TPUKM\S� VM�
the�extraterritorial�jurisdiction�when�dealing�with�
PUKP]PK\HSZ�^P[OPU�[OL�79*�

;OL�7073�SPULZ�\W�^P[O�[OL�[LYTPUVSVN`�\ZLK�PU�
the� Civil�Code,�and�deÄnes� the� entity�or� indi�
]PK\HS�JHWHISL�VM�KL[LYTPUPUN�[OL�W\YWVZL�HUK�
TL[OVKZ�VM�70�WYVJLZZPUN�HZ�[OL�̧ 70�WYVJLZZVY¹��
YH[OLY�[OHU�[OL�̧ JVU[YVSSLY¹�JVUJLW[�\ZLK�PU�V[O�
LY�Q\YPZKPJ[PVUZ�Z\JO�HZ�[OL�,<��0U�HKKP[PVU��[OL�
¸LU[Y\Z[LK�WYVJLZZVY¹�\UKLY�[OL�7073�PZ�JVTWH�
YHISL�[V�[OL�¸KH[H�WYVJLZZVY¹�PU�[OL�.+79�

Besides�the�consent�and�requirement�laid�down�
I`�V[OLY� SH^Z�HUK� YLN\SH[PVUZ�� [OL�7073� PU[YV�
K\JLZ�HKKP[PVUHS�SLNHS�IHZLZ�PUJS\KPUN!�

•�necessity�for�executing�or�performing�con�
[YHJ[Z�^OLYL�[OL�PUKP]PK\HS�PZ�H�WHY[`"�

•�ULJLZZP[`�MVY�O\THU�YLZV\YJLZ�THUHNLTLU[�
IHZLK�VU�SH^M\SS`�LUHJ[LK�SHIV\Y�Y\SLZ�HUK�
JVSSLJ[P]L�IHYNHPU�HNYLLTLU[Z"�

•�WYV[LJ[PVU�VM�W\ISPJ�OLHS[O�PU�HU�LTLYNLUJ`"�
HUK�

•�JLY[HPU�YLHZVUHISL�HJ[Z�[V�WYV[LJ[�[OL�W\ISPJ�
PU[LYLZ[��

It�is�a�drastic�expansion�from�the�CSL’s�frame�
work,�and�grants�enterprises�much�more� Åex�
PIPSP[ �̀

The� PIPL� also� introduces� the� Ärst� attempt� to�
YLN\SH[L�[OL�JYVZZ�IVYKLY�[YHUZMLY�VM�70�I`�NLU�
LYHS� LU[P[PLZ� H[� [OL� Z[H[\[L� SL]LS�� JVTWHYLK� [V�
[OL�JYVZZ�IVYKLY�[YHUZMLY�WYV]PZPVUZ�HWWSPJHISL�
to�CIIOs�in�the�CySL.�SpeciÄcally,�it�extends�the�
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ZJVWL�VM�KH[H�SVJHSPZH[PVU�HUK�THUKH[VY`�ZLJ\�
YP[`� HZZLZZTLU[� MVY� V\[IV\UK�70� [YHUZMLY�� WYL�
]PV\ZS`�VUS`�HWWSPLK�[V�[YHUZMLYZ�JVUK\J[LK�I`�
*006Z��[V�THZZ�]VS\TL�70�WYVJLZZVYZ��[OL�Z[HUK�
HYK�PZ�[V�IL�KL[LYTPULK�I`�YLN\SH[VYZ���-VY�[YHUZ�
MLYZ�JVUK\J[LK�I`�V[OLY�LU[P[PLZ��P[�HSZV�WYV]PKLZ�
ZL]LYHS�UL^�HWWYVHJOLZ�VM�JVTWSPHU[�V\[IV\UK�
70� [YHUZMLY� HZ�JVTWHYLK� [V� [OL�ZVSL�HWWYVHJO�
VM�ZLJ\YP[`�HZZLZZTLU[�\UKLY�[OL�J\YYLU[�JYVZZ�
IVYKLY�ZLJ\YP[`�[YHUZMLY�Y\SLZ��0U�NLULYHS��MVYLPNU�
LU[LYWYPZLZ�WYVJLZZPUN�H� SHYNL�]VS\TL�VM�\ZLY�
KH[H�TH`�PUJ\Y�SLNHS�YPZRZ�PM�WYV]PKPUN�ZLY]PJL�[V�
79*�\ZLYZ�^P[OV\[�KLWSV`PUN�[OL�ZLY]LY�^P[OPU�
the�PRC.�It�also�requires�PI�processors�to�obtain�
PUKLWLUKLU[�JVUZLU[�MYVT�70�Z\IQLJ[Z��^OPJO�PZ�
diɈerent�from�explicit�consent�under�the�GDPR.

In�sum,� the�PIPL� reÅects� the� legislation’s� atti�
[\KLZ� HUK� VIQLJ[P]LZ� PU� 70� WYV[LJ[PVU� [OH[�
elevates� requirements� for� PI� protection� while�
LUKLH]V\YPUN� [V� Z[YPRL� H� U\HUJLK� IHSHUJL�
IL[^LLU�70�YPNO[Z�HUK�THYRL[�WHY[PJPWHU[Z»�PU[LY�
LZ[Z�PU�WYVJLZZPUN�70�PU�[OL�L]VS]PUN�LYH�VM�[OL�
KPNP[HS�LJVUVT �̀�

The�Draft�Network�Data�Security�
0DQDJHPHQW�5HJXODWLRQ
In�order�to�harmonise�the�requirements�under�the�
*:3��[OL�+:3�HUK�[OL�7073��[OL�*(*�YLSLHZLK�
[OL� KYHM[� 5L[^VYR� +H[H� :LJ\YP[`�4HUHNLTLU[�
9LN\SH[PVU� �¸+H[H� :LJ\YP[`� 9LN\SH[PVU¹�� VU� ���
5V]LTILY� ������ ;OPZ� 9LN\SH[PVU� WYVWVZLZ� [V�
PTWSLTLU[�[OL�OPNO�SL]LS�PUZ[Y\J[PVUZ�JVU[HPULK�
PU�[OL�HMVYLZHPK�SH^Z��-VY�PUZ[HUJL��[OL�SH^Z�HSS�
require� companies� to� develop� an� emergency�
WSHU� MVY�ZLJ\YP[`� PUJPKLU[Z�HUK�YLWVY[� [OL� PUJP�
KLU[Z� [V� [OL� JVTWL[LU[� H\[OVYP[ �̀� I\[� KV� UV[�
ZWLJPM`�[OL�[PTL�SPTP[�VM�[OL�YLWVY[PUN�VISPNH[PVU��
;OL�+H[H�:LJ\YP[`�9LN\SH[PVU�WYVWVZLZ�[OH[�PM�H�
ZLJ\YP[`�PUJPKLU[�OHZ�JH\ZLK�OHYT��JVTWHUPLZ�
ZOHSS� UV[PM`� [OL� PU[LYLZ[LK� WHY[PLZ� ^P[OPU� [OYLL�
I\ZPULZZ�KH`Z��4VYLV]LY��PM�[OL�ZLJ\YP[`�PUJPKLU[�
PU]VS]LZ� PTWVY[HU[�KH[H�VY�TVYL� [OHU���������
PUKP]PK\HSZ��[OL�JVTWHUPLZ�ZOHSS�YLWVY[�[V�JVT�

WL[LU[� H\[OVYP[PLZ�^P[OPU� LPNO[� OV\YZ� \WVU� [OL�
VJJ\YYLUJL�VM�[OL�ZLJ\YP[`�PUJPKLU[��

Although� Älled� with� detailed� contents,� duties�
PTWVZLK�I`�[OL�+H[H�:LJ\YP[`�9LN\SH[PVU�JHU�IL�
NLULYHSS`�JH[LNVYPZLK�PU[V�MV\Y�HZWLJ[Z!�YLJVYK��
assessment,�review�and�Äling/report� in�relation�
[V�KH[H�WYVJLZZPUN�HJ[P]P[PLZ��̂ OPJO�WYV]PKL�YLN�
\SH[VYZ�^P[O� YLN\SH[VY`� [VVSZ� [OH[� HYL� WYHJ[PJHS�
and�down-to-earth.�For�example,�as�evidenced�
I`�[OL�H\[VTV[P]L�PUK\Z[Y �̀�HM[LY�[OL�SVJHS�400;�
IYHUJOLZ�YLJLP]LK� [OL�HUU\HS�H\[VTV[P]L�KH[H�
ZLJ\YP[`�YLWVY[��[OL�YLN\SH[VY�̂ V\SK�HWWYVHJO�[OL�
JVTWHUPLZ�[V�KPZJ\ZZ�OPNO�YPZR�KH[H�WYVJLZZPUN�
activities�and�request�remedial�measures.�

However,�if�the�Data�Security�Regulation�is�Änal�
PZLK�HZ�PZ��JVTWHUPLZ�TH`�MHJL�\UWYLJLKLU[LK�
JVTWSPHUJL�I\YKLUZ��;OLYLMVYL��[OL�KYHM[�9LN\�
SH[PVU�OHZ�SLK�[V�OLH[LK�KPZJ\ZZPVUZ��HUK�THU`�
proposed� requirements� are� likely� to� be�modi�
Äed.�However,�the�Regulation�provides�valuable�
PUZPNO[Z�PU[V�[OL�*(*»Z�]PL^�VM�OV^�JVTWHUPLZ�
ZOV\SK�THUHNL�KH[H�WYVJLZZPUN�HJ[P]P[PLZ�

Cybersecurity�Review
(Z�H�JY\JPHS�HZWLJ[�VM�UH[PVUHS�ZLJ\YP[`�YL]PL �̂�
H�J`ILYZLJ\YP[`� YL]PL^�^HZ�LUHJ[LK�[V�WYV[LJ[�
national�security�interests�by�examining�the�net�
^VYR� WYVK\J[Z� VY� ZLY]PJLZ� [V� IL� WYVJ\YLK� I`�
*006Z��^OVZL�UL[^VYR�WYVK\J[Z�HUK�HZZVJPH[LK�
information� systems,� by� deÄnition,� may� have�
UH[PVUHS�ZLJ\YP[`�PU[LYLZ[Z�

0U�1\S`�������[OL�*(*�PZZ\LK�HU�HTLUKTLU[�[V�
the�CRM,�expanding�the�scope�of�cybersecurity�
YL]PL^� [V� KH[H� WYVJLZZPUN� HJ[P]P[PLZ� [OH[� TH`�
aɈect� national� security.� Particularly,� because�
public� oɈerings� in� foreign� securities� markets�
involve�a�signiÄcant�volume�of�cross-border�data�
transfers,�the�amendment�requires�data�proces�
ZVYZ��^OV�WVZZLZZ�TVYL�[OHU�VUL�TPSSPVU�PUKP�
viduals’�personal�information,�to�proactively�Äle�
MVY�H�J`ILYZLJ\YP[`�YL]PL^�^OLU�WSHUUPUN�[V�IL�
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SPZ[LK�PU�H�MVYLPNU�ZLJ\YP[`�THYRL[��;OL�HTLUK�
TLU[�^HZ�WHZZLK�PU�5V]LTILY������HUK�JHTL�
PU[V� MVYJL�VU� ��� -LIY\HY`� ������ (S[OV\NO� [OL�
Änalised� CRM� changed� the� terminology� from�
KH[H�WYVJLZZVYZ�[V�UL[^VYR�WSH[MVYT�VWLYH[VYZ��
P[�PZ�SPRLS`�[OH[�[OLZL�[LYTZ�OH]L�ZPTPSHY�ZJVWLZ�

;OL� J`ILYZLJ\YP[`� YL]PL^� MVJ\ZLZ� VU� [^V�
aspects.�The�Ärst�aspect�is�the�procurement�of�
UL[^VYR�WYVK\J[Z�VY�ZLY]PJLZ�I`�*006Z��PUJS\K�
PUN!�

•�[OL�YPZR�VM�HU`�*00�ILPUN�PSSLNHSS`�JVU[YVSSLK��
[HTWLYLK�^P[O�VY�OHYTLK�HM[LY�\ZPUN�[OL�UL[�
^VYR�WYVK\J[Z�VY�ZLY]PJLZ"�

•�[OL�YPZR�VM�HU`�*00»Z�Z\WWS`�VM�UL[^VYR�WYVK�
\J[Z�VY�ZLY]PJLZ�ILPUN�PU[LYY\W[LK"�

•�[OL�ZLJ\YP[ �̀�VWLUULZZ��[YHUZWHYLUJ �̀�KP]LY�
ZP[`�VM�ZV\YJLZ�HUK�YLSPHIPSP[`�VM�[OL�Z\WWS`�
JOHUULSZ�VM�UL[^VYR�WYVK\J[Z�VY�ZLY]PJLZ��
HZ�^LSS�HZ�[OL�YPZR�VM�[OL�Z\WWS`�JOHPU�ILPUN�
PU[LYY\W[LK�K\L�[V�WVSP[PJHS��KPWSVTH[PJ��[YHKL�
VY�V[OLY�MHJ[VYZ"�HUK�

•�[OL�JVTWSPHUJL�ZP[\H[PVU�VM�[OL�Z\WWSPLYZ�^P[O�
[OL�97*�SH^Z�HUK�YLN\SH[PVUZ��

;OL�ZLJVUK�HZWLJ[�PZ�KH[H�WYVJLZZPUN�HJ[P]P[ �̀�
PUJS\KPUN!�[OL�YPZR�VM�JVYL�KH[H��PTWVY[HU[�KH[H�
VY�H�SHYNL�]VS\TL�VM�WLYZVUHS�PUMVYTH[PVU�ILPUN�
Z[VSLU�� SLHRLK��KLZ[YV`LK�HUK� PSSLNHSS`�\ZLK�VY�
[YHUZMLYYLK� HIYVHK"� [OL� YPZR�� K\YPUN� HUK� HM[LY�
the�public�oɈering,�that�CII,�core�data,�important�
KH[H�VY�H�SHYNL�]VS\TL�VM�WLYZVUHS�PUMVYTH[PVU�
might�be�aɈected,�controlled�or�maliciously�used�
I`�MVYLPNU�NV]LYUTLU[Z��HZ�^LSS�HZ�HU`�UL[^VYR�
PUMVYTH[PVU�ZLJ\YP[`�YPZR�

;OL� J`ILYZLJ\YP[`� YL]PL^� WYVJLZZ�TH`� [HRL� H�
TVU[O�[V�JVTWSL[L�PM�P[�PZ�PUP[PH[LK�I`�[OL�*`ILY�
security� Review� Oɉce� (CRO)� under� the�CAC,�
I\[�^OLU�H�*006�VY�H�UL[^VYR�WSH[MVYT�VWLYH�
[VY�WYVHJ[P]LS`�HWWSPLZ�MVY�J`ILYZLJ\YP[`�YL]PL^��
[OL�*96�ZOV\SK�JVUK\J[�H�WYV�MVYTH�YL]PL^�HUK�
UV[PM`�[OL�HWWSPJHU[�PU�^YP[PUN�^OL[OLY�VY�UV[�H�

M\SS�ISV^U� J`ILYZLJ\YP[`� YL]PL^� ^PSS� IL� JVU�
K\J[LK�^P[OPU�[LU�I\ZPULZZ�KH`Z�\WVU�YLJLP]PUN�
HWWSPJH[PVU�TH[LYPHSZ�

0[�PZ�̂ VY[O�UV[PUN�[OH[�P[�PZ�UV[�JSLHY�̂ OL[OLY�*94�
PZ�HWWSPJHISL�[V�MVYLPNU�JVTWHUPLZ��)HZLK�VU�[OL�
SLNPZSH[P]L�PU[LU[�VM�TP[PNH[PUN�YPZRZ� PUJ\YYLK�I`�
KH[H�WYVJLZZPUN�HJ[P]P[PLZ��P[�PZ�Z[PSS�SPRLS`�[OH[�[OL�
CAC�may�require�such�a�foreign�company�to�Äle�
MVY�H�J`ILYZLJ\YP[`�YL]PL^�PM�[OL�JVTWHU`�OHZ�H�
signiÄcant�operation�in�China.

Multi-level�Protection�Scheme�(MLPS)
The�MLPS� requirements�and�standards�gener�
HSS`�YLTHPULK�[OL�ZHTL�PU�[OL�`LHY�VM�������I\[�
[OL�KYHM[�+H[H�:LJ\YP[`�9LN\SH[PVU�WYVWVZLZ�[OH[�
HSS�Z`Z[LTZ�WYVJLZZPUN�PTWVY[HU[�KH[H�T\Z[�IL�
qualiÄed�as�MLPS�level�three,�creating�an�inter�
VWLYH[P]L� SPUR�IL[^LLU�J`ILYZLJ\YP[`�HUK�KH[H�
ZLJ\YP[ �̀

(KKP[PVUHSS �̀�^L�OH]L�VIZLY]LK�[OH[�HU�PUJYLHZ�
PUN�U\TILY�VM�T\S[PUH[PVUHS�JVTWHUPLZ��45*Z��
HYL� JVUZPKLYPUN� JVUK\J[PUN� 437:�� ;OPZ� [YLUK�
Z\NNLZ[Z�[OH[� [OLZL�JVTWHUPLZ�WHY[PHSS`� SVJHS�
PZLK�[OLPY�UL[^VYRZ�ILJH\ZL�437:�JHU�VUS`�IL�
JVUK\J[LK�MVY�KVTLZ[PJ�UL[^VYRZ�

7KH�&,,�6HFXULW\�5HJXODWLRQ
:LJ[PVU���VM�[OL�*:3�OHZ�LU]PZHNLK�H�MYHTL^VYR�
VM�VWLYH[PVU�ZLJ\YP[`�VM�*00�I`�ZL[[PUN�V\[�IHZPJ�
WYPUJPWSLZ�� PTWVZPUN� IHZPJ� ZLJ\YP[`� WYV[LJ[PVU�
obligations�on�CIIO,�and�requesting�localisation�
VM�[OL�70�HUK�PTWVY[HU[�KH[H�JVSSLJ[LK�I`�*006�

0U�SPUL�^P[O�[OL�*:3��[OL�*00�:LJ\YP[`�9LN\SH[PVU�
SH`Z�KV^U�KL[HPSLK�YLZWVUZPIPSP[PLZ�HUK�VISPNH�
[PVUZ�MVY�*006Z�[V�\UKLY[HRL��Z\WWVY[P]L�TLHZ�
\YLZ�MVY�WYV[LJ[PVU�H\[OVYP[PLZ�[V�HKVW[�HUK�[OL�
legal� liability� for� violation.�SigniÄcantly,� the�CII�
:LJ\YP[`�9LN\SH[PVU�W\[�MVY^HYK�ZL]LYHS�MHJ[VYZ�
[V�JVUZPKLY�PU�PKLU[PM`PUN�*00��UHTLS`!�
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•�[OL�PTWVY[HUJL�VM�[OL�UL[^VYR�MHJPSP[`�HUK�
PUMVYTH[PVU�Z`Z[LT"�

•�[OL�KLNYLL�VM�OHYT�[OH[�TPNO[�IL�JH\ZLK�PU�
[OL�L]LU[�VM�KLZ[Y\J[PVU��SVZZ�VM�M\UJ[PVU�VY�
SLHR�VM�KH[H"�HUK�

•�[OL�PTWHJ[�VU�[OL�YLSL]HU[�PUK\Z[YPLZ�HUK�ZLJ�
[VYZ�

Additionally,�the�Regulation�speciÄes�that�indus�
[Y`�YLN\SH[VYZ�HYL�JOHYNLK�̂ P[O�[OL�YLZWVUZPIPSP[`�
[V�PKLU[PM`�[OL�*00��HUK�UV[PM`�[OL�VWLYH[VY�[OLYLVM�
about�the�identiÄcation�result.

)LJH\ZL�*006Z�HYL�Z\IQLJ[�[V�OLPNO[LULK�JVT�
pliance�obligations,� some�of�which�may� aɈect�
OV^�[OL`�ZOV\SK�PU[LYHJ[�^P[O�V[OLY�JVTWHUPLZ�
�LN��WYVJ\YLTLU[���JVTWHUPLZ�ZOV\SK�IL�TPUKM\S�
VM�HU`�UV[PJLZ�MYVT�YLSL]HU[�YLN\SH[VYZ�HUK�[OL�
*006�Z[H[\Z�VM�[OL�I\ZPULZZ�JSPLU[Z�

Industry-Speciðc�Regulations
*`ILYZLJ\YP[`�YLN\SH[PVUZ�HYL�TV]PUN�[V^HYK�H�
ZLJ[VYHS� TVKLS�� ^OLYL� PUK\Z[Y`� YLN\SH[VYZ� HYL�
implementing� the� laws� with� industry-speciÄc�
PZZ\LZ�

On� 23� January� 2022,� the� Änancial� regulators�
issued�a�Äve-year�plan�to�advance�the�standardi�
sation�of�Änancial�sectors.�The�plan,�by�recog�
UPZPUN�[OL�J`ILYZLJ\YP[`�HUK�KH[H�YPZRZ�IYV\NO[�
by�the�digitalisation�of�Änancial�services,� aims�
[V� PTWYV]L� UL[^VYR� ZLJ\YP[`� Z[HUKHYKZ� PU� [OL�
Änancial�sector,�such�as�Änancial�CII�protection�
standard,�Änancial�network�security�assessment,�
etc,�so�that�Änancial�service�providers�are�well�
equipped�against�cybersecurity�threats.�In�par�
ticular,�the�plan�contemplates�Änancial�informa�
tion� technology� outsourcing� evaluation,� Änan�
cial�data�classiÄcation�and�commercial�cypher�
JVKLZ�Z[HUKHYKZ��

;OL�4PUPZ[Y`�VM�0UK\Z[Y`�HUK�0UMVYTH[PVU�;LJOUVS�
VN`��400;�� PZZ\LK�[OL�(KTPUPZ[YH[P]L�7YV]PZPVUZ�
VU�:LJ\YP[`�=\SULYHIPSP[PLZ� VM�5L[^VYR�7YVK\J[�

VU� ��� 1\S`� ������ 5L[^VYR� WYVK\J[� Z\WWSPLYZ��
UL[^VYR�VWLYH[VYZ�HUK�]\SULYHIPSP[`�W\ISPJH[PVU�
platforms�are�required�to�set�up�a�communica�
[PVU�JOHUULS�[V�YLJLP]L�YLWVY[Z�VM�UL[^VYR�WYVK�
\J[Z»�ZLJ\YP[`�]\SULYHIPSP[ �̀�HUK�RLLW�[OL�SVN�VM�
the�received�security�vulnerability�for�at�least�six�
TVU[OZ�� (KKP[PVUHSS �̀� UL[^VYR� WYVK\J[� Z\WWSP�
ers�are�required�to�report�identiÄed�vulnerability�
PUMVYTH[PVU� [V� [OL�5H[PVUHS� =\SULYHIPSP[`� +H[H�
IHZL�^P[OPU�[^V�KH`Z��

-\Y[OLYTVYL��[OL�400;�OHZ�[^PJL�ZV\NO[�W\ISPJ�
JVTTLU[Z� MVY� [OL�+H[H�:LJ\YP[`�4HUHNLTLU[�
4LHZ\YLZ�VM�0UK\Z[Y`�HUK�0UMVYTH[PVU�;LJOUVS�
VN`�:LJ[VY�¶�PU�:LW[LTILY������HUK�-LIY\HY`�
�����¶�PUKPJH[PUN�400;»Z�JVTTP[TLU[�[V�LZ[HI�
SPZOPUN�KL[HPSLK�KH[H�ZLJ\YP[`� Y\SLZ��;OL�4LHZ�
ures�Ärst�divides�data�into�three�categories:�nor�
THS� KH[H�� PTWVY[HU[� KH[H� HUK� JVYL� KH[H�� [OLU�
provides�the�identiÄcation�criteria,�based�on�the�
KLNYLL� VM� PTWHJ[� VU� UH[PVUHS� ZLJ\YP[ �̀� W\ISPJ�
PU[LYLZ[Z� HUK� WYP]H[L� PU[LYLZ[Z�� ;OL� 4LHZ\YLZ�
also�oɈer�detailed�requirements�for�each�cate�
NVY`�VM�KH[H�[OYV\NO�L]LY`�Z[LW�VM�KH[H�WYVJLZZ�
PUN�HJ[P]P[PLZ��:PTPSHY�[V�[OL�KYHM[�+H[H�:LJ\YP[`�
Regulation,�the�Measures�require�companies�to�
Äle�the�important�data�identiÄcation�result�with�
[OL�YLN\SH[VYZ�

:^P[JOPUN� [V� [OL� H\[VTV[P]L� ZLJ[VY�� [OL� *(*�
HUK� MV\Y� V[OLY� YLN\SH[VYZ�� PUJS\KPUN� [OL� 4PU�
PZ[Y`� VM� ;YHUZWVY[H[PVU�� PZZ\LK� [OL� (\[VTV[P]L�
+H[H�:LJ\YP[`�4HUHNLTLU[�4LHZ\YLZ�PU�(\N\Z[�
2021.�For�the�Ärst�time,�the�Measures�provide�a�
clear�deÄnition�of�important�data,�including�more�
[OHU��������� PUKP]PK\HSZ»� WLYZVUHS� PUMVYTH[PVU�
HUK� NLVNYHWOPJ� PUMVYTH[PVU� VM� ZLUZP[P]L� HYLHZ�
Z\JO� HZ� NV]LYUTLU[� I\PSKPUNZ�� ;OL�4LHZ\YLZ�
also�require�automotive�data�processors�to�Äle�
HU�HUU\HS�KH[H�ZLJ\YP[`�THUHNLTLU[�YLWVY[�̂ P[O�
[OL�JVTWL[LU[�H\[OVYP[PLZ��ZWLJPM`PUN�[OL�[`WLZ��
]VS\TL��W\YWVZLZ�HUK�ULJLZZP[`�VM�H\[VTV[P]L�
KH[H�WYVJLZZPUN�HJ[P]P[PLZ��HZ�^LSS�HZ�[OL�PTWSL�
TLU[LK�WYV[LJ[P]L�TLHZ\YLZ�
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&RQFOXVLRQ
:[HY[PUN�MYVT�[OL�*:3��ZLJ\YP[`�VISPNH[PVUZ�HYL�
determined�based�on�diɈerent�legally�prescribed�
YVSLZ��HUK�WV[LU[PHS�PTWHJ[�VU�UH[PVUHS�ZLJ\YP[ �̀�
W\ISPJ� PU[LYLZ[Z� HUK� WYP]H[L� PU[LYLZ[Z�� Z\JO� HZ�
[OH[�*006Z�HYL�Z\IQLJ[�[V�OPNOLY�ZLJ\YP[`�WYV[LJ�
[PVU� VISPNH[PVUZ� JVTWHYLK� [V� UL[^VYR� VWLYH�
[VYZ��(S[OV\NO�[OL�V]LYHSS�LUMVYJLTLU[�HJ[PVUZ�
are�not�as� frequent�as� those� in�other� Äelds,� it�
KLTVUZ[YH[LZ�[OH[�YLN\SH[VYZ�HYL�[HRPUN�H�WY\�
KLU[�HWWYVHJO�PU� YLN\SH[PUN�J`ILYZLJ\YP[ �̀�;OL�
cybersecurity� review,� MLPS� and� Änalised� (as�
well�as�proposed)�Äling�requirements�all�provide�
regulators� with� eɈective� regulatory� tools� and�
ZLY]L� HZ� IYPKNLZ� IL[^LLU� J`ILYZLJ\YP[`� HUK�
KH[H�ZLJ\YP[ �̀

As�such,�the�oɈshore�model�adopted�by�MNCs�
PZ� SPRLS`�[V� MHJL�TVYL�JVTWSPHUJL�I\YKLUZ�HUK�
TH`� H[[YHJ[� YLN\SH[VY`� ZJY\[PU �̀� ;OLYLMVYL�� PU�
HKKP[PVU� [V� KH[H� SVJHSPZH[PVU�� [OL�WVZZPIPSP[`� VM�
UL[^VYR�SVJHSPZH[PVU�ZOV\SK�HSZV�IL�L]HS\H[LK�
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2PUN�
�>VVK�4HSSLZVUZ�PZ�HU�PU[LYUH[PVUHS�SH^�
Ärm�headquartered�in�Asia�with�a�global�network�
of�27�international�oɉces.�KWM’s�cybersecurity�
team� is�one�of� the�Ärst� legal� service� teams� to�
WYV]PKL� WYVMLZZPVUHS� ZLY]PJLZ� JVUJLYUPUN� J`�
ILYZLJ\YP[`� HUK� KH[H� JVTWSPHUJL� PU� *OPUH"� P[�
JVUZPZ[Z� VM� TVYL� [OHU� [LU� SH^`LYZ� ^P[O� ZVSPK�
PU[LYKPZJPWSPUHY`� IHJRNYV\UKZ�� THPUS`� SVJH[LK�
PU�)LPQPUN��^OPSL� M\Y[OLY� ZWLJPHSPZTZ� HYL� MV\UK�
within�KWM’s�global�network.�The�team�has�ex�
WLY[PZL�PU�HZZPZ[PUN�JSPLU[Z�PU�YLZWVUKPUN�[V�J`�
ILYZLJ\YP[`� PUZWLJ[PVUZ�HUK�UL[^VYR�LTLYNLU�

JPLZ�� [OL�LZ[HISPZOTLU[�VM�UL[^VYR�PUMVYTH[PVU�
JVTWSPHUJL�Z`Z[LTZ��ZLSM�HZZLZZTLU[�� PU[LYUHS�
[YHPUPUN�VU�J`ILYZLJ\YP[`�HUK�KH[H�JVTWSPHUJL��
HUK�V[OLY�YLSH[LK�TH[[LYZ��9LJLU[S �̀�2>4�HK�
]PZLK� H� YLUV^ULK�ZOVY[�[LYT� SVKNPUN�WSH[MVYT�
VU� JVTWSPHUJL� ^P[O� [OL� T\S[P�SL]LS� WYV[LJ[PVU�
VM� J`ILYZLJ\YP[ �̀� K\YPUN�^OPJO� 2>4�WYV]PKLK�
LSHIVYH[P]L�HUHS`ZPZ�VU�[OL�J\YYLU[�NYHKLK�WYV�
[LJ[PVU� VISPNH[PVUZ� HUK� M\Y[OLY� JVTWHYH[P]LS`�
HUHS`ZLK� [OL� UL^S`�WYVWVZLK�TLJOHUPZT�HUK�
the� existing� one,� thereby� enabling� it� to� oɈer�
WYHJ[PJHS�HK]PJL�[V�[OL�JSPLU[�

(< ;/6 9:

:\ZHU�5PUN�PZ�H�ZLUPVY�WHY[ULY�
HUK�[OL�OLHK�VM�2>4»Z�
YLN\SH[VY`�NYV\W��:OL�PZ�VUL�VM�
[OL�WPVULLYZ�LUNHNLK�PU�
J`ILYZLJ\YP[`�HUK�KH[H�
JVTWSPHUJL�WYHJ[PJL��^P[O�

W\ISPJH[PVUZ�PU�H�U\TILY�VM�QV\YUHSZ��Z\JO�HZ�
the�“Journal�of�Cyber�AɈairs”.�Her�publications�
PUJS\KL�¸)PN�+H[H!�:\JJLZZ�*VTLZ�+V^U�[V�
:VSPK�*VTWSPHUJL¹�HUK�¸5V�+H[H��5V�0U[LYUL[�
VM�=LOPJSLZ¹��:\ZHU»Z�WYHJ[PJL�HYLHZ�JV]LY�
ZLSM�HZZLZZTLU[�VM�UL[^VYR�ZLJ\YP[ �̀�
YLZWVUKPUN�[V�UL[^VYR�ZLJ\YP[`�JOLJRZ��KH[H�
JVTWSPHUJL�[YHPUPUN��L[J��:OL�OHZ�HZZPZ[LK�
JVTWHUPLZ�PU�ZLJ[VYZ�Z\JO�HZ�0;��[YHUZWVY[H[PVU�
and�Änance�in�dealing�with�network�security�
HUK�KH[H�JVTWSPHUJL�PZZ\LZ��

/HU�>\�PZ�H�WHY[ULY�VM�2>4»Z�
regulatory�group.�He�excels�in�
WYV]PKPUN�J`ILYZLJ\YP[`�HUK�KH[H�
JVTWSPHUJL�HK]PJL�[V�
T\S[PUH[PVUHSZ»�*OPULZL�
IYHUJOLZ�HUK�PU�LZ[HISPZOPUN�

UL[^VYR�ZLJ\YP[`�HUK�KH[H�JVTWSPHUJL�Z`Z[LTZ�
MVY�*OPULZL�LU[LYWYPZLZ�VWLYH[PUN�HIYVHK��0U�
[OL�HYLHZ�VM�J`ILYZLJ\YP[`�HUK�KH[H�
JVTWSPHUJL��/HU�WYV]PKLZ�SLNHS�ZLY]PJLZ��
PUJS\KPUN�HZZPZ[PUN�JSPLU[Z�PU�LZ[HISPZOPUN�H�
J`ILYZLJ\YP[`�JVTWSPHUJL�Z`Z[LT��ZLSM�
PU]LZ[PNH[PVU�VU�J`ILYZLJ\YP[ �̀�UL[^VYR�
ZLJ\YP[`�PU]LZ[PNH[PVUZ��J`ILYZLJ\YP[`�PUJPKLU[Z��
data�fusion�and�identiÄcation�of�data�assets.�
/HU�OHZ�WYV]PKLK�SLNHS�ZLY]PJLZ�VU�
J`ILYZLJ\YP[`�HUK�KH[H�JVTWSPHUJL�[V�
JVTWHUPLZ�PU�T\S[PWSL�PUK\Z[YPLZ��;OL�WYVQLJ[Z�
PU�^OPJO�OL�OHZ�WHY[PJPWH[LK�LUJVTWHZZ�[OL�
Änancial�payments,�consumer�electronics,�
PU[LYUL[�HK]LY[PZPUN�HUK�OLHS[OJHYL�PUK\Z[YPLZ�
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