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���� 3H^Z
;OL�*P]PS�*VKL�VM�[OL�79*��*P]PS�*VKL��PZ�H�WLYP�
VKPJ�SLNPZSH[P]L�YLZWVUZL�[V�[OL�WYVISLT�VM�WLY�
ZVUHS�PUMVYTH[PVU��70��WYV[LJ[PVU��;OL�7LYZVUHS�
P[`�9PNO[Z�*OHW[LY� VM� [OL�*P]PS� *VKL� HKVW[Z�H�
ZWLJPHS� ZLJ[PVU� [V� WYV]PKL� WYV[LJ[PVU� VU� IV[O�
70�HUK�WYP]HJ`� YPNO[��YLJVNUPZPUN�[OL�WLYZVUHS�
P[`� H[[YPI\[LZ� VM�70�� 0U� HKKP[PVU�� [OL�*P]PS�*VKL�
preliminarily�stipulates�the�deÄnition�and�types�
VM�70��[OL�SLNHS�IHZPZ�MVY�WYVJLZZPUN�70��HUK�[OL�
YPNO[Z�VM�70�Z\IQLJ[Z��L[J��;OL�WYV]PZPVUZ�VU�70�
HYL�WLYPVKPJHS�HUK�NLULYHS��[OLYLMVYL�YLTHPUPUN�
to�be�further�reÄned�and�implemented�by�sub�
sequent�legislation.�

(Z� JVTWHYLK� [V� [OL� ZJH[[LYLK� WYV]PZPVUZ� ZL[�
MVY[O�I`�[OL�*P]PS�*VKL��[OL�*`ILYZLJ\YP[`�3H^�
VM�[OL�79*�HJ[Z�HZ�[OL�V]LYHYJOPUN�JVUZ[Y\J[�VM�
[OL�J`ILYZLJ\YP[`�YLNPTL�PU�*OPUH�HUK�ZL[Z�MVY[O�
speciÄc� requirements� in� various� cybersecurity�
ZLNTLU[Z�� ;OL� *`ILYZLJ\YP[`� 3H^� HWWSPLZ� [V�
network�operators�(NOs)�in�China,�a�term�deÄned�
HZ�HU`�LU[P[PLZ�[OH[�V^U�VY�HKTPUPZ[LY�H�UL[^VYR�
VY�WYV]PKL�UL[^VYR�ZLY]PJLZ��ZL[[PUN�MVY[O�SPHIPSP�
ties�of�violation�in�the�form�of�Änes�and�injunc�
[PVUZ�HNHPUZ[�[OL�UL[^VYR�VWLYH[VYZ�HUK�VY�[OLPY�
YLZWVUZPISL�WLYZVUULS��

;OL� Z\IQLJ[�TH[[LY� YLN\SH[LK�I`� [OL�*`ILYZL�
J\YP[`� 3H �̂� Z\WWSLTLU[LK� I`� YLSL]HU[� YLN\SH�
[VY`�KVJ\TLU[Z��PUJS\KPUN�KYHM[Z���JHU�IL�Z\T�
THYPZLK� PU� [^V� THPU� JH[LNVYPLZ!� �P�� UL[^VYR�
VWLYH[PVU� ZLJ\YP[ �̀�^OPJO�HKKYLZZLZ� [OL�ZLJ\�
YP[`�VM�VWLYH[PVU��Z[Y\J[\YL�HUK�THUHNLTLU[�VM�
H�UL[^VYR�Z`Z[LT"�HUK� �PP��UL[^VYR�PUMVYTH[PVU�
ZLJ\YP[ �̀� ^OPJO� THPUS`� MVJ\ZLZ� VU� TLHZ\YLZ�
HUK�Z[Y\J[\YHS�HYYHUNLTLU[Z� [V�WYV[LJ[�70�HUK�
important�data.�The�speciÄc�requirements�of�the�
[^V�JH[LNVYPLZ�JHU�IL�KP]PKLK�PU[V�[OL�MVSSV^PUN�
THQVY�ZLNTLU[Z�

0U�HKKP[PVU��[OL�+H[H�:LJ\YP[`�3H^��YLSLHZLK�VU�
10�June�2021�and�to�be�eɈective�on�1�September�
2021,�articulates�speciÄc�security�requirements�
for�data�processing.�The�Law� for�the�Ärst�time�
L_WSPJP[S`� HY[PJ\SH[LZ�L_[YH�[LYYP[VYPHS� Q\YPZKPJ[PVU�
PU�[OL�*OPULZL�KH[H�YLN\SH[PVU�YLNPTL��HWWS`PUN�
[V�V]LYZLHZ�KH[H�WYVJLZZPUN�HJ[P]P[PLZ�[OH[�QLVW�
HYKPZL�*OPUH»Z�UH[PVUHS�ZLJ\YP[`�VY�[OL�PU[LYLZ[Z�
VM�[OL�Z[H[L�VY�JP[PaLUZ��;OL�3H^�JVU[LTWSH[LZ�
H�]HYPL[`� VM�Z[H[L�KH[H�WYV[LJ[PVU�TLJOHUPZTZ�
MYVT� HU� V]LYHYJOPUN� HYJOP[LJ[\YL� WLYZWLJ[P]L��
such�as�classiÄed�data�protection�system,�state�
data�security� certiÄcation�and�standardisation,�
KH[H� [YHUZHJ[PVU�Z`Z[LT��Z[H[L�VWLU�KH[H�Z`Z�
[LT��HUK�V[OLYZ��^P[O�PTWSLTLU[H[PVU�TLHZ\YLZ�
[V�IL�SH[LY�WYVT\SNH[LK�I`�Z[H[L�HUK�T\UPJPWHS�
YLN\SH[VY`�H\[OVYP[PLZ�

1HWZRUN�2SHUDWLRQ�6HFXULW\
0XOWL�OHYHO�SURWHFWLRQ�VFKHPH��0/36�
A� classiÄed� cybersecurity� protection� scheme�
�HSZV�RUV^U�HZ�[OL�T\S[P�SL]LS�WYV[LJ[PVU�ZJOLTL�
VY�437:��PZ�YLJVNUPZLK�HZ�[OL�IHZPJ�SLNHS�Z`Z[LT�
[V�LUZ\YL�Z[Y\J[\YHS�UL[^VYR�ZLJ\YP[`� PU�*OPUH��
<UKLY�437:��UL[^VYR�VWLYH[VYZ�T\Z[�IL�JSHZ�
siÄed�by�one�of�the�Äve�levels�according�to�their�
ZLJ\YP[`�PTWHJ[�PM�[OL�Z`Z[LT�PZ�KHTHNLK��^P[O�
classiÄcation� levels� ranging� from� one� to� Äve.�
Progressively�stringent�requirements�for�network�
security�and�Äling�obligations�with�authorities�are�
PTWVZLK�VU�UL[^VYR�VWLYH[VYZ�H[�OPNOLY�437:�
classiÄcation�levels.�Please�refer�to�����*YP[PJHS�
0UMYHZ[Y\J[\YL��5L[^VYRZ��:`Z[LTZ�MVY�M\Y[OLY�
KL[HPSZ�VM�437:�

6HFXULW\�UHTXLUHPHQWV
Certain� security� requirements�are� imposed� on�
[OL� Z\WWSPLYZ�VM� UL[^VYR�WYVK\J[Z�HUK�ZLY]PJ�
LZ��Z\JO�HZ� [HRPUN� YLTLKPHS�HJ[PVUZ� [V�JVYYLJ[�
ZLJ\YP[`�]\SULYHIPSP[PLZ�HUK�JVU[PU\PUN�WYV]PZPVU�
of�security�maintenance�services.�Any�identiÄed�
key�network�equipment�and�specialised�cyber�
security�product�must�pass�security�certiÄcation�
ILMVYL�P[Z�Z\WWS �̀
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&ULWLFDO�LQIRUPDWLRQ�LQIUDVWUXFWXUHV��&,,V�
*YP[PJHS� PUMVYTH[PVU� PUMYHZ[Y\J[\YLZ� �*00Z�� ¶�
deÄned� as� network� facilities� and� information�
Z`Z[LTZ� [OH[� TH`� ZL]LYLS`� LUKHUNLY� UH[PVUHS�
ZLJ\YP[ �̀� ZVJPHS� ^LSMHYL� HUK� W\ISPJ� PU[LYLZ[Z�
\WVU�ZHIV[HNL��THSM\UJ[PVU�VY�KH[H�IYLHJO�¶�HYL�
aɈorded�additional�and�strict�security�protection�
requirements�and�there�are�obligations�regard�
PUN�ZLJ\YP[`�THUHNLTLU[�TLJOHUPZT��[YHPUPUN��
[LJOUPJHS�TLHZ\YLZ�VM�J`ILYZLJ\YP[`�WYV[LJ[PVU��
WYVJ\YLTLU[�VM�UL[^VYR�WYVK\J[Z�HUK�ZLY]PJLZ��
LTLYNLUJ`�YLZWVUZL�WSHUZ��HUK�V[OLYZ��

0U�HKKP[PVU��PU�[OL�L]LU[�[OH[�WYVJ\YPUN�UL[^VYR�
WYVK\J[Z�HUK�ZLY]PJLZ�I`�*00�VWLYH[VYZ��*006Z��
may�aɈect�national�security,�competent�authori�
[PLZ�T\Z[�JVUK\J[�J`ILYZLJ\YP[`�YL]PL^�VM�Z\JO�
WYVJ\YLTLU[�

0RQLWRULQJ��HWF
5L[^VYR� VWLYH[VYZ� ZOHSS� ZL[� \W� J`ILYZLJ\�
YP[`� TVUP[VYPUN�� LHYS`� ^HYUPUN� HUK� LTLYNLUJ`�
YLZWVUZL�WSHUZ� [V�TP[PNH[L� J`ILYZLJ\YP[`� YPZRZ�
HUK�[PTLS`�UV[PM`�YLSL]HU[�WHY[PLZ�\WVU�[OL�VJJ\Y�
YLUJL�VM�J`ILYZLJ\YP[`�PUJPKLU[Z�

1HWZRUN�,QIRUPDWLRQ�6HFXULW\
/HJLWLPDWH�SURFHVVLQJ
56Z� ZOHSS� WYVJLZZ� �PUJS\KPUN� JVSSLJ[PVU�� Z[VY�
HNL��\ZL��ZOHYPUN��[YHUZMLY��KPZJSVZ\YL�HUK�KLSL�
[PVU��WLYZVUHS� PUMVYTH[PVU� SH^M\SS �̀� SLNP[PTH[LS �̀�
HUK� VUS`� [V� [OL� L_[LU[� ULJLZZHY �̀� HUK� VI[HPU�
PUMVYTLK�JVUZLU[�MYVT�[OL�70�Z\IQLJ[Z�YLNHYK�
PUN�[OL�W\YWVZL��TL[OVKZ�HUK�ZJVWL�VM�WYVJLZZ�
PUN��56Z�ZOHSS�HSZV�[HRL�ULJLZZHY`�TLHZ\YLZ�[V�
LUZ\YL�[OL�ZLJ\YP[`�VM�70�P[�JVSSLJ[Z�HUK�WYVTW[S`�
PUMVYT�70�Z\IQLJ[Z�HUK�YLSL]HU[�H\[OVYP[PLZ�\WVU�
KP]\SNLUJL�VM�70��

56Z�ZOHSS�[HRL�TLHZ\YLZ�[V�YLZWVUK�[V�SLNP[PTH[L�
request�from�PI�subjects�related�to�their�PIs.�In�
WHY[PJ\SHY��^P[O�YLMLYLUJL� [V�UH[PVUHS�Z[HUKHYKZ�
Z\WWVY[PUN� [OL� *`ILYZLJ\YP[`� 3H^�� KLWLUKPUN�
on�their�diɈerent�roles�in�PI�processing,�NOs�are�

JH[LNVYPZLK�HZ�WLYZVUHS�PUMVYTH[PVU�JVU[YVSSLYZ�
(PICs)�–�deÄned�as�any�entity�or�individual�capa�
ISL�VM�KL[LYTPUPUN�[OL�W\YWVZL�HUK�TL[OVK�VM�70�
WYVJLZZPUN�¶�HUK�WLYZVUHS�PUMVYTH[PVU�WYVJLZ�
sors� (PIPs)� –�deÄned� as� entities�or� individuals�
WYVJLZZPUN�70�VU�ILOHSM�VM�70*Z��

>OLU� 70� JVU[HPUZ� ZLUZP[P]L� WLYZVUHS� PUMVYTH�
tion� (SPI),�additional� security� requirements�are�
PTWVZLK�VU�70*Z��Z\JO�HZ�WYV[LJ[PVU�I`�LUJY`W�
[PVU��7SLHZL�ZLL�����7LYZVUHS�+H[H�MVY�KL[HPSZ�VM�
PI�protection� requirements� for�NOs,�PICs,�and�
707Z�

,PSRUWDQW�GDWD
0TWVY[HU[�KH[H� YLMLYZ� [V� KH[H�^OVZL�KP]\SNPUN�
may�directly�aɈect�national�security,�economic�
ZLJ\YP[ �̀�ZVJPHS�Z[HIPSP[ �̀�W\ISPJ�OLHS[O�HUK�ZLJ\�
YP[ �̀�Z\JO�HZ�\UKPZJSVZLK�NV]LYUTLU[�PUMVYTH�
[PVU� HUK� PUMVYTH[PVU� YLNHYKPUN� THZZ� WVW\SH�
[PVU��NLUL[PJ� OLHS[O��NLVNYHWOPJHS� HUK�TPULYHS�
YLZV\YJLZ�� ,U[P[PLZ� YLZWVUZPISL� MVY� WYVJLZZPUN�
PTWVY[HU[� KH[H� HYL� Z\IQLJ[� [V� ]HYPV\Z� ZLJ\YP[`�
VISPNH[PVUZ�\UKLY� +H[H� :LJ\YP[`� 3H �̂� Z\JO� HZ�
JVUK\J[PUN� HUK� YLWVY[PUN� WLYPVKPJ� ZLJ\YP[`�
HZZLZZTLU[Z� HUK� HKVW[PUN� [LJOUPJHS� TLHZ�
\YLZ� VM� LUJY`W[PVU�� IHJR�\W� HUK� TVUP[VYPUN��
The�scope�of�important�data�will�be�deÄned�by�
regulatory�authorities�of�diɈerent�industries�and�
YLNPVUZ�PU�\WJVTPUN�SLNPZSH[PVUZ��7SLHZL�ZLL�����
4H[LYPHS� )\ZPULZZ� +H[H� HUK� 4H[LYPHS� 5VU�
W\ISPJ�0UMVYTH[PVU�MVY�KL[HPSZ�VU�PTWVY[HU[�KH[H�
protection�requirements.

&URVV�ERUGHU�GDWD�WUDQVIHU
*006Z� JVUK\J[PUN� JYVZZ�IVYKLY� KH[H� [YHUZMLY�
HIYVHK� VM� 70� HUK� PTWVY[HU[� KH[H� T\Z[� Z[VYL�
Z\JO� KH[H� ^P[OPU� *OPUH� HUK� WLYMVYT� ZLJ\YP[`�
HZZLZZTLU[� VM� JYVZZ�IVYKLY� [YHUZMLY�� .LULYHS�
56Z�JVUK\J[PUN�JYVZZ�IVYKLY�KH[H�[YHUZMLY�HYL�
HSZV�HK]PZLK�[V�WLYMVYT�Z\JO�ZLJ\YP[`�HZZLZZ�
TLU[��(JJVYKPUN�[V�[OL�J\YYLU[�KYHM[�YLN\SH[PVUZ�
VU�JYVZZ�IVYKLY�KH[H�[YHUZMLY��Z\JO�HZZLZZTLU[�
TH`�JV]LY�[OL�UH[\YL�VM�KH[H�[V�IL�[YHUZMLYYLK��
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[OL�KH[H�L_WVY[LY�HUK�[OL�KH[H�YLJPWPLU[»Z�YLZWLJ�
[P]L�JHWHIPSP[PLZ�VM�KH[H�ZLJ\YP[`�WYV[LJ[PVU��[OL�
YLJLP]PUN�JV\U[Y`�VY�YLNPVU»Z�WVSP[PJHS�HUK�SLNHS�
LU]PYVUTLU[�VM�KH[H�WYV[LJ[PVU��HUK�L]HS\H[PVU�
VM� [OL� PTWHJ[� [V�70� Z\IQLJ[Z�� UH[PVUHS� ZLJ\YP[`�
HUK� ZVJPHS� PU[LYLZ[Z� I`� Z\JO� [YHUZMLY�� *YVZZ�
IVYKLY�KH[H�[YHUZMLY�PZ�WYVOPIP[LK�PM�P[�[OYLH[LUZ�
UH[PVUHS�ZLJ\YP[`�VY�W\ISPJ�PU[LYLZ[Z��-VY�NLULYHS�
56Z�[V�[YHUZMLY�KH[H�HIYVHK��WSLHZL�ZLL�º*YVZZ�
IVYKLY�+H[H�;YHUZMLY»�\UKLY�����+L�1\YL�VY�+L�
-HJ[V�:[HUKHYKZ�

;OL�*`ILYZLJ\YP[`�3H^�HUK�YLSL]HU[�YLN\SH[VY`�
KVJ\TLU[Z�HYL�THPUS`�LUMVYJLK�I`�[OL�*`ILY�
ZWHJL�(KTPUPZ[YH[PVU�VM�*OPUH��*(*���[OL�4PU�
PZ[Y`�VM�0UK\Z[Y`�HUK�0UMVYTH[PVU�;LJOUVSVN`�VM�
*OPUH� �400;��� [OL�4PUPZ[Y`�VM�7\ISPJ�:LJ\YP[`�VM�
*OPUH� �47:��� HUK� [OL�:[H[L�(KTPUPZ[YH[PVU� MVY�
4HYRL[�9LN\SH[PVU��:(49���0[�PZ�^VY[O�TLU[PVU�
PUN�[OH[�YLN\SH[VY`�KVJ\TLU[Z�PU�KYHM[Z�HYL�JVT�
TVUS`�HWWSPLK�HZ�PTWVY[HU[�YLMLYLUJL�MVY�J`ILY�
ZLJ\YP[`�LUMVYJLTLU[�

6WDWH�VHFUHWV
;OL�.\HYKPUN�:[H[L�:LJYL[Z�3H^�VM�79*��:[H[L�
Secrets�Law)�classiÄes�state�secrets�into�three�
[PLYZ� HUK� HY[PJ\SH[LZ� YLZWLJ[P]L� WYV[LJ[PVU�
requirements,�which�generally�prevail�over�other�
data�protection�requirements�when�data�is�iden�
tiÄed�as�state�secrets.

5HVWULFWLRQV�RQ�VWDWH�DFWLYLWLHV
<UKLY�+H[H�:LJ\YP[`�3H �̂�NV]LYUTLU[HS�H\[OVYP�
ties�bear�conÄdentiality�obligations�with�respect�
to�the�personal�information�and�business�conÄ�
KLU[PHS�PUMVYTH[PVU�OLSK�I`�[OLT�

2WKHU�/DZV�DQG�5HJXODWLRQV
=HYPV\Z� V[OLY� SH^Z� HUK� YLN\SH[PVUZ� HSZV� JVU�
[YPI\[L� [V�V[OLY�ZLNTLU[Z�VM� [OL�J`ILYZLJ\YP[`�
YLNPTL�HZ�PSS\Z[YH[LK�ILSV^�

7KH�&U\SWRJUDSK\�/DZ
;OL�*Y`W[VNYHWO`�3H^��THPUS`�LUMVYJLK�I`�[OL�
*Y`W[VNYHWO`� (KTPUPZ[YH[PVU� VM� *OPUH� �:*(���
sets�forth�requirements�for�supplying�and�adopt�
PUN�]HYPV\Z�LUJY`W[PVU��PU�WHY[PJ\SHY�[OL�JVTTLY�
JPHS�LUJY`W[PVU�̂ OPJO�WSH`Z�H�RL`�YVSL�PU�UL[^VYR�
security�required�by�the�Cybersecurity�Law.�The�
SH^�HSZV�ZL[Z�MVY[O�JP]PS�SPHIPSP[PLZ�VM�]PVSH[PVU�

7KH�3URYLVLRQV�RQ�WKH�(FRORJLFDO�*RYHUQDQFH�
RI�1HWZRUN�,QIRUPDWLRQ�&RQWHQWV
;OL� 7YV]PZPVUZ� VU� [OL� ,JVSVNPJHS� .V]LYUHUJL�
VM�5L[^VYR�0UMVYTH[PVU�*VU[LU[Z�[HRLZ�UL[^VYR�
PUMVYTH[PVU� JVU[LU[Z� HZ� [OL� THPU� NV]LYUHUJL�
VIQLJ[Z��HUK��I`�HPTPUN�H[�LZ[HISPZOPUN�HUK�WLY�
MLJ[PUN� H� JVTWYLOLUZP]L� UL[^VYR� NV]LYUHUJL�
Z`Z[LT��JYLH[LZ�H�JSLHU�J`ILYZWHJL�HUK�I\PSKZ�
H�ZV\UK�UL[^VYR�LJVZ`Z[LT�

7KH�&ULPLQDO�/DZ
;OL�*YPTPUHS� 3H^� VM� [OL� 7LVWSL»Z� 9LW\ISPJ� VM�
*OPUH� �*YPTPUHS� 3H^�� YLJVNUPZLZ� [OL� ]HYPV\Z�
J`ILYJYPTLZ�PUMYPUNPUN�70�VY�JVTW\[PUN�Z`Z[LTZ�
HUK� JYPTLZ� \[PSPZPUN� UL[^VYRZ�� HUK� [OL� JYPTL�
VM� MHPS\YL� [V�WLYMVYT�J`ILYZLJ\YP[`�VISPNH[PVUZ��
punishable�by� imprisonment� and/or� Änes.� The�
HIV]L�TLU[PVULK�*YPTPUHS� 3H^�WYV]PZPVUZ� HYL�
LUMVYJLK�I`�47:�HUK�P[Z�SVJHS�HNLUJPLZ�

���� 9LN\SH[VYZ
(SS� RL`� YLN\SH[VYZ� VM� J`ILYZLJ\YP[`� PU� *OPUH� ¶�
UHTLS`�[OL�*(*��400;��47:�HUK�:(49�¶�OH]L�
YLN\SH[VY`� H\[OVYP[PLZ�H[� [OL�UH[PVUHS� SL]LS� HUK�
[OLPY� IYHUJO� HNLUJPLZ� H[� [OL� JV\U[`� SL]LS� VY�
HIV]L�[OH[�L_LYJPZL�[OLPY�H\[OVYP[PLZ�^P[OPU�[OLPY�
YLZWLJ[P]L� NLVNYHWOPJ� Q\YPZKPJ[PVU�� PUJS\KPUN�
H\KP[Z�HUK�PU]LZ[PNH[PVUZ�VM�56Z�YLNHYKPUN�]PV�
SH[PVU�VM�J`ILYZLJ\YP[`�YLSH[LK�SH^Z�HUK�YLN\SH�
[PVUZ�

*(*�OHZ�[OL�V]LYHYJOPUN�YLZWVUZPIPSP[`�VM�WSHU�
UPUN�HUK�JV�VYKPUH[PVU�VM�J`ILYZLJ\YP[`�YLN\SH�
[PVU��0[� PZ�[OL�TVZ[�HJ[P]L�YLN\SH[VY� PU�[LYTZ�VM�
LUHJ[PUN� J`ILYZLJ\YP[`� YLN\SH[VY`� KVJ\TLU[Z��
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HUK�P[Z�LUMVYJLTLU[�MVJ\ZLZ�VU�[OL�NV]LYUHUJL�
VM�[OL�¸PU[LYUL[�LJVSVN`¹�HUK�UL[^VYR�PUMVYTH�
[PVU�JVU[LU[��

;OL�47:�PZ�[OL�RL`�YLN\SH[VY�HUK�LUMVYJLTLU[�
H\[OVYP[`� VM� [OL� 437:� HUK� UL[^VYR� VWLYH[PVU�
ZLJ\YP[ �̀� HUK� YLZWVUZPISL� MVY� PU]LZ[PNH[PUN�HUK�
WYL]LU[PUN�JYPTLZ�YLSH[LK�[V�JVTW\[PUN�Z`Z[LT�
HUK�70�PUMYPUNLTLU[��

;OL�400;�V]LYZLLZ�[OL�[LSLJVTT\UPJH[PVU�HUK�
PUMVYTH[PVU�[LJOUVSVN`�PUK\Z[Y`�HUK�[O\Z�HKTPU�
PZ[LYZ� [OL� SPJLUJLZ� VM� [OL� THYRL[� WHY[PJPWHU[Z�
PU� [OPZ� PUK\Z[Y �̀� 0[Z�LUMVYJLTLU[� MVJ\ZLZ�VU�70�
WYV[LJ[PVU�PU�[OLZL�PUK\Z[YPLZ��LZWLJPHSS`�[OL�[LS�
LJVTT\UPJH[PVU�]HS\L�HKKLK�ZLY]PJLZ��

;OL�:(49� PZ� YLZWVUZPISL� MVY� [OL�WYV[LJ[PVU�VM�
JVUZ\TLY�YPNO[Z��PUJS\KPUN�JVUZ\TLYZ»�YPNO[Z�PU�
70�HUK�MHPY�THYRL[�JVTWL[P[PVU��

0U� HKKP[PVU� [V� [OL� MV\Y� RL`� YLN\SH[VYZ�� ZVTL�
national� regulators� focus� on� speciÄc� areas� of�
J`ILYZLJ\YP[`�YLSH[LK� TH[[LYZ�� ;OL� 5H[PVUHS�
:LJ\YP[`�*VTTPZZPVU� VM� [OL�*VTT\UPZ[� 7HY[`�
PZ� YLZWVUZPISL� MVY� V]LYZLLPUN� HUK� MVYT\SH[PUN�
Z[H[L�KH[H�ZLJ\YP[`�Z[YH[LNPLZ�\UKLY�+H[H�:LJ\�
YP[`� 3H^�� ;OL�4PUPZ[Y`� VM�:[H[L�:LJ\YP[`� �4::��
PZ� YLZWVUZPISL� MVY� ZHMLN\HYKPUN� UH[PVUHS� ZLJ\�
YP[`�VM�KH[H� WYVJLZZPUN� HJ[P]P[PLZ��;OL�5H[PVUHS�
0UMVYTH[PVU� :LJ\YP[`� :[HUKHYKPZH[PVU� ;LJOUP�
JHS� *VTTP[[LL� �;*����� PZ� YLZWVUZPISL� MVY� [OL�
WYVT\SNH[PVU� VM� J`ILYZLJ\YP[`�YLSH[LK� UH[PVUHS�
Z[HUKHYKZ"�[OL�5H[PVUHS�(KTPUPZ[YH[PVU�VM�:[H[L�
:LJYL[Z� 7YV[LJ[PVU� �5(::7�� PZ� YLZWVUZPISL� MVY�
MLPS� classiÄcation� and� protection� related� to�
Z[H[L�ZLJYL[Z��;OL�:*(� PZ� YLZWVUZPISL� MVY� YLN�
\SH[PVU�HUK� LUMVYJLTLU[� PU� YLSH[PVU� [V�LUJY`W�
[PVU�HJ[P]P[PLZ��;OL�*OPUH�:LJ\YP[PLZ�9LN\SH[VY`�
*VTTPZZPVU� �*:9*��� [OL� *OPUH� )HURPUN� HUK�
0UZ\YHUJL�9LN\SH[VY`�*VTTPZZPVU��*)09*���[OL�
*OPUH�0UZ\YHUJL�9LN\SH[VY`�*VTTPZZPVU��*09*���
HUK�[OL�*OPUH�)HURPUN�9LN\SH[VY`�*VTTPZZPVU�

�*)9*�� HSZV� YLN\SH[L� J`ILYZLJ\YP[`�TH[[LYZ� PU�
their�respective�Änancial�areas.

���� (KTPUPZ[YH[PVU�HUK�,UMVYJLTLU[�
7YVJLZZ
0U�NLULYHS��[OL�WLUHS[PLZ�[OH[�J`ILYZLJ\YP[`�YLN�
\SH[VYZ� VY� KH[H� WYV[LJ[PVU� H\[OVYP[PLZ� PTWVZL�
VU�[OL�PU]LZ[PNH[LK�LU[P[PLZ�VY�PUKP]PK\HSZ�T\Z[�
JVTWS`� ^P[O� [OL� SPHIPSP[PLZ� HY[PJ\SH[LK� I`� [OL�
*`ILYZLJ\YP[`�3H^�HUK��PU�JHZL�^OLYL�JYPTPUHS�
J\SWHIPSP[`�HYPZLZ��[OL�*YPTPUHS�3H �̂�

As�for�regulator-speciÄc�administrative�process,�
[OL�7YV]PZPVUZ�VU�0U[LYUL[�:LJ\YP[`�:\WLY]PZPVU�
HUK�0UZWLJ[PVU�I`�7\ISPJ�:LJ\YP[`�6YNHUZ��7\I�
SPJ� :LJ\YP[`� 7YV]PZPVUZ�� ZL[� MVY[O� [OL� Z[HUKHYK�
HKTPUPZ[YH[P]L�WYVJLZZ�VM�J`ILYZLJ\YP[`�LUMVYJL�
TLU[�I`�[OL�47:�HUK�P[Z�IYHUJO�HNLUJPLZ��;OL�
7\ISPJ�:LJ\YP[`�7YV]PZPVUZ�SPTP[�[OL�ZJVWL�VM�[OL�
[HYNL[LK�UL[^VYR�ZLY]PJL�WYV]PKLYZ�HUK�[OL�JVU�
[LU[Z�VM�Z\WLY]PZPVU�HUK�PU]LZ[PNH[PVU�I`�W\ISPJ�
ZLJ\YP[`�HNLUJPLZ��0[�HSZV�HY[PJ\SH[LZ�[^V�TL[O�
VKZ�VM�Z\WLY]PZPVU�HUK�PU]LZ[PNH[PVU��UHTLS`�VU�
ZP[L�PUZWLJ[PVU�HUK�YLTV[L�PUZWLJ[PVU��HUK�ZL[Z�
forth�procedural�requirements�for�each�method.�

6[OLY�K\L�WYVJLZZ�HUK�HWWLHS�YPNO[Z�PZZ\LZ�UV[�
JVU[LTWSH[LK�I`�[OL�HIV]L�TLU[PVULK�SH^Z�HUK�
YLN\SH[PVUZ�ZOHSS�� PU� [OLVY �̀�HWWS`� [OL�HKTPUPZ�
[YH[PVU�SH^Z�VM�*OPUH��UHTLS`�[OL�(KTPUPZ[YH[P]L�
7LUHS[`�3H �̂�[OL�(KTPUPZ[YH[P]L�9LJVUZPKLYH[PVU�
3H^� HUK� [OL� (KTPUPZ[YH[P]L� 3P[PNH[PVU� 3H �̂� 0U�
WYHJ[PJL��̂ L�OH]L�UV�RUV^SLKNL�VM�HU`�YLTLKPLZ�
\UKLY� [OL� [OYLL� HIV]L�TLU[PVULK� HKTPUPZ[YH�
[PVU�SH^Z�PUP[PH[LK�I`�YLZWVUKLU[Z��;O\Z��M\Y[OLY�
VIZLY]H[PVU�PZ�HK]PZLK�YLNHYKPUN�[OL�HWWSPJHIPS�
P[`�VM�[OL�HKTPUPZ[YH[PVU�SH^Z�[V�J`ILYZLJ\YP[`�
YLSH[LK�HKTPUPZ[YH[P]L�WYVJLZZ�HUK�LUMVYJLTLU[�

���� 4\S[PSH[LYHS�HUK�:\IUH[PVUHS�0ZZ\LZ
*\YYLU[S �̀� TVZ[� J`ILYZLJ\YP[`� LUMVYJLTLU[�
HJ[PVUZ� HYL� IHZLK� VU� SH^Z� HUK� YLN\SH[PVUZ� H[�
[OL� UH[PVUHS� SL]LS�� 9LN\SH[PVUZ� H[� WYV]PUJPHS� VY�
T\UPJPWHS�SL]LS�HYL�JVTWHYH[P]LS`�SPTP[LK�PU�U\T�
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ILY�HUK�SHJR�\UPMVYTP[`�HUK�JVUZPZ[LUJ`�PU�Z\I�
ject�matter�and�legal�eɈectiveness.�Furthermore,�
Z\JO�YLNPVUHS�YLN\SH[PVUZ�TH`�VUS`�ZWLJPM`�I\[�
not� exceed� the� requirements� already� contem�
WSH[LK� I`� [OL� *`ILYZLJ\YP[`� 3H �̂� -VY� L_HT�
WSL��[OL�;PHUQPU�*P[`�*`ILYZWHJL�(KTPUPZ[YH[PVU�
PZZ\LK� [OL�4LHZ\YLZ� MVY� [OL�(KTPUPZ[YH[PVU� VM�
+H[H� :LJ\YP[`� VM� ;PHUQPU� �MVY� ;YPHS� 0TWSLTLU[H�
[PVU�� PU� 1\UL���� � [V� M\Y[OLY� ZWLJPM`�*`ILYZL�
curity�Law�requirements�for�data�collection�and�
WYVJLZZPUN�JVUK\J[LK�^P[OPU�;PHUQPU��

(NLUJPLZ�H[�[OL�Z\IUH[PVUHS�SL]LS�WSH`�H�WPSV[PUN�
HUK� JYP[PJHS� YVSL� PU� J`ILYZLJ\YP[`� LUMVYJLTLU[�
HJ[P]P[PLZ�� -VY�L_HTWSL��K\YPUN� [OL�¸1PUN^HUN¹�
�¸JSLHUZPUN� [OL� PU[LYUL[¹��UH[PVUHS� JHTWHPNU� PU�
�����HNHPUZ[�J`ILYJYPTLZ�HUK�70�PUMYPUNLTLU[��
[OL�5HUUPUN�*`ILY�7VSPJL�+LWHY[TLU[� PU]LZ[P�
NH[LK�����J`ILYJYPTL�JHZLZ�HUK�HYYLZ[LK�������
JYPTPUHS�Z\ZWLJ[Z��0U�5V]LTILY�HUK�+LJLTILY�
������ .\HUNKVUN� *VTT\UPJH[PVUZ� )\YLH\�
VYKLYLK�����HWWZ�[V�YLJ[PM`�PSSLNHS�JVSSLJ[PVU�HUK�
\ZHNL�VM�WLYZVUHS� PUMVYTH[PVU��HUK�[VVR�KV^U�
LPNO[�HWWZ�MVY�PSSLNHS�UL[^VYR�ZLY]PJL�

���� 0UMVYTH[PVU�:OHYPUN�6YNHUPZH[PVUZ
;OL� 5H[PVUHS� *VTW\[LY� 5L[^VYR� ,TLYNLUJ`�
9LZWVUZL�;LJOUPJHS�;LHT�*VVYKPUH[PVU�*LU[YL�
VM�*OPUH��*5,9;��PZ�H�UH[PVUHS�UVU�NV]LYUTLU[�
J`ILYZLJ\YP[`� PUMVYTH[PVU�ZOHYPUN� VYNHUPZH�
[PVU�[OH[�OHZ�WSH`LK�[OL�RL`�JV�VYKPUH[PUN�YVSL�
PU� *OPUH»Z� J`ILYZLJ\YP[`� LTLYNLUJ`� YLZWVUZL�
JVTT\UP[`�ZPUJL�������

*5,9;� Y\UZ� [OL� [^V� KH[HIHZLZ� [OH[� TVUP[VY��
HSLY[�HUK�WYV]PKL�ZVS\[PVUZ�VM�PUMVYTH[PVU�]\SULY�
HIPSP[PLZ�HUK�THS^HYL��UHTLS`�[OL�*OPUH�5H[PVUHS�
=\SULYHIPSP[`�+H[HIHZL� �*5=+�� HUK� [OL�*YP[PJHS�
0UMVYTH[PVU� 0UMYHZ[Y\J[\YL� :LJ\YP[`� 9LZWVUZL�
Centre�(CII-SRC),�both�of�which�are�joint�eɈorts�
VM�PUMVYTH[PVU�Z`Z[LT�VWLYH[VYZ��[LSLJVTT\UP�
JH[PVU�VWLYH[VYZ��J`ILYZLJ\YP[`�ZLY]PJL�WYV]PK�
LYZ�HUK�PU[LYUL[�ZLY]PJL�WYV]PKLYZ��

0U� HKKP[PVU�� [OL� *OPUH� 5H[PVUHS� =\SULYHIPSP[`�
+H[HIHZL�VM�0UMVYTH[PVU�:LJ\YP[`��*55=+��PZ�H�
JLU[YHS� NV]LYUTLU[�M\UKLK� KH[HIHZL� [OH[� OHZ�
HUHS`ZLK��HSLY[LK�HUK�YLZWVUKLK�[V�PUMVYTH[PVU�
]\SULYHIPSP[PLZ�ZPUJL���� �

���� :`Z[LT�*OHYHJ[LYPZ[PJZ
>OPSL�[OL�ZJVWL�VM�J`ILYZLJ\YP[`�YLNPTL�PU�*OPUH�
PZ�JVTWHYH[P]LS`�JVTWYLOLUZP]L�HUK�KP]LYZL�PU�
Z\IQLJ[�TH[[LY��P[�PZ�Z[PSS�\UKLY�KL]LSVWTLU[�^P[O�
TVYL� Z\WWSLTLU[HS�TLHZ\YLZ� L_WLJ[LK� [V� IL�
YLSLHZLK�� *`ILYZLJ\YP[`� LUMVYJLTLU[� PU� *OPUH�
OHZ�ILLU�HJ[P]L�HUK�HNNYLZZP]L��LZWLJPHSS`�ZPUJL�
2019,�usually�focusing�in�speciÄc�areas,�such�as�
[OL�TVIPSL�HWWSPJH[PVU�KH[H�WYV[LJ[PVU�JHTWHPNU�
PU���� ��,UMVYJLTLU[�PZ�L_WLJ[LK�[V�L_WHUK�PU�
ZJVWL�HUK�LUOHUJL�PU�L_[LU[�PU������HUK�������

;OL�J`ILYZLJ\YP[`�SLNHS�Z`Z[LT�PU�*OPUH�HIZVYIZ�
ZVTL�ZLJ\YP[`�WYV[LJ[PVU�TLJOHUPZTZ�MYVT�IV[O�
[OL�<:�HUK�[OL�,<�Z`Z[LTZ��̂ OPSL�THPU[HPUPUN�P[Z�
KPZ[PUJ[P]L�KLZPNUZ��-VY�[OL�UL[^VYR�ZLJ\YP[`�WLY�
spective,�China�aɈords�special�protection�to�CII,�
H�JVUJLW[�KLYP]LK�MYVT�[OL�JYP[PJHS�PUMYHZ[Y\J[\YL�
PU�IV[O�[OL�,<�HUK�[OL�<:�Z`Z[LTZ"�*OPUH�HSZV�
sets�forth�requirements�for�emergency�response,�
ZPTPSHY�[V�[OL�,<�HUK�[OL�<:�Z`Z[LTZ��/V^L]LY��
[OL�TL[OVKVSVN`�[V�PKLU[PM`�*00�HUK�P[Z�IV\UKH�
ries� in�China�diɈers� from� that� used� in� the� EU�
and�the�US;� in�addition,�security� requirements�
MVY�*00� PZ�TVYL�L_WHUZP]L� PU�*OPUH�HZ� [OL`�HYL�
VYNHUPJHSS`� JVUULJ[LK� [V� V[OLY� J`ILYZLJ\YP[`�
ZLNTLU[Z��Z\JO�HZ�ZLJ\YP[`�YL]PL �̂�437:��HUK�
JYVZZ�IVYKLY�KH[H�[YHUZMLY��

(Z�MVY�KH[H�WYV[LJ[PVU��*OPUH�PZ�ZPTPSHY�[V�TVZ[�
V[OLY�Q\YPZKPJ[PVUZ�PU�[OL�YLZWLJ[�[OH[�JVUZLU[�VM�
70� Z\IQLJ[Z� PZ� [OL� MV\UKH[PVU�VM�70�WYV[LJ[PVU��
yet�it�is�diɈerent�in�at�least�three�major�respects:�

•�J\YYLU[S �̀�70�PU�*OPUH�JHUUV[�IL�[YHUZHJ[LK"�
•�JVUZLU[�I`�[OL�70�Z\IQLJ[�PZ�HIZVS\[LS`�JLU[YHS�
[V�[OL�SLNHS�Z`Z[LT�PU�*OPUH��HUK�[O\Z�[OL�
KVTPUHU[�ZV\YJL�VM�[OL�SH^M\SULZZ�VM�70�WYV�
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JLZZPUN�PU�*OPUH��ZH]L�MVY�H�ML^�L_JLW[PVUZ�
Z\JO�HZ�70�WYVJLZZPUN�THUKH[LK�I`�SH^Z�HUK�
YLN\SH[PVUZ��KPYLJ[S`�YLSH[LK�[V�UH[PVUHS�ZLJ\�
YP[ �̀�KPYLJ[S`�YLSH[LK�[V�JYPTPUHS�SLNHS�HJ[PVUZ��
VY�V[OLYZ"�

•�the�China�regime�aɈords�additional�protection�
[V�PTWVY[HU[�KH[H��H�JVUJLW[�[OH[�[OL�,<�VY�
[OL�<:�Z`Z[LT�KVLZ�UV[�L_WSPJP[S`�JVU[LT�
WSH[L�

���� 2L`�+L]LSVWTLU[Z
0U�[OL�WYPVY����TVU[OZ��H�ZLYPLZ�VM�RL`�SH^Z�HUK�
YLN\SH[PVUZ� �PUJS\KPUN� KYHM[Z�� ^LYL� YLSLHZLK� VY�
JHTL�PU[V�MVYJL��PUJS\KPUN�[OL�MVSSV^PUN�

•�;OL�*P]PS�*VKL�JHTL�PU[V�MVYJL��^P[O�P[Z�
7LYZVUHSP[`�9PNO[Z�:LJ[PVU�YLJVNUPZPUN�[OL�
WYV[LJ[PVU�VM�SLNHS�PU[LYLZ[Z�PU�70�H[�[OL�TVZ[�
MV\UKH[PVUHS�SL]LS�VM�*OPULZL�JP]PS�SH �̂

•�;OL�+H[H�:LJ\YP[`�3H^�^HZ�YLSLHZLK�VU����
1\UL�������7SLHZL�ZLL�����3H^Z�MVY�M\Y[OLY�
PUMVYTH[PVU�

•�;OL�7LYZVUHS�0UMVYTH[PVU�7YV[LJ[PVU�3H^�
VM�[OL�79*��:LJVUK�+YHM[���+YHM[�7073��^HZ�
HUUV\UJLK�PU�(WYPS�������THYRPUN�*OPUH»Z�
Ärst�attempt�to�systematically�deÄne,�estab�
SPZO��HUK�PU[LNYH[L�[OL�WYV]PZPVUZ�YLNHYKPUN�
70�WYV[LJ[PVU�H[�[OL�Z[H[\[L�SL]LS��0[�JV]LYZ�
JVTWYLOLUZP]L�HZWLJ[Z�VM�70�WYV[LJ[PVU��
PUJS\KPUN�[OL�SLNHS�IHZPZ�MVY�WYVJLZZPUN�70��
requirements�for�obtaining�consent,�entrust�
PUN�[OPYK�WHY[PLZ�[V�WYVJLZZ�70��ZOHYPUN�70��
JYVZZ�IVHYK�70�[YHUZMLY��70�Z\IQLJ[Z»�YPNO[Z��
HUK�WYVJLZZVYZ»�70�WYV[LJ[PVU�VISPNH[PVUZ��HZ�
^LSS�HZ�ZL]LYL�SPHIPSP[PLZ�MVY�]PVSH[PVU�

•�;OL�0UMVYTH[PVU�:LJ\YP[`�;LJOUVSVN`�¶�7LY�
sonal�Information�Security�SpeciÄcation�(PI�
SpeciÄcations)�came�into�force.�Compared�
with�the�earlier�version�of�PI�SpeciÄcations�
�.)�;��������������P[�PU[YVK\JLZ�LUOHUJLK�
security�requirements�and�extended�rights�of�
70�Z\IQLJ[Z��Z\JO�HZ�OLPNO[LULK�:70��LZWL�
JPHSS`�WLYZVUHS�IPVTL[YPJ�PUMVYTH[PVU�WYV[LJ�

tion�requirements�and�additional�restrictions�
PU�70�JVSSLJ[PVU�

•�;OL�7YV]PZPVUZ�VU�.V]LYUHUJL�VM�5L[^VYR�
0UMVYTH[PVU�*VU[LU[�,JVSVN`�JHTL�PU[V�MVYJL��
which�set�forth�certain�requirements�to�net�
^VYR�PUMVYTH[PVU�JVU[LU[�WYV]PKLYZ��WSH[MVYTZ�
HUK�\ZLYZ�PU�VYKLY�[V�WYVTV[L�H�WVZP[P]L�
PU[LYUL[�LU]PYVUTLU[�

As�for�signiÄcant�law�enforcement�activities,�the�
ZWLJPHS� LUMVYJLTLU[� JHTWHPNU� HNHPUZ[�TVIPSL�
HWWSPJH[PVUZ� PSSLNHSS`�JVSSLJ[PUN�HUK�WYVJLZZPUN�
70�OHZ�KPZJV]LYLK�[OV\ZHUKZ�VM�TVIPSL�HWWSPJH�
[PVUZ�PUMYPUNPUN�70�HUK�VYKLYLK�]PVSH[VYZ�[V�YLJ[PM`�
HJJVYKPUNS �̀�THYRPUN�[OL�[YLUK�VM�PUJYLHZPUN�HUK�
L_[LUZP]L�LUMVYJLTLU[�HJ[P]P[PLZ�I`�QVPU[�MVYJLZ�
VM� YLN\SH[VYZ��;OL� ¸1PUN^HUN�����¹� JHTWHPNU�
HNHPUZ[� PU[LYUL[�IHZLK�JYPTLZ�HUK�70� PUMYPUNL�
TLU[�HSZV�THYRZ�[OL�JVU[PU\V\Z�Z[YLUN[OLUPUN�
VM� LSL]H[LK� J`ILYZLJ\YP[`� LUMVYJLTLU[� I`� [OL�
47:�

1.8� SigniÄcant�Pending�Changes,�Hot�
;VWPJZ�HUK�0ZZ\LZ
It�is�anticipated�that�the�Draft�PIPL�will�be�Änal�
PZLK� PU� ������ MVSSV^PUN� [OL� YLJLU[S`� YLSLHZLK�
+H[H�:LJ\YP[`�3H �̂�;OL�YLSLHZL�VM�+YHM[�7073�PZ�
L_WLJ[LK�[V�IL�NHTL�JOHUNPUN�[V�[OL�THYRL[��PU�
WHY[PJ\SHY�K\L�[V�[OL�+YHM[�7073»Z�L_WHUKLK�SLNHS�
IHZPZ�MVY�WYVJLZZPUN�70��JVUJYL[L�Y\SLZ�MVY�JYVZZ�
IVYKLY�70�[YHUZMLY��HUK�OLH]`�SPHIPSP[PLZ��>P[O�[OL�
YLSLHZL�VM�[OL�+H[H�:LJ\YP[`�3H^�HUK�[OL�+YHM[�
7073��PU�������H�U\TILY�VM�KYHM[�YLN\SH[PVUZ�HUK�
national�standards�are�expected�to�Änalise�in�the�
HYLH�VM!

•�TLHZ\YLTLU[Z�MVY�JYVZZ�IVYKLY�KH[H�[YHUZMLY�
VM�70�HUK�PTWVY[HU[�KH[H"�

•�identiÄcation�and�security�requirements�for�
PTWVY[HU[�KH[H��PU�WHY[PJ\SHY�[OL�JH[HSVN\L�VM�
PTWVY[HU[�KH[H�[V�IL�MVYT\SH[LK�I`�T\UPJPWHS�
governments�as�required�by�the�Data�Security�
3H^"�HUK�

•�the�identiÄcation�of�CIIO.�

*/05(  LAW AND PRACTICE
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(� U\TILY� VM� KYHM[� YLN\SH[PVUZ� HUK� UH[PVUHS�
Z[HUKHYKZ�YLNHYKPUN�[OLZL�ZLJ[VYZ�HYL� SPRLS̀ � [V�
be�Änalised�this�year.�Both�the�Data�Security�Law�
HUK�+YHM[�7073�WYV]PKL�L_[YH�[LYYP[VYPHS�Q\YPZKPJ�
[PVU�JSH\ZLZ��^OPJO�HYL�L_WLJ[LK�[V�IL�H�MVJ\Z�
MVY�Q\KPJPHS�H[[LU[PVU�HUK�YLN\SH[VY`�KVJ\TLU[Z�
in�the�rest�of�2021�–�a�number�of�oɈshore�entities�
WYV]PKPUN� ZLY]PJLZ� [V� *OPULZL� J\Z[VTLYZ�TH`�
MHSS�^P[OPU�[OL�Q\YPZKPJ[PVU�VM�[OL�[^V�SH^Z�

/V[� [VWPJZ� VM�LUMVYJLTLU[�LTLYNPUN�ZPUJL� [OL�
ZLJVUK�OHSM�VM������PUJS\KL��P��[OL�SH^M\SULZZ�VM�
JVSSLJ[PUN� KH[H� MYVT� [OPYK� WHY[PLZ� I`� [LJOUPJHS�
TLHZ\YLZ�� PU� WHY[PJ\SHY� ZVM[^HYL� KL]LSVWTLU[�
RP[��:+2���HUK��PP��WYVJLZZPUN�70�^P[OPU�[OL�ZJVWL�
VM� ULJLZZP[ �̀� PU� WHY[PJ\SHY� ZPUJL� [OL� YLSLHZL� VM�
7YV]PZPVUZ�VU�[OL�:JVWL�VM�5LJLZZHY`�7LYZVUHS�
0UMVYTH[PVU�VM�*VTTVU�4VIPSL�0U[LYUL[�(WWSPJH�
[PVUZ�PU�4HYJO������

� � � 2 , @ � 3 (>: � ( 5+�
9,.<3(;69: � (;�
5 (; 0 65( 3 � (5+�
: <)5(; 0 65( 3 � 3 , = ,3 :

���� 2L`�3H^Z
(Z�TLU[PVULK� PU� ���� 3H^Z�� [OL�*`ILYZLJ\YP[`�
3H^� SH`Z� [OL� MV\UKH[PVU� VM� [OL� J`ILYZLJ\YP[`�
SLNHS�Z`Z[LT�PU�*OPUH�[OH[�HWWSPLZ�[V�HSS�RPUKZ�VM�
KH[H��Z`Z[LTZ��56Z��HUK�PUMVYTH[PVU�PUMYHZ[Y\J�
[\YLZ��Z\WWSLTLU[LK�I`�H�ZLYPLZ�VM�PTWSLTLU[H�
[PVU�TLHZ\YLZ�HUK�V[OLY�SH^Z�HUK�YLN\SH[PVUZ�HZ�
SPZ[LK�ILSV^�HUK�ZVY[LK�I`�[OL�ZLNTLU[Z�VM�[OL�
*`ILYZLJ\YP[`�3H �̂

1HWZRUN�2SHUDWLRQ�6HFXULW\
(�!�437:�¶�9LN\SH[PVU�VU�.YHKLK�7YV[LJ[PVU�VM�
*`ILYZLJ\YP[`��+YHM[�MVY�*VTTLU[Z���+YHM[�437:�
9LN\SH[PVUZ��

(�!�*00�7YV[LJ[PVU�¶�9LN\SH[PVUZ�VU�[OL�:LJ\YP[`�
7YV[LJ[PVU�VM�*YP[PJHS� 0UMVYTH[PVU� 0UMYHZ[Y\J[\YL�

�+YHM[� MVY� *VTTLU[Z�� �+YHM[� *00� 9LN\SH[PVUZ�"�
*`ILYZLJ\YP[`�9L]PL^�4LHZ\YLZ�

(�!� *`ILYZLJ\YP[`� 9L]PL^� HUK� ,TLYNLUJ`�
9LZWVUZL� ¶� *`ILYZLJ\YP[`� 9L]PL^� 4LHZ\YLZ�
�+YHM[�MVY�*VTTLU[Z���[V�YLWSHJL�[OL�4LHZ\YLZ�
MVY�[OL�:LJ\YP[`�9L]PL^�VM�5L[^VYR�7YVK\J[Z�HUK�
Services�(for�Trial�Implementation)�upon�Änalisa�
[PVU�

(�!�,UJY`W[PVU�¶�[OL�*Y`W[VNYHWO`�3H^�HUK�[OL�
3H^�VU�.\HYKPUN�:[H[L�:LJYL[Z�

1HWZRUN�,QIRUPDWLRQ�6HFXULW\
)�!�7LYZVUHS�0UMVYTH[PVU�7YV[LJ[PVU�¶�*P]PS�*VKL��
+YHM[�7073��7YV]PZPVUZ�VU�[OL�:JVWL�VM�5LJLZ�
ZHY`� 7LYZVUHS� 0UMVYTH[PVU� VM� *VTTVU�4VIPSL�
(WWSPJH[PVUZ�HUK�7YV]PZPVUZ�VU�[OL�*`ILY�7YV�
[LJ[PVU�VM�*OPSKYLU»Z�7LYZVUHS�0UMVYTH[PVU�

)�!� 0TWVY[HU[� +H[H� HUK� :[H[L� :LJYL[Z� ¶� +H[H�
:LJ\YP[`�3H �̂

)�!�*YVZZ�IVYKLY�+H[H�;YHUZMLY�¶�+H[H�:LJ\YP[`�
3H^�HUK�+YHM[�7073��

)�!� 0U[LYUL[� 0UMVYTH[PVU� *VU[LU[� (KTPUPZ[YH�
[PVU� ¶� 7YV]PZPVUZ� VU� .V]LYUHUJL� VM� 5L[^VYR�
0UMVYTH[PVU�*VU[LU[�,JVSVN �̀�7YV]PZPVUZ�VU�[OL�
(KTPUPZ[YH[PVU�VM�)SVJRJOHPU�0UMVYTH[PVU�:LY]PJ�
LZ��7YV]PZPVUZ�MVY�[OL�(KTPUPZ[YH[PVU�VM�0U[LYUL[�
5L^Z�0UMVYTH[PVU�:LY]PJLZ��HUK�V[OLYZ�

0U�HKKP[PVU��(Y[PJSLZ�������������������HUK��������
VM�[OL�*YPTPUHS�3H^�HWWS`�[V�[OL�JYPTLZ�YLSH[LK�
[V�J`ILYZLJ\YP[ �̀

���� 9LN\SH[VYZ
7SLHZL�YLMLY�[V�����9LN\SH[VYZ�MVY�[OLPY�YLZWLJ�
[P]L�YLZWVUZPISL�HYLH�VM�J`ILYZLJ\YP[ �̀

���� 6]LY�(YJOPUN�*`ILYZLJ\YP[`�(NLUJ`
<UKLY� (Y[PJSL� �� VM� [OL� *`ILYZLJ\YP[`� 3H �̂� [OL�
*(*�PZ�[OL�V]LYHYJOPUN�J`ILYZLJ\YP[`�YLN\SH[VY�

LAw  AND  PRACTICe  �*/05(
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HUK�HNLUJ`�PU�*OPUH��7SLHZL�YLMLY�[V�����9LN\SH�
[VYZ�for�its�speciÄc�regulatory�role.

���� +H[H�7YV[LJ[PVU�(\[OVYP[PLZ�VY�
7YP]HJ`�9LN\SH[VYZ
;OL�*(*��400;��47:��:(49�H[�[OL�UH[PVUHS�SL]LS�
HUK�[OLPY�IYHUJOLZ�H[�[OL�JV\U[`�SL]LS�VY�HIV]L�
HYL� [OL� THQVY� KH[H� WYV[LJ[PVU� H\[OVYP[PLZ� HUK�
WYP]HJ`�YLN\SH[VYZ��7SLHZL�YLMLY�[V�����9LN\SH�
[VYZ�MVY�[OLPY�YLZWLJ[P]L�YVSL�PU�KH[H�WYV[LJ[PVU��
;OL�;*����PZ�HSZV�HU�PTWVY[HU[�WYP]HJ`�YLN\SH[VY�
[OH[� MVJ\ZLZ�VU� [OL�WYVT\SNH[PVU�VM�KH[H�WYV�
[LJ[PVU�YLSH[LK�UH[PVUHS�Z[HUKHYKZ��HUK�TVZ[�VM�
[OL�UH[PVUHS�Z[HUKHYKZ�HYL�UV[�SLNHSS`�IPUKPUN�I\[�
ZLY]L� HZ� PTWVY[HU[� YLMLYLUJL� PU� SLNHS� LUMVYJL�
TLU[�HJ[P]P[PLZ�

���� -PUHUJPHS�VY�6[OLY�:LJ[VYHS�
9LN\SH[VYZ
;OL� *:9*� HKTPUPZ[LYZ� H� ZLYPLZ� VM� ZLJ\YP[PLZ�
related� Änancial� activities� in� China,� including�
initial�public�oɈering�(IPO),�corporate�restructur�
PUN��HUK�YLSH[LK�[YHUZHJ[PVUZ��+H[H�JVTWSPHUJL�
VM�SPZ[PUN�JVTWHUPLZ�OHZ�ILJVTL�VUL�VM�[OL�RL`�
MHJ[VYZ�PU�*:9*�HWWYV]PUN�Z\JO�HJ[P]P[PLZ�HUK�
JVU[YPI\[LZ� [V� *:9*»Z� YLQLJ[PVU� VM� 076� SPZ[PUN�
HWWSPJH[PVU�PU�ZVTL�JHZLZ�

;OL� *)09*�� *09*�� HUK� *)9*� HSZV� YLN\SH[L�
J`ILYZLJ\YP[`�TH[[LYZ�PU�[OLPY�YLZWLJ[P]L�YLZWVU�
sible� Änancial� areas.� In� particular,� the� CBIRC�
[HRLZ�HU�HJ[P]L�YLN\SH[VY`�YVSL��HZ�P[�PZZ\LK�[OL�
.\PKLSPULZ� MVY� +H[H� 4HUHNLTLU[� VM� )HURPUN�
-PUHUJPHS�0UZ[P[\[PVUZ�PU�4H`������HUK�PZ�J\YYLU[�
S`�WYVTV[PUN�[OL�SLNPZSH[PVU�YLNHYKPUN�WLYZVUHS�
Änancial� information� protection.� The� People’s�
)HUR� VM�*OPUH� �7)6*�� PZ� HSZV� H� RL`� YLN\SH[VY�
over� Änancial� institutions,� and�released� Imple�
TLU[PUN�4LHZ\YLZ�VM�[OL�7)6*�MVY�7YV[LJ[PVU�
VM� -PUHUJPHS� *VUZ\TLYZ»� 9PNO[Z� HUK� 0U[LYLZ[Z��
^OPJO�JHTL�PU[V�MVYJL�VU���5V]LTILY������

���� 6[OLY�9LSL]HU[�9LN\SH[VYZ�HUK�
(NLUJPLZ
6[OLY�RL`�YLN\SH[VYZ�PUJS\KL�[OL�5(::7�HUK�[OL�
:*(��HZ�KPZJ\ZZLK�PU�����9LN\SH[VYZ�

� � � 2 , @ � - 9 (4,>6 92:

���� L�1\YL�VY�+L�-HJ[V�:[HUKHYKZ
.H\�)UDPHZRUNV
(�ZLYPLZ�VM�UH[PVUHS�Z[HUKHYKZ�HUK�NV]LYUTLU[�
HUUV\UJLTLU[Z� OH]L� ILLU� YLSLHZLK�� 4VZ[� VM�
[OLZL�KVJ\TLU[Z�HYL�Z[PSS�PU�KYHM[�MVYT�MVY�W\ISPJ�
JVTTLU[Z�HUK�J\YYLU[S`�HSS�Z\JO�UH[PVUHS�Z[HUK�
HYKZ� HYL� UV[� THUKH[VY �̀� /V^L]LY�� PU� WYHJ[PJL�
H� U\TILY� VM� [OLZL� KVJ\TLU[Z� HYL� JVTTVUS`�
KLWSV`LK�HZ�N\PKHUJL�MVY�SH^�LUMVYJLTLU[�HUK�
JVYWVYH[L�JVTWSPHUJL��Z\JO�HZ�[OL�MVSSV^PUN�

0/36�DQG�QHWZRUN�VHFXULW\�LQ�JHQHUDO
;OL�0UMVYTH[PVU�:LJ\YP[`�;LJOUVSVN`�¶�)HZLSPUL�
for�ClassiÄed�Protection�of�Cybersecurity�(GB/T�
���� ���� ���437:�)HZLSPUL�:[HUKHYKZ��HUK�[OL�
Information�Security�Technology�–�ClassiÄcation�
Guide�for�ClassiÄed�Protection�of�Cybersecurity�
set�forth�speciÄcations�encompassing�the�MLPS�
classiÄcation� and� evaluation� process� and� the�
respective� requirements� for� systems� at� each�
MLPS�classiÄcation�level.�Guidelines�on�the�Pro�
[LJ[PVU�VM�0UMVYTH[PVU�:LJ\YP[`�VM�0UK\Z[YPHS�*VU�
[YVS�:`Z[LTZ��0*:�.\PKLSPULZ���WYVT\SNH[LK�I`�
[OL�400;��ZL[�MVY[O�ZLJ\YP[`�WYV[LJ[PVU�MVY�PUK\Z[YP�
HS�JVU[YVS�Z`Z[LTZ��0*:��PU�]HYPV\Z�HZWLJ[Z��Z\JO�
HZ�WO`ZPJHS�LU]PYVUTLU[��H\[OLU[PJH[PVU��YLTV[L�
HJJLZZ��HUK�LTLYNLUJL�YLZWVUZL�

&,,V
;OL� 0UMVYTH[PVU� :LJ\YP[`�;LJOUVSVN`� ¶�*`ILY�
security� Protection� Requirements� of� Critical�
0UMVYTH[PVU�0UMYHZ[Y\J[\YL��+YHM[�MVY�*VTTLU[Z���
[OL�0UMVYTH[PVU�:LJ\YP[`�;LJOUVSVN`�¶�.\PKL�[V�
:LJ\YP[`� 0UZWLJ[PVU� HUK� ,]HS\H[PVU� VM� *YP[PJHS�
0UMVYTH[PVU�0UMYHZ[Y\J[\YL��+YHM[�MVY�*VTTLU[Z���
HUK�[OL�0UMVYTH[PVU�:LJ\YP[`�;LJOUVSVN`�¶�0UKP�

*/05(  LAW AND PRACTICE
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JH[VY�:`Z[LT�VM�*YP[PJHS�0UMVYTH[PVU�0UMYHZ[Y\J�
[\YL� :LJ\YP[`� (ZZ\YHUJL� �+YHM[� MVY� *VTTLU[Z��
contemplate�the�requirements�of�the�identiÄca�
[PVU��PUZWLJ[PVU��L]HS\H[PVU�HUK�ZLJ\YP[`�VM�*00Z��

(PHUJHQF\�UHVSRQVH
;OL�5H[PVUHS�*`ILYZLJ\YP[`�0UJPKLU[�,TLYNLUJ`�
9LZWVUZL�7SHU��WYVT\SNH[LK�I`�[OL�*(*��ZL[Z�
MVY[O� LTLYNLUJ`� YLZWVUZL� TLHZ\YLZ� [V� ]HYP�
V\Z�J`ILYZLJ\YP[`�PUJPKLU[Z�I`�H\[OVYP[PLZ��;OL�
,TLYNLUJ`� 9LZWVUZL� 7SHU� MVY� *`ILYZLJ\YP[`�
0UJPKLU[Z�PU�7\ISPJ�0U[LYUL[�5L[^VYR��WYVT\SNH[�
LK�I`�[OL�400;��ZL[Z�MVY[O�LTLYNLUJ`�YLZWVUZL�
TLHZ\YLZ�HWWSPJHISL�[V�PU[LYUL[�PUK\Z[Y`�WHY[PJP�
WHU[Z�

3HUVRQDO�LQIRUPDWLRQ
The�national�standard,�PI�SpeciÄcations,�is�the�
RL`�HUK�M\UKHTLU[HS�N\PKHUJL�[V�70�WYV[LJ[PVU�
HWWSPJHISL� 70*Z� HUK� PZ� WYL]HSLU[S`� YLMLYYLK� [V�
HUK� HKVW[LK� PU� KH[H� WYV[LJ[PVU� JVTWSPHUJL�
WYHJ[PJL�HUK�LUMVYJLTLU[��.\PKLSPULZ�MVY�0U[LY�
UL[� 7LYZVUHS� 0UMVYTH[PVU� :LJ\YP[`� 7YV[LJ[PVU��
WYVT\SNH[LK�THPUS`�I`�[OL�47:��WYV]PKLZ�N\PK�
HUJL�VM�70�WYV[LJ[PVU�[HPSVYLK�[V�PU[LYUL[�JVTWH�
nies.�Measures�for�the�IdentiÄcation�of�Collect�
PUN�HUK�<[PSPZPUN�7LYZVUHS�0UMVYTH[PVU�I`�(WWZ�PU�
=PVSH[PVU�VM�3H^Z�HUK�9LN\SH[PVUZ��QVPU[S`�PZZ\LK�
I`�[OL�*(*��47:��400;�HUK�:(49��ZL[Z� MVY[O�
TL[OVKZ� VM� PKLU[PM`PUN� \USH^M\S� 70� WYVJLZZPUN�
I`�TVIPSL�HWWSPJH[PVUZ��7YV]PZPVUZ�VU�[OL�:JVWL�
VM�5LJLZZHY`�7LYZVUHS�0UMVYTH[PVU�VM�*VTTVU�
Mobile�Applications,�released�in�2021,�identiÄes�
[OL�ZJVWL�VM�ULJLZZHY`�70�MVY�[OL�IHZPJ�ZLY]PJLZ�
VM����JH[LNVYPLZ�HUK�WYVOPIP[Z�HWWZ�MYVT�YLM\Z�
PUN�[V�WYV]PKL�IHZPJ�ZLY]PJL�^OLU�\ZLYZ�YLM\ZL�
[V�WYV]PKL�UVU�ULJLZZHY`�70�

&URVV�ERUGHU�GDWD�WUDQVIHU
(Z�TLU[PVULK�HIV]L��\UKLY�[OL�*:3��\USLZZ�V[O�
erwise�required�by�laws�and�regulations,�CIIOs�
are� required� to� localise�PI� and� important�data�
VI[HPULK� MYVT� VWLYH[PVUZ� PU� *OPUH�� JVUK\J[�
JYVZZ�IVYKLY� [YHUZMLY� VM� Z\JO� KH[H� VUS`�^OLU�

necessary,�perform�security�requirement�before�
Z\JO� [YHUZMLY�� HUK�VI[HPU�70�Z\IQLJ[Z»�JVUZLU[�
for�the�transfer�of�PI.�The�Draft�PIPL,�if�Änalised�
¸HZ�PZ¹��L_[LUKZ�[OL�ZLJ\YP[`�VISPNH[PVUZ�HIV]L�
[V�LU[P[PLZ�WYVJLZZPUN�H�SHYNL�]VS\TL�VM�70��6[OLY�
LU[P[PLZ�[V�[YHUZMLY�70�HIYVHK�ZOHSS�ZH[PZM`�H[�SLHZ[�
VUL�VM�[OL�MVSSV^PUN�JVUKP[PVUZ��PU�HKKP[PVU�[V�[OL�
Z\IQLJ[Z»�JVUZLU[!�

•�JVUK\J[PUN�ZLJ\YP[`�HZZLZZTLU["�
•�personal�information�protection�certiÄcation�
by�qualiÄed�entities;�

•�LU[LYPUN�PU[V�Z[HUKHYK�JVU[YHJ[Z�YLJVNUPZLK�
I`�[OL�Z[H[L�^P[O�[OL�70�YLJLP]LY"�VY�

•�V[OLY�JVUKP[PVUZ�WYV]PKLK�I`�HWWSPJHISL�YLN\�
SH[PVUZ�

���� *VUZLUZ\Z�VY�*VTTVUS`�(WWSPLK�
-YHTL^VYR
;OL� THQVY� JVTTVUS`� HWWSPLK� MYHTL^VYR� MVY�
required� “reasonable� security”� are� the� regu�
SH[PVUZ� HUK� UH[PVUHS� Z[HUKHYKZ� YLSH[LK� [V� [OL�
437:��7SLHZL� ZLL�����2L`� 3H^Z� HUK�����+L�
1\YL�VY�+L�-HJ[V�:[HUKHYKZ�MVY�M\Y[OLY�KL[HPSZ�

���� 3LNHS�9LX\PYLTLU[Z
The� following� illustrate� the� legal� requirements�
and�applicable�standards�for�speciÄc�cyberse�
J\YP[`�ZLJ[VYZ�

:ULWWHQ�,QIRUPDWLRQ�6HFXULW\�3ODQV�RU�
3URJUDPPHV
China� has� not� established� any� legal� require�
TLU[Z�YLNHYKPUN�[OL�̂ YP[[LU�PUMVYTH[PVU�ZLJ\YP[`�
WSHUZ�VY�WYVNYHTTLZ��/V^L]LY��56Z�HYL�NLU�
erally�required�to�provide�PI�subjects�with�writ�
[LU� KVJ\TLU[Z�� \Z\HSS`� PU� [OL� MVYT�VM� WYP]HJ`�
WVSPJPLZ�VY�JVUZLU[�SL[[LYZ��[V�PUMVYT�[OLT�VM�[OL�
W\YWVZL��TL[OVKZ�� HUK�ZJVWL�VM�70� JVSSLJ[PVU�
HUK�WYVJLZZPUN��[OL�56Z»�70�ZLJ\YP[`�WYV[LJ[PVU�
TLJOHUPZTZ��70�Z\IQLJ[Z»�HWWYVHJOLZ�VM�HZZLY[�
PUN�70�YLSH[LK�JSHPTZ��YPZRZ�VM�70�WYVJLZZPUN��HUK�
V[OLYZ��
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,QFLGHQW�5HVSRQVH�3ODQV
The� Cybersecurity� Law� requires� that� relevant�
NV]LYUTLU[� H\[OVYP[PLZ� MVYT\SH[L� LTLYNLUJ`�
YLZWVUZL� WSHUZ� MVY� [OLPY� YLZWLJ[P]L� PUK\Z[YPLZ�
and�Äelds.�Such�emergency�response�plans�shall�
JVTWS`� ^P[O� [OL� 5H[PVUHS� *`ILYZLJ\YP[`� 0UJP�
KLU[�,TLYNLUJ`�9LZWVUZL�7SHU��^OPJO�JSHZZP�
Äes�cybersecurity�incidents�into�four�categories�
HJJVYKPUN� [V� [OLPY� ZL]LYP[`� HUK� HY[PJ\SH[LZ� [OL�
YLZWLJ[P]L�YLZWVUZLZ�[V�LHJO�SL]LS�

As� for� private� practices,� systems�classiÄed� at�
437:�SL]LS���VY�HIV]L�T\Z[�MVYT\SH[L�[OLPY�V^U�
LTLYNLUJ`�YLZWVUZL�WSHUZ��WYV]PKL�[YHPUPUN�[V�
P[Z� YLSL]HU[� WLYZVUULS�� HUK� JVUK\J[�KYPSSZ��;OL�
,TLYNLUJ`� 9LZWVUZL� 7SHU� MVY� *`ILYZLJ\YP[`�
0UJPKLU[Z�PU�[OL�7\ISPJ�0U[LYUL[�5L[^VYR�HSZV�ZL[Z�
forth�response�requirements�for�foundational�tel�
LJVTT\UPJH[PVU�JVTWHUPLZ�

$SSRLQWPHQW�RI�&KLHI�,QIRUPDWLRQ�6HFXULW\�
Oτcer�or�Equivalent
<UKLY�[OL�*`ILYZLJ\YP[`�3H^�HUK�437:�YLSH[�
ed�regulations,�each�NO�shall�appoint�an�oɉcer�
^P[O�[OL�NLULYHS�YLZWVUZPIPSP[`�VM�V]LYZLLPUN�[OL�
56»Z�J`ILYZLJ\YP[`�HUK�437:�YLSH[LK�HYYHUNL�
TLU[Z��;OL�*006Z�ZOHSS��PU�HKKP[PVU�[V�HWWVPU[PUN�
such�oɉcer,�also�conduct�a�security�background�
check�of�the�oɉcer.�Further,�the�PI�SpeciÄcations�
and�some�other�national�standards�also�require�
PICs�to�appoint�the�oɉcer�responsible�for�per�
ZVUHS�PUMVYTH[PVU�WYV[LJ[PVU�

Involvement�of�Board�of�Directors�or�
Equivalent
In�China,�there� is�no�general� legal� requirement�
MVY�KPYLJ[�PU]VS]LTLU[�VM�[OL�IVHYK�VM�KPYLJ[VYZ�
or�equivalent� in� the�cybersecurity�matters�of�a�
company.�However,�the�Äduciary�duty�of�board�
VM� KPYLJ[VYZ� \UKLY� [OL� *VTWHU`� 3H^� VM� [OL�
79*�TH`�NP]L�YPZL�[V�[OL�IVHYK»Z�VISPNH[PVUZ�[V�
establish�and�maintain�an�eɈective�cybersecu�
YP[`� Z`Z[LTZ�HUK� [V� [HRL� JVYYLZWVUKPUN� ZLJ\�
YP[`�TLHZ\YLZ��KLWLUKPUN�VU�[OL�JPYJ\TZ[HUJLZ�

such� as� the� company’s� aɉliated� industry,� the�
signiÄcance�of�cybersecurity�risks,�and�others.�

;OL�7YV]PZPVUZ� VU� [OL� (KTPUPZ[YH[PVU� VM� 0UMVY�
TH[PZH[PVU� VM� 0UZ\YHUJL� 0UZ[P[\[PVUZ� �+YHM[� MVY�
Comments)� issued� by� CBIRC� require� institu�
[PVUZ�[V�LZ[HISPZO�HU�PUMVYTH[PZH[PVU�JVTTP[[LL��
YLZWVUZPISL�MVY�PUMVYTH[PZH[PVU�TH[[LYZ�PUJS\KPUN�
J`ILYZLJ\YP[ �̀�\UKLY�[OL�KPYLJ[�SLHKLYZOPW�VM�[OL�
IVHYK�VM�KPYLJ[VYZ��

&RQGXFWLQJ�,QWHUQDO�5LVN�$VVHVVPHQWV��
9XOQHUDELOLW\�6FDQQLQJ��3HQHWUDWLRQ�7HVWV��HWF
•�437:�UH[PVUHS�Z[HUKHYKZ�HUK�KYHM[�YLN\SH�
[PVUZ�ZL[�MVY[O�H�SHYNL�]HYPL[`�VM�YPZR�HZZLZZ�
ment�requirements,�such�as�periodical�secu�
YP[`�HZZLZZTLU[Z�[HRLU�I`�Z`Z[LTZ�H[�SL]LS���
VY�HIV]L��

•�The�Draft�CII�Regulations�require�that�the�CII�
6Z�LZ[HISPZO�HUK�THPU[HPU�H�*00�YPZR�HZZLZZ�
TLU[�TLJOHUPZT�HUK�JVUK\J[�HZZLZZTLU[�H[�
SLHZ[�HUU\HSS`�HUK�ILMVYL�[OL�PUP[PH[PVU�VM�*00�
VWLYH[PVU�VY�HU`�TH[LYPHS�JOHUNL�VM�[OL�*00�

•�(JJVYKPUN�[V�+YHM[�7073�HUK�V[OLY�KYHM[�YLN\�
SH[PVUZ��56Z�[YHUZMLYYPUN�70�VY�PTWVY[HU[�KH[H�
abroad�may�be�required�to�conduct�security�
HZZLZZTLU[Z�

•�Under�PI�SpeciÄcations,�PICs�shall�conduct�
70�ZLJ\YP[`�PTWHJ[�HZZLZZTLU[Z�VU�P[Z�70�
WYVJLZZPUN�PU�JLY[HPU�JPYJ\TZ[HUJLZ�Z\JO�
HZ�ILMVYL�LU[Y\Z[PUN��ZOHYPUN��VY�[YHUZMLYYPUN�
70�[V�H�[OPYK�WHY[`�VY�W\ISPJS`�KPZJSVZPUN�70��
PICs�shall�assess�the�suɉciency�of�consent,�
ULJLZZP[`�VM�WYVJLZZPUN��YPZRZ�VM�HK]LYZL�
eɈect�to�PI�subjects,�eɈectiveness�of�security�
TLHZ\YLZ��HUK�V[OLYZ��;OL�0UMVYTH[PVU�:LJ\�
YP[`�;LJOUVSVN`�¶�.\PKHUJL�MVY�7LYZVUHS�0UMVY�
mation�Security�Impact�Assessment�deÄnes�
[OL�MYHTL^VYR��TL[OVKZ�HUK�WYVJLZZLZ�VM�70�
security�impact�assessment�under�diɈerent�
ZJLUHYPVZ�
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0XOWL�IDFWRU�$XWKHQWLFDWLRQ��$QWL�SKLVKLQJ�
0HDVXUHV��5DQVRPZDUH��7KUHDW�,QWHOOLJHQFH
;OL�437:�UH[PVUHS�Z[HUKHYKZ�ZL[�MVY[O�H�]HYPL[`�
of�security� requirements� to�network�and�com�
W\[PUN�Z`Z[LTZ��Z\JO�HZ!�

•�Z`Z[LTZ�H[�SL]LS���VY�HIV]L�ZOHSS�HKVW[�T\S[P�
MHJ[VY�H\[OLU[PJH[PVU�VM�\ZLY�PKLU[P[`�\ZPUN�
WHZZJVKLZ��LUJY`W[PVU��IPVTL[YPJ�[LJO�
UVSVNPLZ�HUK�VY�V[OLY�[LJOUPJHS�TLHZ\YLZ��PU�
^OPJO�H[�SLHZ[�VUL�MHJ[VY�T\Z[�IL�LUJY`W[PVU"�
HUK�

•�HSS�Z`Z[LTZ�ZOHSS�PUZ[HSS�JV\U[LY�THS^HYL�
ZVM[^HYL��\WKH[L�THS^HYL�JVKL�KH[HIHZL�
YLN\SHYS �̀�HUK�LZ[HISPZO�PU[LYUHS�WVSPJPLZ�VM�
THS^HYL�JV\U[LYTLHZ\YLZ�

,QVLGHU�7KUHDW�3URJUDPPHV
;OL�437:�UH[PVUHS�Z[HUKHYKZ�ZL[�MVY[O�H�]HYPL[`�
of�security� requirements� to�network�and�com�
W\[PUN�Z`Z[LTZ��Z\JO�HZ!�

•�Z`Z[LTZ�H[�SL]LS���VY�HIV]L�ZOHSS�HKVW[�T\S[P�
MHJ[VY�H\[OLU[PJH[PVU�VM�\ZLY��PU�^OPJO�H[�SLHZ[�
VUL�MHJ[VY�T\Z[�IL�LUJY`W[PVU"�HUK�

•�HSS�Z`Z[LTZ�ZOHSS�PUZ[HSS�HUK�THPU[HPU�\WKH[LK�
JV\U[LY�THS^HYL�ZVM[^HYL�HUK�LZ[HISPZO�PU[LY�
UHS�WVSPJPLZ�JVYYLZWVUKPUNS �̀

Vendor�and�Service�Provider�Due�Diligence,�
Oversight�and�Monitoring
6I[HPUPUN�70�MYVT�]LUKVYZ�HUK�ZLY]PJL�WYV]PKLYZ�
PZ�YLJVNUPZLK�HZ�PUKPYLJ[�JVSSLJ[PVU�VM�70��;OL�70�
SpeciÄcations�articulate�that�PICs�indirectly�col�
lecting�PI�shall�request�the�PI�providers�to�clarify�
[OL�ZV\YJL�VM�70��[OL�SH^M\SULZZ�VM�[OL�ZV\YJL��
HUK� [OL� ZJVWL� VM� 70� Z\IQLJ[Z»� JVUZLU[�� HUK�
VI[HPU� Z\WWSLTLU[HS� JVUZLU[� MYVT�70�Z\IQLJ[Z�
PM� [OL� PU[LUKLK�WYVJLZZPUN�L_JLLKZ� [OL� ZJVWL�
VM�JVUZLU[�

>OLU� 70*Z� WYV]PKL� [OLPY� ]LUKVYZ� VY� ZLY]PJL�
WYV]PKLYZ�^P[O�70�� [OLPY�HJ[P]P[PLZ�JVUZ[P[\[L�[OL�
LU[Y\Z[PUN��ZOHYPUN��VY�[YHUZMLYYPUN�VM�70��;OL�70�

SpeciÄcations�set�forth�a�series�of�requirements�
MVY�Z\JO�70�WYV]PZPVU��Z\JO�HZ�VI[HPUPUN�PUMVYTLK�
JVUZLU[�� JVUK\J[PUN� 70� ZLJ\YP[`� HZZLZZTLU[Z��
JVU[YHJ[PUN�̂ P[O�HUK�TVUP[VYPUN�70�YLJLP]LYZ��HUK�
assisting�PI�subjects�to�assert�lawful�requests.

0U�[OL�L]LU[�VM�WYV]PKPUN�70�[V�]LUKVYZ�HUK�ZLY�
]PJL�WYV]PKLYZ�HIYVHK��70*Z�ZOHSS�JVUK\J[�JYVZZ�
IVYKLY�KH[H�[YHUZMLY�ZLJ\YP[`�HZZLZZTLU[Z�

>OLU� WYVJ\YPUN�UL[^VYR�WYVK\J[Z� VY� ZLY]PJLZ�
MYVT�]LUKVYZ�VY�WYV]PKLYZ��\UKLY�437:��[OL�56Z�
ZOHSS�LUZ\YL�[OH[�[OL�WYVK\J[Z�VY�ZLY]PJLZ�JVT�
WS`�^P[O� HWWSPJHISL� YLN\SH[PVUZ�HUK� Z[HUKHYKZ��
HUK�Z`Z[LTZ�H[�SL]LS���VY�HIV]L�ZOHSS�JVUK\J[�
PUZWLJ[PVUZ� ILMVYL� WYVJ\YLTLU[� HUK� YLN\SHYS`�
\WKH[L�HUK�YL]PL^�[OL�SPZ[�VM�JHUKPKH[L�WYVK\J[Z��
0U�HKKP[PVU��*006Z�ZOHSS�LUZ\YL�[OH[�[OL�WYVK\J[Z�
VY�ZLY]PJLZ�WYVJ\YLK�OH]L�WHZZLK�[OL�J`ILYZL�
J\YP[`� YL]PL^�I`�[OL�Z[H[L� PM�Z\JO�WYVJ\YLTLU[�
may�aɈect�national�security.

Use�of�Cloud,�Outsourcing,�Oσshoring
;OL�\ZL�VM�JSV\K� PZ�THPUS`� YLN\SH[LK� MYVT� [OL�
437:� HZWLJ[�� ;OL� 437:� UH[PVUHS� Z[HUKHYKZ�
HY[PJ\SH[L� H� JVTWSL_P[`� VM� L_[LUKLK� ZLJ\�
rity� requirements� for� cloud� computing�at� each�
437:�SL]LS��JV]LYPUN�]HYPV\Z�HZWLJ[Z�VM�JSV\K�
JVTW\[PUN� ZLJ\YP[ �̀� Z\JO�HZ�WO`ZPJHS� LU]PYVU�
TLU[��UL[^VYR�Z[Y\J[\YL��HJJLZZ�JVU[YVS��H\KP[Z��
H\[OLU[PJH[PVU��KH[H�PU[LNYP[`�HUK�IHJR�\W��PU[LY�
UHS�THUHNLTLU[��HUK�ZLY]PJL�WYV]PKLYZ��*SV\K�
JVTW\[PUN� Z`Z[LTZ� H[� SL]LS� �� VY� HIV]L� ZOHSS�
THPU[HPU� [OLPY� ZLY]LYZ� WO`ZPJHSS`�^P[OPU� *OPUH��
>OLU� [OL�\ZL�VM� JSV\K� PU]VS]LZ�70��70*Z�ZOHSS�
RLLW�Z\JO�70�WO`ZPJHSS`�Z[VYLK�^P[OPU�*OPUH�

6\[ZV\YJPUN� 70� WYVJLZZPUN� PZ� YLJVNUPZLK� HZ�
LU[Y\Z[PUN��ZOHYPUN�VY�[YHUZMLYYPUN�VM�70�[V�[OPYK�
WHY[PLZ��7SLHZL�ZLL�=LUKVY�HUK�ZLY]PJL�WYV]PKLY�
K\L�KPSPNLUJL��V]LYZPNO[�HUK�TVUP[VYPUN»��HIV]L��
MVY�KL[HPSZ�
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OɈshoring�mainly� concerns�cross-border�data�
[YHUZMLY��7SLHZL�ZLL�[OL�KPZJ\ZZPVU�VM�[OPZ�[VWPJ�
PU�����3H^Z�MVY�KL[HPSZ�

7UDLQLQJ
Under�the�Cybersecurity�Law,�CIIOs�are�required�
JVUK\J[� J`ILYZLJ\YP[`� LK\JH[PVU�� [LJOUPJHS�
[YHPUPUN�HUK�ZRPSS�HZZLZZTLU[�MVY�LTWSV`LLZ�VU�
a�periodical�basis.�Under�PI�SpeciÄcations,�NOs�
are�required�to�conduct�periodical�training�and�
HZZLZZTLU[Z�MVY�[OLPY�YLSL]HU[�WLYZVUULS�YLNHYK�
PUN�70�WYV[LJ[PVU�

���� 2L`�4\S[PUH[PVUHS�9LSH[PVUZOPWZ
*OPUH�OHZ�LU[LYLK�PU[V�9LNPVUHS�*VTWYLOLUZP]L�
,JVUVTPJ�7HY[ULYZOPW��9*,7��PU������JV]LYPUN�
��� JV\U[YPLZ�� 9*,7� LZ[HISPZOLZ� YLNPVUHS� JVU�
ZLUZ\Z�VU�JYVZZ�IVYKLY�KH[H� [YHUZMLY�HUK� SPT�
P[Z�P[Z�TLTILY»Z�YLZ[YPJ[PVUZ�VU�[OL�PU[LYUH[PVUHS�
KPNP[HS� [YHKLZ��^OPJO� MHJPSP[H[L� [OL� YLNPVUHS� MYLL�
JPYJ\SH[PVU�VM�KH[H��

*OPUH�OHZ�LU[LYLK� PU[V�]HYPV\Z�IPSH[LYHS�HNYLL�
TLU[Z�VU�T\[\HS�SLNHS�HZZPZ[HUJL�PU�JP]PS��JVT�
TLYJPHS� VY� JYPTPUHS� TH[[LYZ� ^P[O� H� U\TILY� VM�
JV\U[YPLZ��;OLZL�[YLH[PLZ�ZL[�MVY[O�K\L�WYVJLZZ�
requirements� of� bilateral� international� legal�
HZZPZ[HUJL��̂ OPJO�SH`Z�[OL�MV\UKH[PVU�VM�*OPUH»Z�
WHY[PJPWH[PVU�PU�T\S[PUH[PVUHS�JV�VWLYH[PVU��Z\JO�
HZ�PU[LYUH[PVUHS�JV�VWLYH[PVU�PU�JVTIH[PUN�PU[LY�
UL[�YLSH[LK�JYPTLZ�HUK�MYH\KZ�

0U�HKKP[PVU��*OPUH�OHZ�ILLU�HJ[P]LS`�WHY[PJPWH[PUN�
PU�HJ[P]P[PLZ�VM�[OL�LZ[HISPZOTLU[�VM�PU[LYUH[PVUHS�
Z[HUKHYKZ�PUP[PH[LK�HUK�VYNHUPZLK�I`�[OL� 0U[LY�
UH[PVUHS�6YNHUPZH[PVU�MVY�:[HUKHYKPZH[PVU��0:6��

� � � 2 , @ � ( - - 0 94(; 0 = ,�
: , *<9 0 ; @ � 9 , 8< 0 9 ,4 ,5;:

���� 7LYZVUHS�+H[H
(JJVYKPUN�[V�(Y[PJSL����VM�*`ILYZLJ\YP[`�3H^�HUK�
(Y[PJSL������VM�*P]PS�*VKL��56Z�ZOHSS�[HRL�[LJOUP�

JHS�HUK�V[OLY�ULJLZZHY`�TLHZ\YLZ�[V�LUZ\YL�[OL�
ZLJ\YP[`�VM�70�P[�JVSSLJ[Z��HUK�[V�WYV[LJ[�70�MYVT�
KPZJSVZ\YL��KHTHNL�VY� SVZZ�� 0U� JHZL�VM�KPZJSV�
Z\YL��KHTHNL�VY�SVZZ�VM��VY�WVZZPISL�KPZJSVZ\YL��
KHTHNL�VY�SVZZ�VM�Z\JO�PUMVYTH[PVU��[OL�UL[^VYR�
VWLYH[VY�ZOHSS�[HRL� PTTLKPH[L�YLTLKPLZ��UV[PM`�
[OL�\ZLYZ�PU�HJJVYKHUJL�^P[O�[OL�YLSL]HU[�WYV�
]PZPVUZ��HUK�YLWVY[�[V�[OL�JVTWL[LU[�H\[OVYP[ �̀

SpeciÄcally,�with�reference�to�the�Cybersecurity�
3H^�HUK� P[Z� Z\WWVY[PUN�TLHZ\YLZ�� PUMVYTH[PVU�
security�requirements�focus�on�four�main�areas�
–�de-identiÄcation,� safe� transmission,� deletion�
HUK�JVU[PUNLUJ`�WSHU��56Z�ZOHSS�LZ[HISPZO�HUK�
PTWYV]L�PU�PU[LYUHS�Z`Z[LT�MVY�\ZLY�PUMVYTH[PVU�
WYV[LJ[PVU��0U[LYUHS�KLWHY[TLU[�VY�WLYZVUULS� PU�
JOHYNL�VM�[OL�J`ILYZLJ\YP[`�T\Z[�RLLW�HU`�HUK�
HSS� 70�� WYP]HJ �̀� HUK� I\ZPULZZ� ZLJYL[Z� VI[HPULK�
K\YPUN�[OLPY�WLYMVYTHUJL�VM�K\[PLZ�PU�Z[YPJ[�JVU�
Ädence.�

De-identiðcation
PI� should� be� immediately� de-identiÄed� after�
ILPUN�JVSSLJ[LK�I`�70*Z��HUK�[LJOUPJHS�HUK�THU�
HNLYPHS�TLHZ\YLZ�ZOV\SK�IL�[HRLU�[V�ZLWHYH[LS`�
store�the�de-identiÄed�data�and�information�that�
can�be�used�to�restore�the�identiÄcation,�and�it�
ZOV\SK�IL�LUZ\YLK�[OH[�UV�WHY[PJ\SHY�PUKP]PK\HS�
will�be�identiÄed�during�subsequent�processing�
VM�Z\JO�KH[H�

6DIH�7UDQVPLVVLRQ
According�to�PI�SpeciÄcations,�in�principle,�PI�is�
UV[�HSSV^LK�[V�IL�ZOHYLK�VY�[YHUZMLYYLK��0M�ZOHY�
PUN�VY� [YHUZMLY�I`� [OL�70*Z� PZ� ULJLZZHY �̀�70*Z�
ZOHSS�WLYMVYT�H�70�ZLJ\YP[`�PTWHJ[�HZZLZZTLU[�
ILMVYLOHUK�� VI[HPU� 70� Z\IQLJ[Z»� JVUZLU[� HM[LY�
proper� notiÄcation,� and� accurately� record� the�
ZOHYPUN� VY� [YHUZMLYYPUN� VM� 70�� 7HY[PJ\SHYS �̀� :70�
ZOHSS�IL�[YHUZMLYYLK�HUK�Z[VYLK�\ZPUN�LUJY`W[PVU�
HUK�V[OLY�ZLJ\YP[`�TLHZ\YLZ�
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(Z� [V� [OL� PZZ\L� VM� JYVZZ�IVYKLY� KH[H� [YHUZMLY��
WSLHZL�YLMLY�[V�����3H^Z��¸*YVZZ�IVYKLY�;YHUZ�
MLYZ¹��MVY�KL[HPSZ�

Deletion
If�a�PI�subject�Änds�that�collection�and�use�of�his�
VY�OLY�70�I`�56�]PVSH[LZ�[OL�SH^Z��HKTPUPZ[YH[P]L�
YLN\SH[PVUZ� VY� [OL�HNYLLTLU[�I`�HUK�IL[^LLU�
Z\JO�56�HUK� [OL�70�Z\IQLJ[�� [OL�70� Z\IQLJ[� PZ�
entitled�to�require�NO�to�delete�his�or�her�PI.�In�
JHZL�VM�[OL�70�Z\IQLJ[»Z�KPZJV]LY`�VM�HU�LYYVY��70�
subject� is�entitled� to� require�NO� to�make�cor�
YLJ[PVUZ�HUK� ZOHSS� [HRL�TLHZ\YLZ� [V� KLSL[L� VY�
JVYYLJ[��

>OH[»Z� TVYL�� PU� VYKLY� [V� TLL[� [OL� ULJLZZP[`�
requirement�under�Cybersecurity�Law�and�Civil�
*VKL��[OL�YL[LU[PVU�WLYPVK�VM�70�ZOHSS�IL�[OL�TPUP�
T\T�ULJLZZHY`�[V�YLHSPZL�[OL�W\YWVZL��>OLU�[OL�
HNYLLK�\WVU� YL[LU[PVU�WLYPVK�L_WPYLZ��70� ZOHSS�
IL�KLSL[LK�VY�HUVU`TPZLK�HZ�ZVVU�HZ�WVZZPISL��

Emergency�Response�Plan
7SLHZL�YLMLY�[V�����3LNHS�9LX\PYLTLU[Z��º0UJP�
KLU[�9LZWVUZL�7SHUZ»��MVY�KL[HPSZ�

���� 4H[LYPHS�)\ZPULZZ�+H[H�HUK�4H[LYPHS�
5VU�W\ISPJ�0UMVYTH[PVU
0U�NLULYHS��56»Z�PU[LYUHS�KLWHY[TLU[�VY�WLYZVU�
ULS� PU� JOHYNL� VM� [OL� J`ILYZLJ\YP[`� T\Z[� RLLW�
HSS�I\ZPULZZ�ZLJYL[Z� VI[HPULK�K\YPUN� [OLPY�WLY�
formance� of� duties� in� strict� conÄdence.� Data�
WYV[LJ[LK�I`�*OPUH»Z�J`ILYZLJ\YP[`�YLNPTL�JHU�
NLULYHSS`�IL�KP]PKLK�PU[V�JH[LNVYPLZ�VM�70��PTWVY�
[HU[�KH[H��[YHKL�ZLJYL[Z��JVTTLYJPHS�LUJY`W[PVU��
HUK�V[OLYZ��

Enterprises�are�advised�to�Ärst�identify�whether�
P[Z� TH[LYPHS� I\ZPULZZ� KH[H� HUK� TH[LYPHS� UVU�
public� information�would� fall� under� the�deÄni�
[PVU�VM�70�VY�PTWVY[HU[�KH[H��0M�IV[O�JH[LNVYPLZ�
KV�UV[�HWWS �̀�Z\JO�KH[H�TH �̀� PM�HWWSPJHISL�� MHSS�
under�the�scope�of�trade�secrets,�the�identiÄca�

[PVU�HUK�WYV[LJ[PVU�VM�^OPJO�HYL�ZL[�MVY[O�I`�[OL�
(U[P�<UMHPY�*VTWL[P[PVU�3H^�VM�[OL�79*��

For� security� requirements�of�business�data�or�
non-public� information� identiÄed� as�PI,�please�
YLMLY�[V�����7LYZVUHS�+H[H�

0M� TH[LYPHS� I\ZPULZZ� KH[H� PZ� YLJVNUPZLK� HZ�
PTWVY[HU[�KH[H��HJJVYKPUN�[V�[OL�*`ILYZLJ\YP[`�
Law,�NOs�are� required� to� take�measures�such�
HZ�IHJR�\W�HUK�LUJY`W[PVU�VM� PTWVY[HU[�KH[H��
)LZPKLZ�� [OL� +H[H� :LJ\YP[`� 3H^�HSZV� WYV]PKLZ�
[OL�WYV[LJ[PVU�Z`Z[LT�MVY�PTWVY[HU[�KH[H��(Y[PJSL�
���Z[H[LZ�[OH[�LHJO�YLNPVU�HUK�KLWHY[TLU[�ZOHSS�
formulate� the� speciÄc� catalogue� of� important�
KH[H�MVY�[OL�YLNPVU��KLWHY[TLU[��YLSH[LK�PUK\Z[Y`�
HUK�ZLJ[VY��HUK�MVJ\Z�VU�[OL�WYV[LJ[PVU�VM�KH[H�
SPZ[LK��(Y[PJSL��������M\Y[OLY�THUKH[LZ�PTWVY[HU[�
KH[H�WYVJLZZVYZ�[V�HWWVPU[�[OL�WLYZVU�HUK�ZL[�
\W� THUHNLTLU[� PUZ[P[\[PVU� PU� JOHYNL� VM� KH[H�
security.�Article�30�requires�that�such�processor�
[V�JHYY`�V\[�YPZR�HZZLZZTLU[�VU�KH[H�WYVJLZZPUN�
HJ[P]P[PLZ�VU�H�YLN\SHY�IHZPZ��HUK�Z\ITP[�[OL�YPZR�
HZZLZZTLU[� YLWVY[� [V� [OL� YLSL]HU[� JVTWL[LU[�
KLWHY[TLU[��

Various�requirements�are�imposed�by�the�Cryp�
[VNYHWO`� 3H^� ^OLU� LU[LYWYPZLZ� HKVW[� JVT�
TLYJPHS�LUJY`W[PVU�[V�WYV[LJ[�P[Z�KH[H��;OL�JVT�
TLYJPHS� LUJY`W[PVU� WYVK\J[Z�JSVZLS`� YLSH[LK� [V�
UH[PVUHS� HUK� ZVJPHS� W\ISPJ� PU[LYLZ[Z� ZOHSS� IL�
certiÄed�by�qualiÄed�inspection�agencies�before�
THYRL[PZH[PVU�� *006Z� HKVW[PUN� JVTTLYJPHS�
LUJY`W[PVU�ZOHSS�JVUK\J[�ZLJ\YP[`�HZZLZZTLU[Z�
by�themselves�or�qualiÄed�inspection�agencies.�
>OLU�*006Z»�WYVJ\YLTLU[�VM�UL[^VYR�WYVK\J[Z�
VY� ZLY]PJLZ� HKVW[PUN� JVTTLYJPHS� LUJY`W[PVU�
may�aɈect�national�security,�security� review�of�
[OL�WYVJ\YLTLU[�ZOHSS�IL�JVUK\J[LK�I`�YLSL]HU[�
Z[H[L�H\[OVYP[PLZ�

LAw  AND  PRACTICe  �*/05(
              &RQWULEXWHG  E\��:\ZHU�5PUN and�/HU�>\��.LQJ�	�:RRG�0DOOHVRQV



17

�
� �

���� *YP[PJHS�0UMYHZ[Y\J[\YL��5L[^VYRZ��
:`Z[LTZ
Under�the�MLPS,�in�principle�NOs�are�required�
[V!�

•�MVYT\SH[L�PU[LYUHS�ZLJ\YP[`�THUHNLTLU[�Z`Z�
[LTZ�HUK�VWLYH[PVU�PUZ[Y\J[PVUZ�[V�KL[LYTPUL�
[OL�WLYZVU�PU�JOHYNL�VM�J`ILYZLJ\YP[`�HUK�
deÄne�accountabilities�for�cybersecurity;

•�[HRL�[LJOUPJHS�TLHZ\YLZ�[V�WYL]LU[�JVTW\[LY�
]PY\Z��UL[^VYR�H[[HJRZ��UL[^VYR�PU[Y\ZPVUZ�HUK�
V[OLY�HJ[P]P[PLZ�[OH[�LUKHUNLY�J`ILYZLJ\YP[`"

•�TVUP[VY�HUK�YLJVYK�UL[^VYR�VWLYH[PVU�HUK�
J`ILYZLJ\YP[`�L]LU[Z��HUK�THPU[HPU�J`ILY�
YLSH[LK�SVNZ�MVY�UV�SLZZ�[OHU�ZP_�TVU[OZ�HZ�
required;�and

•�take�measures�such�as�data�classiÄcation,�
IHJR�\W�HUK�LUJY`W[PVU�VM�PTWVY[HU[�KH[H��
L[J�

437:� WYV[LJ[Z� NLULYPJ� PUMVYTH[PVU� UL[^VYRZ��
0*:�� JSV\K� JVTW\[PUN� WSH[MVYTZ�� PU[LYUL[� VM�
[OPUNZ��0V;���IPN�KH[H�WSH[MVYTZ��TVIPSL�JVTT\�
UPJH[PVU�Z`Z[LTZ��HUK�V[OLYZ�UL[^VYR�Z`Z[LTZ�
(MLPS�subjects).�NOs�have�diɈerent�Äling�and�
ZLSM�HZZLZZTLU[�VISPNH[PVUZ�MVY�[OLPY�437:�Z\I�
jects�at�each�of�the�Äve�protection�levels�–�the�
higher�level�the�classiÄcation�is,�the�higher�com�
WSPHUJL�VISPNH[PVUZ�[OL�56Z�OH]L��

In�addition�to�the�above�requirements�applica�
ble� to�all�NOs,�CIIOs�are� in�principle�identiÄed�
HZ�SL]LS���VY�HIV]L��HUK�OH]L�HKKP[PVUHS�NLULYHS�
VISPNH[PVUZ�[V!�

•�LZ[HISPZO�H�KLKPJH[LK�ZLJ\YP[`�THUHNLTLU[�
department,�appoint�a�cybersecurity�oɉcer,�
HUK�JHYY`�V\[�ZLJ\YP[`�PUZWLJ[PVU�VM�Z\JO�
cybersecurity�oɉcer�and�people�in�key�posi�
[PVUZ"�

•�WYV]PKL�WLYPVKPJ�J`ILYZLJ\YP[`�LK\JH[PVU��
[LJOUPJHS�[YHPUPUN�HUK�HZZLZZTLU[Z�MVY�P[Z�
LTWSV`LLZ"

•�THPU[HPU�IHJR�\W�MVY�PTWVY[HU[�Z`Z[LTZ�HUK�
KH[HIHZLZ�PU�HU[PJPWH[PVU�VM�JH[HZ[YVWOLZ"�
HUK

•�MVYT\SH[L�LTLYNLUJ`�YLZWVUZL�WSHUZ�MVY�
J`ILYZLJ\YP[`�IYLHJO�PUJPKLU[Z�HUK�JVUK\J[�
WLYPVKPJ�KYPSSZ�

0U�[OL�ZJLUHYPV�VM�JYVZZ�IVYKLY�KH[H�[YHUZMLY�I`�
*006Z��WSLHZL�YLMLY�[V�����3H^Z� �º*YVZZ�IVYKLY�
;YHUZMLYZ»��MVY�KL[HPSZ��

0U� HKKP[PVU�� [OL� +YHM[� *00� 9LN\SH[PVUZ� M\Y[OLY�
specify� the� requirements� on� the� security� pro�
[LJ[PVU�VM�*00��LUJVTWHZZPUN�[OL�LZ[HISPZOTLU[�
VM� *00Z�� YLZWVUZL� [V� ZLJ\YP[`� PUJPKLU[Z�� KHPS`�
VWLYH[PVU� HUK� ZLJ\YP[`� THPU[LUHUJL�� ZLJ\YP[`�
TVUP[VYPUN�HUK�PUZWLJ[PVUZ��SVJHS�KH[H�Z[VYHNL��
ZLJ\YP[`�HZZLZZTLU[�VM�JYVZZ�IVYKLY�KH[H�[YHUZ�
MLYZ��ZLJ\YP[`�VM�UL[^VYR�WYVK\J[Z�HUK�ZLY]PJLZ�
WYVJ\YLTLU[��HUK�V[OLYZ��

-VSSV^PUN� [OL� PZZ\HUJL� VM� [OL� 7YHJ[PJHS� .\PKL�
[V�[OL�4\S[P�SL]LS�7YV[LJ[PVU�:JOLTL�HUK�*YP[P�
JHS� 0UMVYTH[PVU� 0UMYHZ[Y\J[\YL� :LJ\YP[`� 7YV[LJ�
[PVU�:`Z[LT��7YHJ[PJHS�.\PKL��I`�47:��[OL�IHZPJ�
MYHTL^VYR�VM�*00�WYV[LJ[PVU�^PSS�IL�NYHK\HSS`�ZL[�
I`�ZLYPLZ�VM�Z\WWVY[PUN�Z[HUKHYKZ��PUJS\KPUN�[OL�
identiÄcation,�security,�monitoring�and�warning,�
[LZ[PUN�HUK�L]HS\H[PVU�HUK�PUJPKLU[�OHUKSPUN�VM�
*00�� HUK� PTWVY[HU[� PUK\Z[YPLZ� HUK� ZLJ[VYZ� ^PSS�
ZPT\S[HULV\ZS`� THRL� WYLSPTPUHY`� WYVNYLZZ� PU�
establishing� the� CII� identiÄcation� mechanism�
IHZLK�VU�JOHYHJ[LYPZ[PJZ�VM�LHJO�ZLJ[VY��6]LYHSS��
the�regulatory�eɈorts�focus�on�the�CIIOs’�obliga�
[PVU�VM�T\S[P�SL]LS�HZZLZZTLU[�HUK�*00�WYV[LJ[PVU�

���� +LUPHS�VM�:LY]PJL�([[HJRZ
Apart� from� the� general� security� requirements�
MVY�56Z�\UKLY�[OL�*`ILYZLJ\YP[`�3H^�KLZJYPILK�
PU�����*YP[PJHS�0UMYHZ[Y\J[\YL��5L[^VYRZ��:`
[LTZ��[OL�+YHM[�437:�9LN\SH[PVUZ�JVU[LTWSH[L�
general�MLPS�monitoring�requirements�related�
[V�WYL]LU[PUN�KLUPHS�VM�ZLY]PJL�H[[HJRZ��7HY[PJ\�
SHYS �̀�^OPSL�56Z�ZOHSS�TVUP[VY� HUK� YLJVYK� [OLPY�
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UL[^VYR�ZLJ\YP[`�Z[H[\Z��VWLYH[VYZ�VM�437:�Z\I�
QLJ[Z�H[�SL]LS���VY�HIV]L�ZOHSS�PU�HKKP[PVU�HKVW[�
M\Y[OLY�WYLJH\[PVUHY`�HUK�TVUP[VYPUN�TLHZ\YLZ�
and�timely�Äle�the�results�with�local�public�secu�
YP[`�I\YLH\Z��

With� regard� to� the� technical� speciÄcations� of�
WYL]LU[PUN�KLUPHS�VM�ZLY]PJL�H[[HJRZ��[OL�437:�
Baseline�Standards�prescribe�respective�require�
TLU[Z�MVY�437:�Z\IQLJ[Z�H[�LHJO�SL]LS�YLNHYKPUN�
[OL�ZLJ\YP[`�WYV[LJ[PVU�JHWHJP[`�PU�[OL�MV\Y�RL`�
[LJOUPJHS�HZWLJ[Z!�ZLJ\YL�THUHNLTLU[�JLU[YL��
ZLJ\YL�UL[^VYR��ZHML�YLNPVUHS�IV\UKHY`�HUK�ZHML�
JHSJ\SH[PVU�LU]PYVUTLU[��

���� 0V;��:\WWS`�*OHPU��6[OLY�+H[H�VY�
:`Z[LTZ
(WHY[�MYVT�V]LYHYJOPUN�N\PKLSPULZ�PU�[OL�*`ILY�
ZLJ\YP[`�3H^� HUK� Z\WWVY[PUN� YLN\SH[VY`�KVJ\�
TLU[Z��[OLYL�HYL�SH^Z�HUK�YLN\SH[PVUZ�PU�WHY[PJ\�
SHY�PUK\Z[YPLZ�VY�ZLJ[VYZ�[OH[�HSZV�[V\JO�VU�[OL�
[VWPJ�VM�J`ILYZLJ\YP[ �̀�HZ�L_HTWSLK�ILSV �̂

•�;OL�3H^�VM�[OL�7LVWSL»Z�9LW\ISPJ�VM�*OPUH�
VU�.\HYKPUN�:[H[L�:LJYL[Z�THUKH[LZ�[OH[�
OPLYHYJOPJHS�WYV[LJ[PVU�TLHZ\YLZ�ZOHSS�IL�
HKVW[LK�MVY�[OL�JVTW\[LY�PUMVYTH[PVU�Z`Z�
[LTZ�^OPJO�HYL�\ZLK�MVY�Z[VYPUN�VY�WYVJLZZPUN�
Z[H[L�ZLJYL[Z�HUK�VYNHUZ�HUK�HNLUJPLZ�ZOHSS�
LUOHUJL�[OLPY�JVU[YVS�V]LY�[OL�ZLJYL[�PU]VS]LK�
PUMVYTH[PVU�Z`Z[LT��

•�;OL�(KTPUPZ[YH[P]L�9LN\SH[PVUZ�VU�4HWZ�
WYLZJYPILZ�[OH[�LU[P[PLZ�LUNHNPUN�PU�PU[LYUL[�
THW�ZLY]PJLZ�ZOHSS�LZ[HISPZO�[OL�THUHNLTLU[�
Z`Z[LT�HZ�^LSS�HZ�WYV[LJ[PVU�TLHZ\YLZ�MVY�[OL�
KH[H�ZLJ\YP[`�VM�PU[LYUL[�THWZ��

•�(JJVYKPUN�[V�4LHZ\YLZ�MVY�[OL�(KTPUPZ[YH�
[PVU�VM�7VW\SH[PVU�/LHS[O�0UMVYTH[PVU��MVY�;YPHS�
0TWSLTLU[H[PVU���WVW\SH[PVU�OLHS[O�PUMVYTH�
[PVU�ZOHSS�IL�Z\IQLJ[�[V�OPLYHYJOPJHS�Z[VYHNL��
,U[P[PLZ�PU�JOHYNL�ZOHSS�LZ[HISPZO�H�YLSPHISL�
^VYRPUN�TLJOHUPZT�MVY�KPZHZ[LY�IHJR�\W�VM�
WVW\SH[PVU�OLHS[O�PUMVYTH[PVU��HUK�JVUK\J[�

IHJR�\W�HUK�YLJV]LY`�PUZWLJ[PVUZ�VU�H�YLN\�
SHY�IHZPZ�

•�The�Cybersecurity�Review�Measures�requires�
*006Z�[V�JVUK\J[�J`ILYZLJ\YP[`�YL]PL^�WYPVY�[V�
[OL�W\YJOHZL�VM�UL[^VYR�WYVK\J[�HUK�ZLY]PJLZ�
that�aɈects�or�may�aɈect�national�security�
[V�LUZ\YL�[OL�Z\WWS`�JOHPU�ZLJ\YP[`�VM�JYP[P�
JHS�PUMVYTH[PVU�PUMYHZ[Y\J[\YL�HUK�ZHMLN\HYK�
UH[PVUHS�ZLJ\YP[ �̀

� � � + (;( � )9 , (*/�
9 ,76 9; 0 5. � ( 5+�
56 ; 0 - 0 * (; 06 5

5.1� DeÄnition�of�Data�Security�Incident�
VY�)YLHJO
(JJVYKPUN�[V�[OL�5H[PVUHS�*`ILYZLJ\YP[`�0UJPKLU[�
,TLYNLUJ`�9LZWVUZL�7SHU��¸J`ILYZLJ\YP[`�PUJP�
KLU[Z¹�YLMLY�[V�PUJPKLU[Z�[OH[�JH\ZL�OHYT�[V�[OL�
UL[^VYR�HUK�PUMVYTH[PVU�Z`Z[LTZ�VY�KH[H�[OLYLPU�
and�adversely�aɈect�society�due�to�human�fac�
[VYZ�� OHYK^HYL� VY� ZVM[^HYL�KLMLJ[Z� VY� MHPS\YLZ��
UH[\YHS�KPZHZ[LYZ��L[J��;OL`�JHU�IL�JH[LNVYPZLK�
HZ�OHaHYKV\Z�WYVNYHT�PUJPKLU[Z��UL[^VYR�H[[HJR�
PUJPKLU[Z�� PUMVYTH[PVU� KLZ[Y\J[PVU� PUJPKLU[Z��
information� content� security� incidents,� equip�
TLU[�HUK�MHJPSP[`�MHPS\YLZ��JH[HZ[YVWOPJ�PUJPKLU[Z��
HUK�V[OLY�PUJPKLU[Z��-\Y[OLYTVYL��J`ILYZLJ\YP[`�
PUJPKLU[Z� HYL� NYHKLK� PU[V� MV\Y� SL]LSZ�� UHTLS`!�
ZL]LYLS`� TH[LYPHS�� TH[LYPHS�� YLSH[P]LS`� TH[LYPHS��
HUK�NLULYHS�J`ILYZLJ\YP[`�PUJPKLU[Z�

���� +H[H�,SLTLU[Z�*V]LYLK
-VY� [OL� W\YWVZL� VM� KH[H� ZLJ\YP[`� PUJPKLU[� VY�
IYLHJO� YLN\SH[PVUZ�� NLULYHSS`� HSS� [`WLZ� VM�KH[H�
TH`� IL� JV]LYLK�� 0U� HKKP[PVU� [V� NLULYHS� [`WLZ�
VM�WYV[LJ[LK�KH[H�¶�UHTLS �̀�70��PTWVY[HU[�KH[H��
[YHKL�ZLJYL[Z�HUK�KH[H�JVU[LTWSH[LK�\UKLY�[OL�
5H[PVUHS� *`ILYZLJ\YP[`� 0UJPKLU[� ,TLYNLUJ`�
9LZWVUZL�7SHU�¶�V[OLY�KH[H� [OH[�TH`�IL�JV]�
LYLK�PUJS\KL�Z[H[L�ZLJYL[�PUMVYTH[PVU��PTWVY[HU[�
ZLUZP[P]L�PUMVYTH[PVU��JYP[PJHS�KH[H�VY�V[OLY�KH[H�
^OVZL�SVZZ�̂ V\SK�WVZL�JLY[HPU�[OYLH[Z�[V�VY�OH]L�
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JLY[HPU�PTWHJ[Z�VU�UH[PVUHS�ZLJ\YP[ �̀�ZVJPHS�VYKLY��
LJVUVTPJ�JVUZ[Y\J[PVU��HUK�W\ISPJ�PU[LYLZ[Z�

���� :`Z[LTZ�*V]LYLK
;OL�SLNHS�JVUZ[Y\J[�VM�KH[H�ZLJ\YP[`�PUJPKLU[�VY�
IYLHJO�JV]LYZ!�

•�Z`Z[LTZ�PU]VS]PUN�PTWVY[HU[�UL[^VYR�HUK�
PUMVYTH[PVU�Z`Z[LTZ�[OH[�\UKLY[HRL�I\ZPULZZ�
JSVZLS`�YLSH[LK�[V�UH[PVUHS�ZLJ\YP[ �̀�ZVJPHS�
VYKLY��LJVUVTPJ�KL]LSVWTLU[�HUK�W\ISPJ�
PU[LYLZ["�HUK�

•�UL[^VYR�HUK�PUMVYTH[PVU�Z`Z[LTZ�[OH[�^V\SK�
WVZL�[OYLH[Z�[V�VY�PUJ\Y�PTWHJ[Z�VU�UH[PVUHS�
ZLJ\YP[ �̀�ZVJPHS�VYKLY��LJVUVTPJ�JVUZ[Y\J[PVU��
HUK�W\ISPJ�PU[LYLZ[Z�\WVU�ILPUN�KHTHNLK�

���� :LJ\YP[`�9LX\PYLTLU[Z�MVY�4LKPJHS�
+L]PJLZ
;OL�.\PKLSPULZ�MVY�;LJOUPJHS�9L]PL^�VM�4LKPJHS�
+L]PJL�5L[^VYR�:LJ\YP[`�9LNPZ[YH[PVU�HY[PJ\SH[L�
general�security�requirements�for�the�applicants�
MVY�TLKPJHS�KL]PJL�UL[^VYR�YLNPZ[YH[PVU��Z\JO�HZ!�

•�WH`PUN�JVU[PU\V\Z�H[[LU[PVU�[V�J`ILYZLJ\YP[`�
PZZ\LZ�K\YPUN�[OL�^OVSL�SPML�J`JSL�VM�TLKPJHS�
KL]PJL�WYVK\J[PVU"�

•�WLYMLJ[PUN�[OL�\ZLY�HJJLZZ�JVU[YVS�TLJOH�
UPZT"�HUK�

•�UV[PM`PUN�\ZLYZ�VM�YLSL]HU[�J`ILYZLJ\YP[`�PUMVY�
TH[PVU�PU�H�[PTLS`�THUULY�

���� :LJ\YP[`�9LX\PYLTLU[Z�MVY�0UK\Z[YPHS�
*VU[YVS�:`Z[LTZ��HUK�:*(+(�
The�fundamental�security�requirements�for�ICS�
�PUJS\KPUN� :*(+(�� JHU� IL� MV\UK� PU� [OL� 0*:�
Guidelines�which�list�11�protection�requirements,�
JV]LYPUN!�

•�ZLJ\YP[`�ZVM[^HYL�ZLSLJ[PVU�HUK�THUHNLTLU["�
•�conÄguration�and�patch�management;�
•�IV\UKHY`�ZLJ\YP[`"�
•�WO`ZPJHS�HUK�LU]PYVUTLU[HS�ZLJ\YP[`"�
•�PKLU[P[`�H\[OLU[PJH[PVU"�

•�YLTV[L�HJJLZZ�ZLJ\YP[`"�
•�ZLJ\YP[`�TVUP[VYPUN�HUK�LTLYNLUJ`�KYPSSZ"�
•�HZZL[�ZLJ\YP[`"�
•�KH[H�ZLJ\YP[`"�
•�Z\WWS`�JOHPU�THUHNLTLU["�HUK�
•�YLZWVUZPIPSP[`�PTWSLTLU[H[PVU��

0U�HKKP[PVU��[OL�437:�)HZLSPUL�:[HUKHYKZ�WYV�
vide�security�requirements�speciÄcally�for� ICS,�
such�as�outdoor�control�equipment�protection,�
UL[^VYR�Z[Y\J[\YL�ZLJ\YP[ �̀� KPHS�\W�\ZHNL�JVU�
trol,�wireless�use�control�and�control�equipment�
ZLJ\YP[ �̀�

���� :LJ\YP[`�9LX\PYLTLU[Z�MVY�0V;
437:� )HZLSPUL� :[HUKHYKZ� WYV]PKL� ZLJ\YP[`�
extension�requirements�for�IoT�such�as�the�phys�
PJHS�WYV[LJ[PVU�VM�ZLUZVY�UVKLZ��KL]PJL�ZLJ\YP[`�
VM� ZLUZVY� UVKLZ�� KL]PJL� ZLJ\YP[`� VM� NH[L^H`�
UVKLZ��THUHNLTLU[�VM�ZLUZVY�UVKLZ�HUK�KH[H�
M\ZPVU�WYVJLZZPUN��6[OLY�UH[PVUHS�Z[HUKHYKZ�HSZV�
ZLY]L�HZ�YLMLYLUJL�[V�0V;�ZLJ\YP[ �̀�Z\JO�HZ�[OL�
security� technical� requirements� for�data� trans�
TPZZPVU��

;OL� .\PKLSPULZ� MVY� [OL� *VUZ[Y\J[PVU� VM� )HZPJ�
:LJ\YP[`�:[HUKHYK�:`Z[LT�VM�0U[LYUL[�VM�;OPUNZ�
�+YHM[� MVY� *VTTLU[�� �.\PKLSPULZ� MVY�*VUZ[Y\J�
[PVU�� W\[Z� MVY^HYK� [OL� MYHTL^VYR� VM� [OL� IHZPJ�
security� standards,� key� standardisation� Äelds�
HUK� KPYLJ[PVUZ� VM� [OL� IHZPJ� ZLJ\YP[`� VM� 0V;��
including�overall�security�requirements,�terminal�
ZLJ\YP[ �̀�NH[L^H`�ZLJ\YP[ �̀�WSH[MVYT�ZLJ\YP[`�HUK�
ZLJ\YP[`�THUHNLTLU[�

���� 9LWVY[PUN�;YPNNLYZ
Government�Authorities
<UKLY� [OL�*`ILYZLJ\YP[`�3H �̂�JVUJLYULK�56Z�
ZOHSS�YLWVY[�PUJPKLU[Z�[OH[�[OYLH[LUZ�J`ILYZLJ\�
YP[`�[V�[OL�JVTWL[LU[�H\[OVYP[ �̀�;OLYL\UKLY��MVY�
PUZ[HUJL!�

•�HJJVYKPUN�[V�9LN\SH[PVUZ�VM�[OL�79*�VU�[OL�
:LJ\YP[`�7YV[LJ[PVU�VM�*VTW\[LY�0UMVYTH[PVU�
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:`Z[LT��\ZLYZ�VM�H�JVTW\[LY�PUMVYTH[PVU�Z`Z�
[LT�ZOHSS�YLWVY[�HU`�JHZL�HYPZPUN�MYVT�Z\JO�
Z`Z[LT�[V�[OL�SVJHS�W\ISPJ�ZLJ\YP[`�I\YLH\�H[�
JV\U[`�SL]LS�VY�HIV]L�^P[OPU����OV\YZ"

•�[OL�;LSLJVTT\UPJH[PVUZ�9LN\SH[PVUZ�VM�[OL�
79*�WYLZJYPIL�[OH[�[LSLJVT�VWLYH[VYZ�ZOHSS�
YLWVY[�[V�[OL�YLSL]HU[�UH[PVUHS�H\[OVYP[PLZ�
\WVU�KPZJV]LY`�VM�PSSLNHS�[YHUZTPZZPVU�VM�
PUMVYTH[PVU�JVU[LU[Z�HZ�KLZJYPILK�PU�(Y[PJSL�
���PU�[OL�JV\YZL�VM�[OLPY�W\ISPJ�PUMVYTH[PVU�
ZLY]PJLZ�

(Z� MVY�*00��H\[OVYP[PLZ� PU�JOHYNL�ZOHSS�LZ[HISPZO�
[OL� J`ILYZLJ\YP[`� TVUP[VYPUN� TLJOHUPZT� HUK�
information� reporting� mechanism� for� speciÄc�
PUK\Z[YPLZ�ZLJ[VYZ� ^P[OPU� [OLPY� YLZWLJ[P]L� Q\YPZ�
KPJ[PVUZ��

0U�JHZL�VM�PUJYLHZPUN�YPZR�VM�J`ILYZLJ\YP[`�L]LU[Z��
NV]LYUTLU[Z�H[�WYV]PUJPHS�SL]LS�HUK�HIV]L�ZOHSS�
take�measures� to� require� authorities,�agencies�
HUK� WLYZVUULS� JVUJLYULK� [V� WYVTW[S`� JVSSLJ[�
HUK�YLWVY[�ULJLZZHY`�PUMVYTH[PVU�HUK�LUOHUJL�
TVUP[VYPUN�VM�J`ILYZLJ\YP[`�YPZRZ��

0U� HJJVYKHUJL� ^P[O� [OL� *`ILYZLJ\YP[`� 3H^��
*OPUH� OHZ� LZ[HISPZOLK� H� UH[PVUHS� J`ILYZLJ\YP�
[`� PUMVYTH[PVU�YLWVY[PUN�TLJOHUPZT�SLK�I`�[OL�
*(*� HUK� 47:�� ^OPSL� T\S[P�TPUPZ[YPLZ�I\YLH\Z�
¶�PUJS\KPUN�400;��5+9*��ZLJYLJ`�I\YLH\��¶�HYL�
HSZV�WHY[PJPWH[PUN��

Individuals
<UKLY�[OL�*`ILYZLJ\YP[`�3H^��PU�JHZL�VM�KPZJSV�
Z\YL�� KHTHNL� VY� SVZZ� �VY� WVZZPISL� KPZJSVZ\YL��
KHTHNL�VY�SVZZ���56Z�HYL�VISPNH[LK�[V�UV[PM`�[OL�
aɈected�users�promptly.�In�addition,�for�any�risk,�
Z\JO�HZ�ZLJ\YP[`�KLMLJ[�VY�I\N�PU�UL[^VYR�WYVK�
\J[Z� VY� ZLY]PJL�� [OL� WYVK\J[�ZLY]PJL� WYV]PKLYZ�
JVUJLYULK�ZOHSS�PUMVYT�[OL�\ZLYZ�VM�Z\JO�YPZR��0U�
addition,�according�to�PI�SpeciÄcations,�in�case�
of�PI�security�incident,�aɈected�PI�subjects�shall�
be�notiÄed�of�information�related�to�the�incident.

2WKHU�&RPSDQLHV�RU�2UJDQLVDWLRQV
+\[`�[V�YLWVY[�[V�V[OLY�JVTWHUPLZ�TH`�IL�[YPN�
NLYLK�I`�JVU[YHJ[\HS�VISPNH[PVUZ��

0UK\Z[Y`�VYNHUPZH[PVUZ�TH`�KL[LYTPUL�YLWVY[PUN�
VISPNH[PVUZ�[V�P[Z�TLTILYZ��\UKLY�(Y[PJSL�� �VM�
[OL�*`ILYZLJ\YP[`�3H^��6[OLY�PUK\Z[Y`�ZLSM�YLN\�
SH[LK�VISPNH[PVUZ�[V�YLWVY[�[V�PUMVYTH[PVU�ZOHYPUN�
VYNHUPZH[PVUZ� HZ�KLZJYPILK� PU����� 0UMVYTH[PVU�
:OHYPUN�6YNHUPZH[PVUZ�TH`�HSZV�L_PZ[�

���� ¸9PZR�VM�/HYT¹�;OYLZOVSKZ�VY�
:[HUKHYKZ
;OLYL�HYL�]HYPV\Z�[OYLZOVSKZ�HUK�Z[HUKHYKZ�VM�
notiÄcation�in�the�China’s�cybersecurity�regime.�

-VY� PUZ[HUJL�� HJJVYKPUN� [V� [OL� ,TLYNLUJ`�
9LZWVUZL� 7SHU� MVY� *`ILYZLJ\YP[`� 0UJPKLU[Z� PU�
7\ISPJ�0U[LYUL[�5L[^VYR��[OL�SV^LZ[�SL]LS�VM�UL[�
^VYR� ZLJ\YP[`� PUJPKLU[� PZ� [OL� NLULYHS� UL[^VYR�
ZLJ\YP[`�PUJPKLU[�^OPJO�ZOHSS�Z\P[�VUL�VM�[OL�MVS�
SV^PUN�JVUKP[PVUZ!�

•�H�SHYNL�U\TILY�VM�PU[LYUL[�\ZLYZ�^P[OPU�VUL�
T\UPJPWHSP[`�HYL�\UHISL�[V�HJJLZZ�[OL�PU[LYUL[�
UVYTHSS`"�

•�[OL�SLHRHNL�VM�[OL�PUMVYTH[PVU�VM�TVYL�[OHU�
��������PU[LYUL[�\ZLYZ"�HUK�

•�V[OLY�PUJPKLU[Z�[OH[�JH\ZL�VY�TH`�JH\ZL�NLU�
eral�harm�or�eɈect.�It�could�be�implied�at�least�
[OL�ZHTL�SL]LS�VM�[OYLZOVSK�VM�J`ILYZLJ\YP[`�
OHYT�PZ�HWWSPJHISL�[V�KH[H�IYLHJO�PUJPKLU[�
notiÄcation.�

In�addition�to�the�harm�to�cybersecurity,�notiÄca�
[PVU�VISPNH[PVUZ�HYL�HSZV�[YPNNLYLK�̂ OLU�WLYZVUHS�
PUMVYTH[PVU�PZ�̧ SPRLS`�[V�IL�KP]\SNLK��KHTHNLK�VY�
SVZ[¹�\UKLY�[OL�*`ILYZLJ\YP[`�3H^�
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���� * ILYZLJ\YP[`�+LMLUZP]L�4LHZ\YLZ
(JJVYKPUN�[V�[OL�4LHZ\YLZ�MVY�4VUP[VYPUN�HUK�
/HUKSPUN�;OYLH[Z�[V�[OL�*`ILY�:LJ\YP[`�VM�7\ISPJ�
0U[LYUL[��[LSLJVTT\UPJH[PVUZ�H\[OVYP[PLZ��PUJS\K�
PUN�400;�HUK�WYV]PUJPHS�JVTT\UPJH[PVU�HKTPU�
PZ[YH[PVUZ��HYL�PU�JOHYNL�VM�TVUP[VYPUN�J`ILYZL�
J\YP[`� [OYLH[Z�� ;OLYLHM[LY�� 0UMVYTH[PVU� :LJ\YP[`�
Technology� –� Basic� Requirements� and� Imple�
TLU[H[PVU�.\PKL�VM�5L[^VYR�:LJ\YP[`�4VUP[VY�
PUN� ZL[Z� V\[� [OL� MYHTL^VYR� HUK� IHZLSPULZ� MVY�
UL[^VYR�ZLJ\YP[`�TVUP[VYPUN��̂ OPJO�JVU[LTWSH[L�
[OH[� UL[^VYR� ZLJ\YP[`�TVUP[VYPUN�HYL� JVUK\J[�
LK�[OYV\NO�YLHS�[PTL�JVSSLJ[PVU�VM�UL[^VYR�HUK�
security�equipment�logs,�system�operation�data�
HUK�V[OLY�PUMVYTH[PVU�

���� 0U[LYZLJ[PVU�VM�*`ILYZLJ\YP[`�HUK�
7YP]HJ`�VY�+H[H�7YV[LJ[PVU
;OL� PU[LYZLJ[PVU� VM� J`ILYZLJ\YP[`� HUK� WYP]HJ`�
illustrates� the� conÅict� arising� from� the� inter�
[^PULK�PU[LYLZ[Z�VM�[OL�JVTT\UP[`�HUK�VM�PUKP�
]PK\HSZ�LU[P[PLZ��-VY�PUZ[HUJL��MYVT�[OL�JVTTLY�
JPHS�WYHJ[PJL�WLYZWLJ[P]L��HZ�JVTWHUPLZ�PTWVZL�
conÄdentiality� obligations� on� their� employees,�
HU�LTWSV`LL�YLWVY[PUN�[OL�]\SULYHIPSP[`�VM�OPZ�VY�
OLY�JVTWHU`»Z�UL[^VYR�Z`Z[LT�[V�H�[OPYK�WHY[`�
is� in�conÅict�with�his�or�her�conÄdentiality�obli�
NH[PVUZ��

Though�it�is�diɉcult�to�clearly�deÄne�the�bounda�
YPLZ�IL[^LLU�[OL�[^V��[OL�Z[H[L�[YPLZ�[V�IHSHUJL�
[OL�ZJHSLZ��-VY�L_HTWSL��W\ISPJ�H\[OVYP[PLZ�TH`�
VUS`�JVSSLJ[�HUK�\ZL�WLYZVUHS�PUMVYTH[PVU�\WVU�
KH[H� Z\IQLJ[Z»� H\[OVYPZLK� JVUZLU[� VY� Z[H[\�
[VY`� H\[OVYPZH[PVUZ� I`� SH^Z� VY� HKTPUPZ[YH[P]L�
YLN\SH[PVUZ�� L]LU�^OLU�J`ILYZLJ\YP[`� [OYLH[� PZ�
PU]VS]LK"�NLULYHSS`�ZWLHRPUN��̂ L�\UKLYZ[HUK�[OH[�
VUS`�JPYJ\TZ[HUJLZ�VM�JLY[HPU�JYPTPUHS�PU]LZ[PNH�
[PVUZ�VY�[OYLH[Z�[V�UH[PVUHS�ZLJ\YP[`�TH`�[YPNNLY�
Z\JO�Z[H[\[VY`�H\[OVYPZH[PVU��(KKP[PVUHSS �̀�\UKLY�

(Y[PJSL����VM�[OL�*`ILYZLJ\YP[`�3H^��H\[OVYP[PLZ�
and�their�staɈ�bearing�cybersecurity�regulatory�
authority�must�carefully�keep�strict�conÄdential�
P[`�VM�HU`�70��WYP]HJ`�PUMVYTH[PVU��HUK�I\ZPULZZ�
ZLJYL[Z�VI[HPULK�PU�[OLPY�WLYMVYTHUJL�VM�K\[PLZ��
-\Y[OLYTVYL��(Y[PJSL����VM�[OL�*`ILYZLJ\YP[`�3H^�
WYLZJYPILZ�[OH[�J`ILYZWHJL�HKTPUPZ[YH[PVUZ�HUK�
H\[OVYP[PLZ�JVUJLYULK�ZOHSS�VUS̀ �\ZL�[OL�PUMVYTH�
[PVU�HJJLZZLK�PU�WLYMVYTHUJL�VM�[OLPY�K\[PLZ�MVY�
J`ILYZLJ\YP[`�WYV[LJ[PVU�W\YWVZLZ��

� � � * @ ) ,9 ;/9, (;�
0 5 - 694(; 0 65 � :/ (9 0 5.�
(9 9(5. ,4,5; :

���� 9LX\PYLK�VY�(\[OVYPZLK�:OHYPUN�VM�
*`ILYZLJ\YP[`�0UMVYTH[PVU
7SLHZL�YLMLY� [V�����9LWVY[PUN�;YPNNLYZ� �¸.V]�
LYUTLU[�(\[OVYP[PLZ¹��MVY�KL[HPSZ�VM�[OPZ�TH[[LY��

���� =VS\U[HY`�0UMVYTH[PVU�:OHYPUN�
6WWVY[\UP[PLZ
>P[O� YLNHYK� [V�(Y[PJSL� � � VM� [OL�*`ILYZLJ\YP[`�
3H �̂�[OL�Z[H[L�Z\WWVY[Z�[OL�JV�VWLYH[PVU�HTVUN�
UL[^VYR� VWLYH[VYZ� PU� JVSSLJ[PVU�� HUHS`ZPZ� HUK�
notiÄcation� of� cybersecurity� information� and�
LTLYNLUJ`�YLZWVUZL��PU�VYKLY�[V�PTWYV]L�[OLPY�
J`ILYZLJ\YP[`� WYV[LJ[PVU� JHWHJP[PLZ�� ;OL� YLS�
L]HU[�PUK\Z[Y`�VYNHUPZH[PVUZ�ZOHSS�LZ[HISPZO�HUK�
PTWYV]L�YLZWLJ[P]L�J`ILYZLJ\YP[`�Y\SLZ�HUK�JV�
VYKPUH[PVU�TLJOHUPZTZ�� LUOHUJL�HUHS`ZPZ� HUK�
HZZLZZTLU[� VU� J`ILYZLJ\YP[`� YPZRZ�� YLN\SHYS`�
YLSLHZL�YPZR�HSLY[Z�[V�[OLPY�TLTILYZ��HUK�HZZPZ[�
[OLPY�TLTILYZ� ^P[O� JVWPUN�^P[O� J`ILYZLJ\YP[`�
YPZRZ��

0U� *OPUH�� \ZLYZ�� Z\WWSPLYZ� HUK� YLZLHYJO� PUZ[P�
[\[PVUZ�HYL�LUJV\YHNLK� [V�YLWVY[�HU`�WV[LU[PHS�
system�vulnerabilities�identiÄed�to�the�CNVD,�as�
KLZJYPILK�PU�����0UMVYTH[PVU�:OHYPUN�6YNHUP�
ZH[PVUZ��ZV�HZ�[V�NH[OLY��]LYPM`�HUK�̂ HYU�HNHPUZ[�
HU`�ZLJ\YP[`�]\SULYHIPSP[PLZ�HUK�[V�LZ[HISPZO�HU�
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eɈective�and�co-ordinated�emergency�response�
TLJOHUPZT�HTVUN�HSS�VWLYH[VYZ��
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���� 9LN\SH[VY`�,UMVYJLTLU[�VY�
3P[PNH[PVU
In� the� Äeld� of� administrative� supervision,� app�
NV]LYUHUJL�PZ�Z[PSS�[OL�TVZ[�PTWVY[HU[�^VYR�MVY�
regulatory� authorities� in� the� Äeld� of� data� pro�
[LJ[PVU� PU�������47:� SH\UJOLK�[OL�¸1PUN^HUN�
����¹�JHTWHPNU�[V�JYHJR�KV^U�HSS�RPUKZ�VM�PSSL�
NHS� HUK� JYPTPUHS� HJ[P]P[PLZ� YLSH[LK� [V� UL[^VYR��
(Z�VM�1\UL�������400;�OHZ�PZZ\LK�H�[V[HS�VM����
IH[JOLZ�VM”app�notiÄcation�on� infringement� of�
user�rights”,�whereby�Äve�batches�were�in�2021.�
The�notiÄed�apps�concern�many�Äelds,�and�the�
SPZ[LK�WYVISLTZ�MVJ\Z�VU�[OL�PSSLNHS�JVSSLJ[PVU�VM�
70�JVTW\SZVY`�HJJLZZ�[V�H\[OVYP[ �̀�L[J��

8.2� SigniÄcant�Audits,�Investigations�or�
7LUHS[PLZ
The�Agricultural�Bank�of�China�was�Äned�CNY4.2�
TPSSPVU� MVY�ZP_� PZZ\LZ� PU]VS]PUN� MHPS\YL� [V� YLWVY[�
LTLYNLUJPLZ�PU�PTWVY[HU[�PUMVYTH[PVU�Z`Z[LTZ��
PSSLNHS�L_WSPJP[�YL[LU[PVU�VM�JHYK�WYVK\J[PVU�KH[H��
PTWYVWLY�WYV[LJ[PVU�VM�WYVK\J[PVU�UL[^VYR�HUK�
IYHUJO�^PYLSLZZ� PU[LYJVUULJ[PVU� UL[^VYR�� UL[�
^VYR� PUMVYTH[PVU�Z`Z[LT�]\SULYHIPSP[PLZ�� YPZR�VM�
KH[H�SLHRHNL�K\L�[V�ZSVWW`�KH[H�ZLJ\YP[`�THU�
HNLTLU[�� HUK� SLHRHNL�VM�ZLUZP[P]L� PUMVYTH[PVU�
MYVT�PU[LYUL[�WVY[HSZ�VU�� �1HU\HY`������

���� (WWSPJHISL�3LNHS�:[HUKHYKZ
7SLHZL�YLMLY�[V�����(KTPUPZ[YH[PVU�HUK�,UMVYJL�
TLU[�7YVJLZZ�HUK�����4\S[PSH[LYHS�HUK�:\IUH�
[PVUHS�0ZZ\LZ��

8.4� SigniÄcant�Private�Litigation
One�customer�of�Hangzhou�Safari�Park�Äled�a�
SH^Z\P[�HNHPUZ[�[OL�7HYR�MVY�P[Z�]PVSH[PVU�VM�ZLY�
]PJL� JVU[YHJ[�� VUL� JH\ZL� VM� HJ[PVU� ILPUN� [OL�
7HYR»Z�\UULJLZZHY`�JVSSLJ[PVU�VM� MHJPHS� MLH[\YL�
PUMVYTH[PVU��6U����5V]LTILY������� [OL�JV\Y[�
Y\SLK�[OH[� [OL�7HYR�ZOHSS�JVTWLUZH[L�[OL�J\Z�
[VTLY�MVY�[OL�SVZZ�VM�JVU[YHJ[�PU[LYLZ[Z�HUK�[YHUZ�
WVY[H[PVU�L_WLUZLZ�HUK�KLSL[L�[OL�MHJPHS�MLH[\YL�
PUMVYTH[PVU��PUJS\KPUN�WOV[VZ�Z\ITP[[LK�I`�[OL�
consumer�when�handling�the�Ängerprint�annual�
JHYK�

���� *SHZZ�(J[PVUZ
(Z� VM� [VKH �̀� ^L� HYL� UV[� H^HYL� VM� HU`� JSHZZ�
HJ[PVUZ�YLSH[LK�[V�J`ILYZLJ\YP[`�PUJPKLU[Z�VY�KH[H�
IYLHJO�PU�*OPUH�

 � � + < , � + 0 3 0 ., 5*,

 ��� 7YVJLZZLZ�HUK�0ZZ\LZ
;OL�WYVJLZZ�VM�KPSPNLUJL�PU�JVYWVYH[L�[YHUZHJ�
[PVUZ�THPUS`�JVUJLYUZ� [OL�ZLJ\YP[`�HZWLJ[�HUK�
[OL�HZZL[�HZWLJ[�VM�KH[H��

For�the�security�aspect,�MLPS�classiÄcation�and�
L]HS\H[PVU�VM�JVTWHU`»Z�PUMVYTH[PVU�Z`Z[LT�HYL�
the�Ärst�steps�of�due�diligence.�Comprehensive�
HZZLZZTLU[Z�VM�J`ILYZLJ\YP[`�IHZLK�VU�437:�
classiÄcation�will�then�be�conducted�to�perform�
NHW� HUHS`ZPZ� VM� ]HYPV\Z� ZLJ\YP[`�YLSH[LK� TH[�
[LYZ��PUJS\KPUN�LTLYNLUJ`�YLZWVUZL��70�WYV[LJ�
[PVU��JYVZZ�IVYKLY�KH[H�[YHUZMLY�ZLJ\YP[`�HUK�*00�
WYV[LJ[PVU��

(Z�MVY�[OL�HZZL[�HZWLJ[��K\L�KPSPNLUJL�^PSS�MVJ\Z�
on� conÄrming� the� legitimacy� of� the� corporate�
KH[H�HUK�PKLU[PM`PUN�[OL�SLNHS�IV\UKHY`�VM�JVYWV�
YH[L�KH[H�HZZL[Z��(Z�ZLJ\YP[`�HUK�JVTWSPHUJL�VM�
KH[H�HYL�[OL�WYLTPZLZ�VM�KH[H�HZZL[Z��[HRPUN�KH[H�
THWWPUN�HZ�YLMLYLUJL��HZZLZZTLU[�YLWVY[Z�^PSS�
IL� PZZ\LK� [V� YL]PL^� [OL�JVYWVYH[L� JVTWSPHUJL�
VM� KH[H� YLNHYKPUN� ]HYPV\Z�TH[[LYZ�� Z\JO� HZ� 70�

LAw  AND  PRACTICe   
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WYVJLZZPUN�� PU[LYUHS�JVYWVYH[L�Z`Z[LTZ�YLSH[LK�
[V�J`ILYZLJ\YP[`�HUK�KH[H�JVTWSPHUJL��PUMVYTH�
[PVU�JVU[LU[�HKTPUPZ[YH[PVU��HUK�V[OLYZ��0KLU[PM`�
PUN�[OL�IV\UKHY`�VM�[OL�JVTWHU`»Z�KH[H�HUK�[OL�
JSHPTZ�[OL�JVTWHU`�OHZ�V]LY�[OLT�^PSS�IL�[OL�
next�step�to�conÄrm�the�company’s�proprietary�
YPNO[Z�VU�[OL�JVYWVYH[L�KH[H��

 ��� 7\ISPJ�+PZJSVZ\YL
;OL�5H[PVUHS� .LULYHS� 9LZWVUZL� 7SHUZ� MVY� [OL�
7\ISPJ�,TLYNLUJ`�0UJPKLU[Z�ZL[�MVY[O�SVJHS�NV]�
LYUTLU[�H\[OVYP[PLZ»�VISPNH[PVUZ�[V�YLWVY[�W\ISPJ�
LTLYNLUJ`�PUJPKLU[Z�[V�OPNOLY�SL]LS�H\[OVYP[PLZ��
*`ILYZLJ\YP[`�YPZRZ�[OH[�JVUZ[P[\[L�W\ISPJ�LTLY�
NLUJ`�PUJPKLU[�TH`�IL�KPZJSVZLK�HUK�YLWVY[LK�[V�
]HYPV\Z�SL]LS�VM�H\[OVYP[PLZ�MVY�LTLYNLUJ`�HSLY[Z�
HUK�YLZWVUZLZ��;OL�,TLYNLUJ`�9LZWVUZL�3H^�
of� the�PRC� also� requires� that� all� entities� shall�
[PTLS`�YLWVY[�[OLPY�WV[LU[PHS�LTLYNLUJ`�PUJPKLU[Z�
[V�SVJHS�H\[OVYP[PLZ�PU�HJJVYKHUJL�^P[O�HWWSPJH�
ble� laws�and�regulations.� In� Änancial�area,� the�
4LHZ\YLZ�MVY�[OL�(KTPUPZ[YH[PVU�VM�0UP[PHS�7\ISPJ�
OɈering�and�Listing�of�Stocks�and�other�similar�
IPO� administration� measures� require� that� any�
PUMVYTH[PVU�[OH[�TH`�OH]L�HU`�THQVY�PTWHJ[�VU�
[OL�PU]LZ[VYZ»�KLJPZPVUZ�VU�PU]LZ[TLU[�ZOHSS�IL�
KPZJSVZLK�PU�076�WYVZWLJ[\ZLZ��

/V^L]LY��LU[P[PLZ�ZOV\SK�UV[L�[OH[�[OL�KPZJSVZ\YL�
VM�J`ILYZLJ\YP[`�PUMVYTH[PVU�TH`�IL�Z\IQLJ[�[V�
JLY[HPU�SPTP[H[PVUZ�\UKLY�YLJLU[�KYHM[�TLHZ\YLZ�
I`� [OL� *(*�� HZ� KLZJYPILK� PU� ���0UMVYTH[PVU�
:OHYPUN�6YNHUPZH[PVUZ�

� � � � 6 ;/ ,9�
* @ ), 9:,*<9 0 ; @ � 0 : :<, :

����� -\Y[OLY�*VUZPKLYH[PVUZ�9LNHYKPUN�
*`ILYZLJ\YP[`�9LN\SH[PVU
*VUZPKLYPUN� [OL� L_[YH[LYYP[VYPHS� Q\YPZKPJ[PVU� VM�
79*�J`ILYZLJ\YP[`�YLN\SH[PVUZ��¸KVTLZ[PJ�VWLY�
H[PVU¹�HSZV�LU[HPSZ�HU�LU[LYWYPZL»Z�HJ[Z�[OH[�HYL�
PU[LUKLK�[V�WYV]PKL�NVVKZ�VY�ZLY]PJLZ�[V� PUKP�
]PK\HSZ�^P[OPU�79*�

*/05(  LAW AND PRACTICE
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2PUN��>VVK�4HSSLZVUZ�PZ�HU�PU[LYUH[PVUHS�SH^�
Ärm�headquartered�in�Asia�with�a�global�network�
of�27�international�oɉces.�KWM’s�cybersecurity�
team� is�one�of� the�Ärst� legal� service� teams� to�
WYV]PKL� WYVMLZZPVUHS� ZLY]PJLZ� JVUJLYUPUN� J`�
ILYZLJ\YP[`� HUK� KH[H� JVTWSPHUJL� PU� *OPUH"� P[�
JVUZPZ[Z� VM� TVYL� [OHU� [LU� SH^`LYZ� ^P[O� ZVSPK�
PU[LYKPZJPWSPUHY`� IHJRNYV\UKZ�� THPUS`� SVJH[LK�
PU�)LPQPUN��^OPSL� M\Y[OLY� ZWLJPHSPZTZ� HYL� MV\UK�
^P[OPU�2>4»Z�NSVIHS�UL[^VYR��;OL�[LHT�OHZ�L_�
WLY[PZL�PU�HZZPZ[PUN�JSPLU[Z�PU�YLZWVUKPUN�[V�J`�
ILYZLJ\YP[`�PUZWLJ[PVUZ�HUK�UL[^VYR�LTLYNLU�

JPLZ�� [OL�LZ[HISPZOTLU[�VM�UL[^VYR�PUMVYTH[PVU�
JVTWSPHUJL�Z`Z[LTZ��ZLSM�HZZLZZTLU[��PU[LYUHS�
[YHPUPUN�VU�J`ILYZLJ\YP[`�HUK�KH[H�JVTWSPHUJL��
HUK�V[OLY�YLSH[LK�TH[[LYZ��9LJLU[S �̀�2>4�HK�
]PZLK� H� YLUV^ULK�ZOVY[�[LYT� SVKNPUN�WSH[MVYT�
VU� JVTWSPHUJL� ^P[O� [OL� T\S[P�SL]LS� WYV[LJ[PVU�
VM� J`ILYZLJ\YP[ �̀� K\YPUN�^OPJO� 2>4�WYV]PKLK�
LSHIVYH[P]L�HUHS`ZPZ�VU�[OL�J\YYLU[�NYHKLK�WYV�
[LJ[PVU� VISPNH[PVUZ� HUK� M\Y[OLY� JVTWHYH[P]LS`�
HUHS`ZLK� [OL�UL^S`�WYVWVZLK�TLJOHUPZT�HUK�
the� existing� one,� thereby� enabling� it� to� oɈer�
WYHJ[PJHS�HK]PJL�[V�[OL�JSPLU[�

(< ;/6 9:

:\ZHU�5PUN�PZ�H�ZLUPVY�WHY[ULY�
HUK�[OL�OLHK�VM�[OL�YLN\SH[VY`�
NYV\W��:OL�PZ�VUL�VM�[OL�
WPVULLYZ�LUNHNLK�PU�[OL�
J`ILYZLJ\YP[`�HUK�KH[H�
JVTWSPHUJL�WYHJ[PJL��^P[O�

W\ISPJH[PVUZ�PU�H�U\TILY�VM�QV\YUHSZ��Z\JO�HZ�
the�Journal�of�Cyber�AɈairs.�Her�publications�
PUJS\KL�)PN�+H[H!�:\JJLZZ�*VTLZ�+V^U�[V�
:VSPK�*VTWSPHUJL��HUK�5V�¸+H[H¹��5V�¸0U[LYUL[�
VM�=LOPJSLZ¹��L[J��:\ZHU»Z�WYHJ[PJL�HYLHZ�JV]LY�
ZLSM�HZZLZZTLU[�VM�UL[^VYR�ZLJ\YP[ �̀�
YLZWVUKPUN�[V�UL[^VYR�ZLJ\YP[`�JOLJRZ��KH[H�
JVTWSPHUJL�[YHPUPUN��L[J��:OL�OHZ�HZZPZ[LK�
JVTWHUPLZ�PU�ZLJ[VYZ�Z\JO�HZ�0;��
transportation,�Änance,�etc,�in�dealing�with�
UL[^VYR�ZLJ\YP[`�HUK�KH[H�JVTWSPHUJL�PZZ\LZ��

/HU�>\�PZ�H�WHY[ULY�VM�[OL�
JVTTLYJPHS�HUK�YLN\SH[VY`�
NYV\W��/L�L_JLSZ�PU�WYV]PKPUN�
J`ILYZLJ\YP[`�HUK�KH[H�
JVTWSPHUJL�HK]PJL�[V�
T\S[PUH[PVUHSZ»�*OPULZL�

IYHUJOLZ�HUK�PU�LZ[HISPZOPUN�UL[^VYR�ZLJ\YP[`�
HUK�KH[H�JVTWSPHUJL�Z`Z[LTZ�MVY�*OPULZL�
LU[LYWYPZLZ�VWLYH[PUN�HIYVHK��0U�[OL�HYLHZ�VM�
J`ILYZLJ\YP[`�HUK�KH[H�JVTWSPHUJL��/HU�
WYV]PKLZ�SLNHS�ZLY]PJLZ��PUJS\KPUN�HZZPZ[PUN�
JSPLU[Z�PU�LZ[HISPZOPUN�H�J`ILYZLJ\YP[`�
JVTWSPHUJL�Z`Z[LT��ZLSM�PU]LZ[PNH[PVU�VU�
J`ILYZLJ\YP[ �̀�UL[^VYR�ZLJ\YP[`�PU]LZ[PNH[PVUZ��
J`ILYZLJ\YP[`�PUJPKLU[Z��KH[H�M\ZPVU�HUK�
identiÄcation�of�data�assets,�etc.�Han�has�
WYV]PKLK�SLNHS�ZLY]PJLZ�VU�J`ILYZLJ\YP[`�HUK�
KH[H�JVTWSPHUJL�[V�JVTWHUPLZ�PU�T\S[PWSL�
PUK\Z[YPLZ��;OL�WYVQLJ[Z�PU�^OPJO�OL�OHZ�
participated�encompass�the�Änancial�payment,�
JVUZ\TLY�LSLJ[YVUPJZ��PU[LYUL[�HK]LY[PZPUN�HUK�
OLHS[OJHYL�PUK\Z[YPLZ�

LAw  AND  PRACTICe  �*/05(
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[OL�*`ILYZLJ\YP[`�3H^��I\[�OHZ�HSZV�THKL�H�ML^�
signiÄcant�changes.�

;OL�*P]PS�*VKL�L_WHUKZ�[OL�SLNHS�IHZPZ�VM�WYV�
JLZZPUN� 70� JVTWHYLK� [V� [OL� VUS`� SLNHS� IHZPZ�
\UKLY�[OL�*`ILYZLJ\YP[`�3H �̂�UHTLS`�JVUZLU[�I`�
70�Z\IQLJ[Z�HUK�WYLZJYPW[PVU�I`�SH^Z�VY�YLN\SH�
[PVUZ"�;OL�*`ILYZLJ\YP[`�3H^�KVLZ�UV[�JVU[L_[\�
HSS`�JVU[LTWSH[L�[OPZ�SLNHS�IHZPZ��I\[�Z\JO�PU[LY�
WYL[H[PVU�PZ�PUMLYYLK�MYVT�[OL�*`ILYZLJ\YP[`�3H^�
LU[PYLS`�HUK�PZ�̂ PKLS`�HJJLW[LK�PU�WYHJ[PJL��:WL�
ciÄcally,�Article�1035�of�the�Civil�Code�provides�
[OL�SLNHS�IHZPZ�VM�WYVJLZZPUN�70��Z\JO�HZ�JVUZLU[�
I`�[OL�UH[\YHS�WLYZVU�VY�OPZ�VY�OLY�N\HYKPHU�HUK�
WYLZJYPW[PVU�I`�SH^Z�VY�YLN\SH[PVUZ��HUK�(Y[PJSL�
�����WYLZJYPILZ�[OL�L_LTW[PVUZ�VM�JP]PS�SPHIPSP[`�
MVY�WYVJLZZPUN�70��Z\JO�HZ�YLHZVUHIS`�WYVJLZZ�
PUN�70�W\ISPJS`�KPZJSVZLK�I`�[OL�UH[\YHS�WLYZVU�
VY�I`�V[OLY�SLNHS�TLHUZ��VY�YLHZVUHISL�HJ[Z�[V�
WYV[LJ[�[OL�W\ISPJ�PU[LYLZ[�VY�[OL�SH^M\S�YPNO[Z�HUK�
PU[LYLZ[Z�VM�[OL�UH[\YHS�WLYZVU��

0[� PZ�^VY[O�TLU[PVUPUN�[OH[� [OL�*P]PS�*VKL�WYV�
]PKLZ�OLPNO[LULK�HUK�ZWLJPHS�WYV[LJ[PVU� MVY�70�
YLSH[LK�[V�WYP]HJ �̀�(Y[PJSL������VM�[OL�*P]PS�*VKL�
speciÄcally�provides�that�no�entity�or�person�shall�
WYVJLZZ�WYP]HJ`�PUMVYTH[PVU�VY�JVUK\J[�HJ[PVUZ�
[OH[�PUMYPUNL�WYP]HJ`�YPNO[Z�^P[OV\[�L_WYLZZ�JVU�
ZLU[�I`�[OL�YPNO[�OVSKLY�VY�\USLZZ�V[OLY^PZL�WYL�
ZJYPILK�I`�SH^Z��^P[OV\[�TLU[PVUPUN�¸I`�YLN\SH�
[PVUZ¹���^OPJO�PZ�TVYL� YLZ[YPJ[P]L�[OHU� [OL�SLNHS�
IHZPZ�VM�WYVJLZZPUN�NLULYPJ�70�\UKLY�(Y[PJSL������
VM�[OL�*P]PS�*VKL�HUK�[OL�L_LTW[PVUZ�VM�SPHIPSP[`�
\UKLY�(Y[PJSL�������

;OL�*P]PS�*VKL�NLULYHSS`�YLMLYZ�[V�HU`�LU[P[`�VY�
PUKP]PK\HS�WYVJLZZPUN�70�HZ�[OL�¸70�WYVJLZZVY¹��
HZ� VWWVZLK� [V� [OL� KPJOV[VT`� VM� 70� JVU[YVSSLY�
HUK�LU[Y\Z[LK�WYVJLZZVY��70�WYVJLZZLY��HKVW[LK�

;YLUKZ  HUK  +L]LSVWTLU[Z
&RQWULEXWHG  E\��
:\ZHU�5PUN and�/HU�>\
.LQJ�	�:RRG�0DOOHVRQV�VHH�S���

5HIRUPLQJ�WKH�&\EHUVHFXULW\�5HJLPH�LQ�&KLQD
;OL�  YHWPK  KL]LSVWTLU[  VM  J`ILYZLJ\YP[`�  YLN\�
SH[PVU  PU  [OL  7LVWSL»Z  9LW\ISPJ  VM�  *OPUH�  �79*��
JVU[PU\LZ  [V�  YVHY�  KV^U  [OL  SLNPZSH[P]L  WPWLSPUL 
PU�  ������  HUJOVYPUN  HU  L_JP[PUN  MV\UKH[PVU  MVY�
YLMVYT  VM  [OL  J`ILYZLJ\YP[`�YLNPTL��0U  WHY[PJ\SHY��
[OL�  YLSLHZL  VM  [OL�  *P]PS�  *VKL  VM  [OL  79*��  [OL 
+YHM[  7LYZVUHS  0UMVYTH[PVU  7YV[LJ[PVU  3H^��+YHM[
7073���  HUK  [OL  +YHM[  +H[H  :LJ\YP[`�  3H^�  �+YHM[
DSL)  have  brought  signiÄcant  changes  to  the 
J\YYLU[�YLN\SH[VY`�Z[Y\J[\YL  JLU[YLK  HYV\UK  [OL 
*`ILYZLJ\YP[`�3H^�VM  [OL  79*�

The  Civil  Code
The  Civil  Code,  released  in  May  2020  and  eɈec�
tive  since  1  January  2021,  has  speciÄcally  set 
MVY[O  H  JOHW[LY�  MVY�  WYP]HJ`�YPNO[Z  HUK  WLYZVUHS 
PUMVYTH[PVU�  �70��  WYV[LJ[PVU��  (Z  [OL�  *P]PS�  *VKL 
PZ  [OL  MV\UKH[PVUHS  SLNPZSH[PVU  MVY�  HSS  JP]PS�  YPNO[Z 
\UKLY�79*�SH^Z��[OPZ  JOHW[LY�WYV]PKLZ  [OL  V]LY�
HYJOPUN  WYPUJPWSLZ  MVY�  WYV[LJ[PUN  [OL  WLYZVUHS�
P[`�HZWLJ[  VM  70�YPNO[Z  PU  [OL  79*�*`ILYZLJ\YP[`�
YLNPTL��

;OL�*P]PS�*VKL  HKVW[Z  H  KPJOV[VT`�VM�YPNO[Z  PU 
privacy  and  PI,  which,  respectively,  are  deÄned 
HZ�¸[OL�\UKPZ[\YILK  WYP]H[L  SPML  VM  H  UH[\YHS  WLY�
ZVU  HUK  OPZ  BVY�OLYD  WYP]H[L  ZWHJL��WYP]H[L  HJ[P]P�
[PLZ��HUK  WYP]H[L  PUMVYTH[PVU  [OH[  OL  BVY�ZOLD  KVLZ 
UV[�^HU[  [V  IL  RUV^U  [V  V[OLYZ¹�HUK�¸[OL  PUMVY�
TH[PVU�YLJVYKLK  LSLJ[YVUPJHSS`�VY�PU  V[OLY�^H`Z 
[OH[  JHU  IL�\ZLK��I`�P[ZLSM  VY�PU  JVTIPUH[PVU�̂ P[O 
V[OLY�PUMVYTH[PVU��[V  PKLU[PM`�  H  UH[\YHS  WLYZVU¹�
which  is  the  same  as  the  deÄnition  under  Article 
���VM  [OL�*`ILYZLJ\YP[`�3H^��0[  HY[PJ\SH[LZ  [OH[
HSS  WYP]HJ`�PUMVYTH[PVU  PU  70  ZOHSS  HWWS`�[V  WYV]P�
ZPVUZ  VU  WYP]HJ`�YPNO[Z��(Z  MVY�70  [OH[  KVLZ  UV[
YLSH[L  [V  WYP]HJ �̀�[OL�*P]PS�*VKL  NLULYHSS`�YLHM�
Ärms  the  overarching  protection  scheme  under
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I`�[OL�UH[PVUHS�Z[HUKHYKZ� 0UMVYTH[PVU�:LJ\YP[`�
Technology�–�Personal�Information�SpeciÄcation�
(“Personal�SpeciÄcation”).�Therefore,� it� is�pos�
ZPISL�[OH[�70�Z\IQLJ[Z�TH`�OH]L�H�NYLH[LY�ZJVWL�
VM� JSHPTZ� [V� LU[Y\Z[LK� WYVJLZZVYZ� \UKLY� [OL�
*P]PS�*VKL� [OHU�\UKLY� [OL�WYL]PV\Z�.+79�SPRL�
JVU[YVSSLY�WYVJLZZVY�KPJOV[VT`�HKVW[LK�I`�[OL�
Personal�SpeciÄcation.

The�Civil� Code� emphasises� the�conÄdentiality�
VISPNH[PVU� VM� NV]LYUTLU[� HNLUJPLZ� HUK� [OLPY�
LTWSV`LLZ�^OLU�WLYMVYTPUN�SLNHS�K\[PLZ�\UKLY�
SH^Z�HUK�YLN\SH[PVUZ�

In�sum,�the�Civil�Code�aɉrms�the�principles�of�
WYV[LJ[PUN�70�MYVT�[OL�WLYZWLJ[P]L�VM�[OL�79*»Z�
foundational� law� of� civil� rights,� and� has� suɉ�
JPLU[S`�WH]LK�[OL�^H`�MVY�M\[\YL�70�YLN\SH[PVU�I`�
ZL[[PUN�MVY[O�H�SLNHS�IHZPZ�VM�70�WYVJLZZPUN�[OH[�
PZ�L]LU�IYVHKLY�[OHU�[OL�*`ILYZLJ\YP[`�3H �̂�;OL�
aɉrmation�of�PI�rights�in�the�Civil�Code�implies�
NYLH[�WV[LU[PHS�MVY�M\[\YL�JP]PS�SP[PNH[PVU�YLSH[LK�[V�
70� YPNO[Z��;OLYL�OHZ�ILLU�ZVTL�L_WSVYH[PVU� PU�
W\ISPJ�PU[LYLZ[�JP]PS�HJ[PVUZ�YLNHYKPUN�70�WYV[LJ�
[PVU�PU�[OL�WHZ[�[^V�`LHYZ��HUK�PU�1HU\HY`������
the�Hangzhou� Internet�Court� released� the�Ärst�
KLJPZPVU�PU�[OL�JV\U[Y`�[OH[�HWWSPLZ�[OL�70�WYV�
[LJ[PVU� WYV]PZPVUZ� VM� [OL� *P]PS� *VKL� PU� W\ISPJ�
PU[LYLZ[Z�JP]PS�HJ[PVUZ��(Z�Z\JO��LU[LYWYPZLZ�HYL�
HK]PZLK�[V�WH`�JSVZL�H[[LU[PVU�[V�[OL�KL]LSVWPUN�
[YLUK�VM�JP]PS�SP[PNH[PVU�YLSH[LK�[V�70�YPNO[Z�

The�Draft�Personal�Information�Protection�
/DZ
;OL�+YHM[�7LYZVUHS� 0UMVYTH[PVU�7YV[LJ[PVU�3H^�
�+YHM[� 7073��� YLSLHZLK� PU�6J[VILY������� M\Y[OLY�
KLTVUZ[YH[LZ� [OL� SLNPZSH[VYZ»� KL[LYTPUH[PVU� [V�
WYVTV[L� 70� WYV[LJ[PVU�� 0U� LZZLUJL�� [OL� +YHM[�
7073�HPTZ� [V�^VYR�HZ�HU� PUKLWLUKLU[� SLNPZSH�
ture� speciÄcally� focused�on� PI� protection� and�
suggests�a�number�of�signiÄcant�changes�to�the�
J\YYLU[�70�WYV[LJ[PVU�YLNPTL�HY[PJ\SH[LK�I`�[OL�
Cybersecurity�Law�and�the�PI�SpeciÄcation,�as�
MVSSV^Z�

;OL� +YHM[� 7073� JVU[LTWSH[LZ� L_[YH�[LYYP[VYPHS�
jurisdiction� over�oɈshore� processing� of� the�PI�
VM�UH[\YHS�WLYZVUZ�^P[OPU�[OL�79*�PM�[OL�HJ[PVU�
PZ�PU[LUKLK�[V�WYV]PKL�NVVKZ�VY�ZLY]PJLZ�[V�Z\JO�
WLYZVU�VY�[V�HJJLZZ�[OL�ILOH]PV\Y�VM�Z\JO�WLY�
ZVU�� ;OPZ� PSS\Z[YH[LZ� [OL� SLNPZSH[PVU»Z� YLZWVUZL�
[V�[OL�[YLUK�VM�L_[YH[LYYP[VYPHS�Q\YPZKPJ[PVU�^VYSK�
wide,�such�as�the�GDPR�and�the�CCPA,�to�aɈord�
PI�subjects�within�the�PRC�equal�protection.�If�
[OL�+YHM[�7073�PZ�LUHJ[LK�HZ�PZ��MVYLPNU�LU[LYWYPZ�
LZ�[OH[�HYL�^P[OV\[�79*�WYLZLUJL�I\[�YLSL]HU[�
[V�70�Z\IQLJ[Z�PU�[OL�79*�¶�Z\JO�HZ�[OL�ZLY]PJLZ�
provided�to�PRC�users�via�oɈshore�servers�–�are�
SPRLS`�[V�IL�Z\IQLJ[�[V�[OL�7073�

;OL�+YHM[�7073�JOHUNLZ�[OL�[LYTPUVSVN`�VM�[OL�
WHY[PJPWHU[Z�VM�70�WYVJLZZPUN�JVTWHYLK� [V� [OL�
current�one�established�by�the�PI�SpeciÄcation.�
0U�WHY[PJ\SHY�� P[� SPULZ�\W�^P[O�[OL�[LYTPUVSVN`�VM�
the� Civil�Code,� and�deÄnes� the� entity� or� indi�
]PK\HS�JHWHISL�VM�KL[LYTPUPUN�[OL�W\YWVZL�HUK�
TL[OVKZ�VM�70�WYVJLZZPUN�HZ�[OL�̧ 70�WYVJLZZVY¹��
[V�YLWSHJL�[OL�[LYT�VM�¸70�JVU[YVSSLY¹�\UKLY�[OL�
PI�SpeciÄcation�(which�is�comparable�to�“data�
JVU[YVSSLY¹� \UKLY� [OL� .+79��� 0U� HKKP[PVU�� [OL�
¸LU[Y\Z[LK�70�WYVJLZZVY¹�\UKLY� [OL�+YHM[�7073�
PZ�JVTWHYHISL�[V�̧ KH[H�WYVJLZZVY¹�PU�[OL�.+79��
While� the� changes�do� not� extend� to� the�deÄ�
UP[PVUZ�VM� [OL�[LYTZ�� [OL�+YHM[�7073�WYLZJYPILZ�
VISPNH[PVUZ�HYPZPUN�MYVT�¸KH[H�WYVJLZZPUN¹�HUK�
[O\Z�P[�VWLUZ�[OL�WVZZPIPSP[`�VM�ZVTL�VISPNH[PVUZ�
[YHKP[PVUHSS`�HZZPNULK�[V�KH[H�JVU[YVSSLYZ�ILPUN�
PU[LYWYL[LK� [V� HWWS`� [V� ¸LU[Y\Z[LK� 70� WYVJLZ�
ZVYZ¹�

;OL�+YHM[�7073�PU[YVK\JLZ�HKKP[PVUHS�SLNHS�IHZLZ�
VM�WYVJLZZPUN�70��PU�HKKP[PVU�[V�JVUZLU[�I`�Z\I�
QLJ[Z� HUK� WYLZJYPW[PVU� I`� SH^Z� VY� YLN\SH[PVUZ��
Z\JO�HZ�[OL�ULJLZZP[`�MVY�L_LJ\[PUN�VY�WLYMVYT�
PUN�H�70�Z\IQLJ[»Z�JVU[YHJ[Z��WYV[LJ[PVU�VM�W\ISPJ�
OLHS[O�PU�LTLYNLUJ �̀�HUK�JLY[HPU�YLHZVUHISL�HJ[Z�
MVY�W\ISPJ�PU[LYLZ[Z��0[�PZ�H�KYHZ[PJ�L_WHUZPVU�MYVT�
[OL�*`ILYZLJ\YP[`�3H^»Z�MYHTL^VYR�HUK�NYHU[Z�
enterprises�much�more�Åexibility.
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The�Draft�PIPL�also�introduces�the�Ärst�attempt�
[V�YLN\SH[L�70�JYVZZ�IVYKLY�[YHUZMLY�I`�NLULYHS�
LU[P[PLZ� H[� [OL� Z[H[\[L� SL]LS�� JVTWHYLK� [V� [OL�
JYVZZ�IVYKLY� [YHUZMLY� WYV]PZPVUZ� HWWSPJHISL�
[V� JYP[PJHS� PUMVYTH[PVU� PUMYHZ[Y\J[\YL� VWLYH[VYZ�
(CIIOs)� in� the� Cybersecurity� Law.� SpeciÄcally,�
P[� L_[LUKZ� [OL� ZJVWL� VM� KH[H� SVJHSPZH[PVU� HUK�
THUKH[VY`� ZLJ\YP[`� HZZLZZTLU[� MVY� V\[IV\UK�
70� [YHUZMLY�� WYL]PV\ZS`� VUS`� HWWSPLK� [V� [YHUZMLY�
JVUK\J[LK�I`�*006Z��[V�THZZ�]VS\TL�70�WYVJLZ�
sors�(identiÄcation�standards�to�be�further�speci�
Äed);�for�transfer�conducted�by�other�entities,�it�
HSZV�WYV]PKLZ�ZL]LYHS�UL^�HWWYVHJOLZ�VM�JVT�
WSPHU[�V\[IV\UK�70�[YHUZMLY�HZ�JVTWHYLK�[V�[OL�
ZVSL�HWWYVHJO�VM�ZLJ\YP[`�HZZLZZTLU[�\UKLY�[OL�
J\YYLU[� JYVZZ�IVYKLY� ZLJ\YP[`� [YHUZMLY� Y\SLZ�� 0U�
NLULYHS��MVY�MVYLPNU�LU[LYWYPZLZ�WYVJLZZPUN�SHYNL�
]VS\TL�VM�\ZLY�KH[H��P[�TH`�PUJ\Y�SLNHS�YPZRZ�[V�
WYV]PKL�ZLY]PJL�[V�79*�\ZLYZ�^P[OV\[�KLWSV`PUN�
[OL� ZLY]LY�^P[OPU� [OL� 79*� PM� [OL� +YHM[� 7073� PZ�
enacted�as�is.�It�also�requires�PI�processors�to�
VI[HPU�PUKLWLUKLU[�JVUZLU[�MYVT�70�Z\IQLJ[Z�

The� Draft� PIPL� introduces� several� signiÄcant�
JOHUNLZ� [V� [OL� J\YYLU[� 70� WYV[LJ[PVU� YLNPTL��
such� as� more� complicated� requirements� for�
VI[HPUPUN� JVUZLU[Z�� QVPU[� HUK�ZL]LYHS� SPHIPSP[PLZ�
MVY�QVPU[�70�WYVJLZZVYZ��T\JO�OPNOLY�SPHIPSP[`�MVY�
]PVSH[PVU�� M\Y[OLY� YLZ[YPJ[PVUZ� VU� NV]LYUTLU[�
H\[OVYP[PLZ�WYVJLZZPUN�70��HUK�V[OLYZ�

In�sum,�the�Draft�PIPL�reÅects�the�legislation’s�
H[[P[\KLZ� HUK� VIQLJ[P]LZ� PU� 70� WYV[LJ[PVU� [OH[�
elevates� requirements� for� PI� protection� while�
LUKLH]V\YPUN� [V� Z[YPRL� H� U\HUJLK� IHSHUJL�
IL[^LLU�70�YPNO[Z�HUK�THYRL[�WHY[PJPWHU[Z»�PU[LY�
LZ[Z�PU�WYVJLZZPUN�70�KH[H�PU�[OL�L]VS]PUN�LYH�VM�
KPNP[HS�LJVUVT �̀�(Z�Z\JO��^OPSL�[OL�+YHM[�7073�
is�still�subject�to�revision�before�Änalisation,�it�is�
Z[PSS�OPNOS`�]HS\HISL�PU�N\PKPUN�LU[LYWYPZLZ»�JVT�
WSPHUJL�Z[YH[LNPLZ�

The�Draft�Data�Security�Law
;OL�+YHM[�+H[H�:LJ\YP[`�3H^��+YHM[�+:3��YLSLHZLK�
in�July�2020�represent�the�legislation’s�Ärst�eɈort�
H[�[OL�Z[H[L�SL]LS�[V�YLN\SH[L�KH[H�HJ[P]P[PLZ��Z\JO�
HZ�KH[H�JVSSLJ[PVU��Z[VYHNL��WYVJLZZPUN��\ZHNL��
WYV]PZPVU��[YHUZHJ[PVU�HUK�KPZJSVZ\YL�PU�VYKLY�[V�
WYV[LJ[�Z[H[L�ZLJ\YP[ �̀�W\ISPJ� PU[LYLZ[Z�HUK�WYP�
]H[L� PU[LYLZ[Z��;OL�OPNOSPNO[Z�VM� [OL�+YHM[�+:3�
PUJS\KL�[OL�MVSSV^PUN��

:PTPSHY�[V�[OL�+YHM[�7073��[OL�+YHM[�+:3�JVU[LT�
plates� extraterritorial� jurisdiction� over� oɈshore�
data� activities� aɈecting� state� security,� public�
PU[LYLZ[Z�HUK�WYP]H[L�PU[LYLZ[Z�^P[OPU�[OL�79*�

0[� JVU[LTWSH[LZ� H� NLULYHS� WYPUJPWSL� VM� KH[H�
categorisation�and�classiÄcation�based�on� the�
PTWVY[HUJL� VM� KH[H� HUK� [OL� KHTHNL� PUJ\YYLK�
\WVU�KH[H�IYLHJO��/V^L]LY��J\YYLU[S`�[OLYL�HYL�
no� categorisation� and� classiÄcation� standards�
HWWSPJHISL�[V�KH[H�PU�NLULYHS��I\[�[OLYL�HYL�ZVTL�
Änalised�or�draft�national�and�industry�standards�
for�certain�speciÄc�sectors,�such�as�Änance�and�
OLHS[OJHYL�

The�Draft�DSL� requires�governments�at�diɈer�
LU[�SL]LSZ�[V�PZZ\L�JH[HSVN\LZ�VM�PTWVY[HU[�KH[H�
[V�PKLU[PM`�HUK�WYV]PKL�OLPNO[LULK�WYV[LJ[PVU�[V�
Z\JO� PTWVY[HU[� KH[H�� PUJS\KPUN� WLYPVKPJHS� YPZR�
HZZLZZTLU[��

0[�JVU[LTWSH[LZ�H�KH[H� ZLJ\YP[`� YL]PL^�Z`Z[LT�
for�data�activities�that�may�aɈect�state�security.�
;OL�+YHM[�+:3�VUS`�KPZJ\ZZLZ�[OL�ZLJ\YP[`�YL]PL^�
Z`Z[LT�NLULYHSS`�HUK�PZ�WLUKPUN�M\Y[OLY�PTWSL�
TLU[H[PVU� TLHZ\YLZ�� >OPSL� [OLYL� HYL� HSYLHK`�
ZVTL�YLN\SH[PVUZ�HWWSPJHISL�[V�ZLJ\YP[`�YL]PL^�
for�speciÄc�cybersecurity�areas�–�for�example,�
[OL�4LHZ\YLZ�MVY�*`ILYZLJ\YP[`�9L]PL^��PZZ\LK�
I`� [OL� *`ILYZLJ\YP[`� (KTPUPZ[YH[PVU� VM� *OPUH�
�*(*��PU�(WYPS�������HWWSPLZ�[V�*006Z�WYVJ\YPUN�
UL[^VYR�WYVK\J[Z�HUK�ZLY]PJLZ�¶�[OL�+YHM[�+:3�
is�the�Ärst�attempt�at�statute�level�to�contemplate�
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H�NLULYHS� ZLJ\YP[`� YL]PL^�TLJOHUPZT� MVY�KH[H�
HJ[P]P[PLZ��

6[OLY� PTWVY[HU[� OPNOSPNO[Z� PUJS\KL� YLJPWYVJHS�
TLHZ\YLZ�HNHPUZ[�JV\U[YPLZ�HKVW[PUN�KH[H�YLSH[�
LK� KPZJYPTPUH[P]L� TLHZ\YLZ� HNHPUZ[� [OL� 79*��
LUJV\YHNLTLU[�VM�KH[H�[YHUZHJ[PVU��NV]LYUTLU�
[HS�KH[H�VWLUPUN�HUK�WYV[LJ[PVU��VISPNH[PVUZ�[V�
JV�VWLYH[L� ^P[O� LUMVYJLTLU[� HJ[PVU�� W\UP[P]L�
KHTHNL�MVY�]PVSH[PVU�

>OPSL� [OL� +YHM[� +:3� PZ� Z[PSS� Z\IQLJ[� [V� M\[\YL�
JOHUNLZ��[OPZ�KYHM[�YLWYLZLU[Z�H�JSLHY�PUKPJH[PVU�
of�the�state’s� increasing�eɈorts�to�protect�data�
HZ�H�JVTWL[P[PVU�YLZV\YJL�H[�H�UH[PVUHS�Z[YH[L�
NPJ�SL]LS��HUK�Z[H[L�ZLJ\YP[`�HUK�W\ISPJ�PU[LYLZ[Z�
ILJVTPUN�L]LU�TVYL�PTWVY[HU[�MHJ[VYZ�PU�KH[H�
YLN\SH[PVU�

3URPRWLQJ�3URWHFWLRQ�RI�WKH�&ULWLFDO�
,QIRUPDWLRQ�,QIUDVWUXFWXUH
6U����1\S`�������[OL�4PUPZ[Y`�VM�7\ISPJ�:LJ\YP[`�
�47:�� PZZ\LK�[OL�7YHJ[PJHS�.\PKL�[V�[OL�4\S[P�
SL]LS�7YV[LJ[PVU�:JOLTL�HUK�*YP[PJHS�0UMVYTH[PVU�
0UMYHZ[Y\J[\YL�:LJ\YP[`�7YV[LJ[PVU�:`Z[LT��¸7YHJ�
[PJHS�.\PKL¹��[V�HSS�TPUPZ[YPLZ�HUK�JVTTPZZPVUZ�VM�
the�central�and�state�organs,�all�agencies,�oɉces�
HUK�PUZ[P[\[PVUZ�KPYLJ[S`�\UKLY�[OL�:[H[L�*V\UJPS��
HUK�HSS�JLU[YHS�LU[LYWYPZLZ��^P[O�[OL�HPT�VM�JVU�
Z[Y\J[PUN�H�JVTWYLOLUZP]L�KLMLUJL�Z`Z[LT�MVY�
[OL�UH[PVUHS�UL[^VYR»Z�ZLJ\YP[`�I`�LTWOHZPZPUN�
the�signiÄcance�of�the�protection�of�the�critical�
PUMVYTH[PVU� PUMYHZ[Y\J[\YL� �*00��� PTWVY[HU[� UL[�
^VYRZ�HUK�KH[H�ZLJ\YP[ �̀�

;OL� 7YHJ[PJHS� .\PKL� PZ� L_WLJ[LK� [V� IL� [OL�
LZZLU[PHS�̂ VYRPUN�WHWLY�[OH[�KPYLJ[Z�Z\WLY]PZVY`�
KLWHY[TLU[Z�PU�*00�WYV[LJ[PVU�PU�������-\Y[OLY�
TVYL�� [OL� PTWVY[HUJL�VM�*00� WYV[LJ[PVU� PZ� HSZV�
OPNOSPNO[LK� I`� [OL� :[H[L� *V\UJPS»Z� 3LNPZSH[PVU�
Work�Plan�of� Year� 2020� (released� on�26� June�
�������̂ OPJO�SPZ[Z�[OL�9LN\SH[PVUZ�VU�*00�WYV[LJ�
[PVU�^P[OPU�[OL�SLNPZSH[PVU�WSHU�

For� the� identiÄcation� of� the� CII,� the� Practical�
.\PKL� Z[PW\SH[LZ� [OH[� JVTWL[LU[� H\[OVYP[PLZ�
HUK�Z\WLY]PZVY`�KLWHY[TLU[Z�VM�LHJO�PTWVY[HU[�
PUK\Z[Y`�HUK�ZLJ[VY�¶�PUJS\KPUN�W\ISPJ�[LSLJVT�
T\UPJH[PVUZ� HUK� PUMVYTH[PVU�� LULYN �̀� [YHUZ�
portation,� water� conservation,� Änance,� public�
ZLY]PJLZ�� L�NV]LYUTLU[�� UH[PVUHS� KLMLUJL�� L[J�
–� shall:� (i)� formulate� the� CII� identiÄcation� rule�
within� the� respective� industry�and�Äle�with� the�
MPS;�and�(ii)�organise�the�CII�identiÄcation�work�
H[� PUK\Z[Y`� SL]LS� HUK� YLWVY[� [OL� YLZ\S[Z� [V� [OL�
47:�� 4LHU^OPSL�� [OL� 7YHJ[PJHS� .\PKL� M\Y[OLY�
Z[H[LZ�[OH[�[OL�*00�SPZ[�ZOHSS�IL�HKQ\Z[LK�K`UHTP�
JHSS`�HUK�YLSL]HU[�VWLYH[VYZ�TH`�HWWS`�MVY�[OL�YL�
identiÄcation�of�CII�if�there�are�major�changes�in�
UL[^VYR�PUMYHZ[Y\J[\YL�HUK�PUMVYTH[PVU�Z`Z[LT��

0U� SPUL� ^P[O� [OL� 7YHJ[PJHS� .\PKL�� [OL� 5H[PVUHS�
0UMVYTH[PVU�:LJ\YP[`�:[HUKHYKPZH[PVU�;LJOUPJHS�
*VTTP[[LL��;*�����PZ�PU�[OL�WYVJLZZ�VM�MVYT\SH[�
PUN�H�ZLYPLZ�VM�PUP[PH[P]LZ�Z\WWVY[PUN�[OL�UH[PVUHS�
Z[HUKHYK�VU�*00��;OL�WYVWVZLK�Z`Z[LT�JV]LYZ�
diɈerent� topics,� ranging� from� the� basic� terms�
HUK� MYHTL^VYR�VM�*00� WYV[LJ[PVU� [V� [OL� PKLU[P�
Äcation,�security,�monitoring�and�warning,�test�
PUN�HUK�L]HS\H[PVU��HUK�PUJPKLU[�OHUKSPUN�VM�*00��
0[� PZ�UV[LK�[OH[�[OL�UH[PVUHS�Z[HUKHYKZ�MVY�LHJO�
[VWPJ�HYL�HSYLHK`�KYHM[LK�HUK�HYL�\UKLY�YL]PL^�VY�
YLSLHZLK�MVY�W\ISPJ�JVTTLU[Z��:PUJL�[OL�UH[PVUHS�
Z[HUKHYK�HS^H`Z�ZLY]LZ�HZ�PTWSLTLU[PUN�N\PKL�
SPULZ�[V�79*�SH^Z�HUK�YLN\SH[PVUZ�PU�WYHJ[PJL��̂ L�
understand� that� the�Änalisation� of�CII� national�
Z[HUKHYKZ�^PSS�Z\WWVY[� [OL� Z\WWSLTLU[H[PVU�VM�
[OL� SH^Z�HUK�YLN\SH[PVUZ�VU�*00�WYV[LJ[PVU�HUK�
WYVTV[L�YLSL]HU[�Z\WLY]PZVY`�^VYRZ��

0U� HKKP[PVU� [V� [OL� KL]LSVWTLU[� VM� *00�YLSH[LK�
UH[PVUHS� Z[HUKHYKZ�� PTWVY[HU[� PUK\Z[YPLZ� HUK�
sectors�also�witnessed�regulatory�eɈorts�in�the�
THUHNLTLU[� VM� *00�� ;HRPUN� [OL� [YHUZWVY[H[PVU�
ZLJ[VY�MVY�L_HTWSL��[OL�4PUPZ[Y`�VM�;YHUZWVY[�OHZ�
THKL�WYLSPTPUHY`�WYVNYLZZ�PU�PKLU[PM`PUN�JYP[PJHS�
ZLY]PJLZ�PU�[OL�[YHUZWVY[H[PVU�ZLJ[VY�HUK�HPTZ�[V�
establish�the�CII�identiÄcation�mechanism.�
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-\Y[OLYTVYL��[OL�7YHJ[PJHS�.\PKL�HSZV�WYV]PKLZ�
[OL� YLN\SH[VY`� MVJ\Z� VU� *00� WYV[LJ[PVU� HUK�
LTWOHZPZLZ� [OH[�*00� VWLYH[VYZ� ZOHSS�\UKLY[HRL�
T\S[P�SL]LS� HZZLZZTLU[� MVY� [OLPY� UL[^VYRZ� HUK�
YLPUMVYJL�[OL�*00�WYV[LJ[PVU�PU�HJJVYKHUJL�^P[O�
relevant� standards.� SpeciÄcally,� the� Practical�
.\PKL�KYH^Z�H[[LU[PVU�[V�[OL�\ZL�VM�UL^�[LJO�
UVSVN`�PU�*00�WYV[LJ[PVU��PUJS\KPUN�JY`W[VNYHWO�
ic� technology,� trustworthy�computing,� artiÄcial�
PU[LSSPNLUJL��HUK�IPN�KH[H��

(Z� PSS\Z[YH[LK� HIV]L�� YLN\SH[VY`� KLWHY[TLU[Z�
SLK�I`�[OL�47:�^PSS�JVU[PU\L�[V�Z[YLUN[OLU�[OL�
YLN\SH[PVU�VU�*00�WYV[LJ[PVU��5L[^VYR�VWLYH[VYZ�
HYL�HK]PZLK�[V�JSVZLS`�TVUP[VY�[OL�SLNPZSH[P]L�HUK�
YLN\SH[VY`�[YLUKZ�H[�IV[O�PUK\Z[YPHS�HUK�UH[PVUHS�
SL]LSZ��HUK�[V�[HRL�PTTLKPH[L�HJ[PVUZ�PU�JVTWS`�
PUN�^P[O�JVYYLZWVUKPUN�J`ILYZLJ\YP[`�YLZWVUZP�
IPSP[PLZ��

Dynamic�Cybersecurity�Law�Enforcement�
Activities
0U�[OL�JV\YZL�VM�������[OLYL�^LYL�H�U\TILY�VM�
K`UHTPJ�J`ILYZLJ\YP[`� SH^�LUMVYJLTLU[�HJ[P]P�
[PLZ� SLK� I`� T\S[PWSL� YLN\SH[VY`� KLWHY[TLU[Z��
PUJS\KPUN�[OL�*(*��47:��[OL�4PUPZ[Y`�VM�0UK\Z�
[Y`�HUK� 0UMVYTH[PVU� ;LJOUVSVN`� �400;��� HZ�^LSS�
HZ�SVJHS�J`ILYZWHJL�KLWHY[TLU[Z��HUK�PUK\Z[YPHS�
Z\WLY]PZVY`�KLWHY[TLU[Z�Z\JO�HZ� [OL�7LVWSL»Z�
)HUR�VM�*OPUH� �7)6*��HUK�[OL�+LWHY[TLU[�VM�
,K\JH[PVU�

One� recent� signiÄcant� administrative� penalty�
was� the� hefty� Äne�of� CNY4.2�million� imposed�
VU�[OL�(NYPJ\S[\YHS�)HUR�VM�*OPUH��()*��I`�[OL�
*OPUH�)HURPUN�HUK�0UZ\YHUJL�9LN\SH[VY`�*VT�
TPZZPVU��*)09*��VU�� �1HU\HY`�������(JJVYKPUN�
to�the�public�information�on�the�CBIRC’s�oɉcial�
^LIZP[L��*)09*�KL[LYTPULK�[OH[�()*�IYLHJOLK�
[OL�YLSL]HU[�Y\SL�VM�WY\KLU[�VWLYH[PVU�\UKLY�[OL�

79*�)HURPUN�:\WLY]PZPVU�3H^�PU�PSSLNHSP[PLZ�JVU�
JLYUPUN�[OL�MVSSV^PUN!�

•�HU�\UYLWVY[LK�PTWVY[HU[�PUMVYTH[PVU�Z`Z[LT�
PUJPKLU["�

•�MHPS\YL�[V�YL[HPU�JHYK�WYVK\J[PVU�KH[H�PU�JSLHY�
[L_["�

•�inadequate�protection�of�the�bank’s�pro�
K\J[PVU�UL[^VYR�HUK�^PYLSLZZ�UL[^VYRZ�H[�
IYHUJOLZ"�

•�WVVY�KH[H�ZLJ\YP[`�THUHNLTLU[�^P[O�KH[H�
SLHRHNL�YPZRZ"�

•�UL[^VYR�]\SULYHIPSP[PLZ�PU�UL[^VYR�PUMVYTH[PVU�
Z`Z[LT"�HUK�

•�SLHRHNL�VM�ZLUZP[P]L�PUMVYTH[PVU�[OYV\NO�[OL�
IHUR»Z�PU[LYUL[�WVY[HS��

0[�PZ�MVYLZLLHISL�[OH[�]HYPV\Z�Z\WLY]PZVY`�KLWHY[�
TLU[Z�MYVT�HSS�ZLJ[VYZ�HUK�H[�HSS�SL]LSZ�̂ PSS�WHY[PJ�
PWH[L�PU�[OL�SH^�LUMVYJLTLU[�HJ[P]P[PLZ�PU�J`ILY�
ZLJ\YP[`� WYV[LJ[PVU�� ,U[LYWYPZLZ� HYL� HK]PZLK�
[V�]HS\L�HUK�WYPVYP[PZL� [OL� [HZR� PU�I\PSKPUN�HUK�
\WNYHKPUN� [OL� PU[LYUHS� THUHNLTLU[� VM� [OLPY�
J`ILYZLJ\YP[`� Z`Z[LTZ� HJJVYKPUN� [V� YLSL]HU[�
79*�SH^Z��PUJS\KPUN�[OL�*`ILYZLJ\YP[`�3H^�HUK�
[OL� \WJVTPUN�7LYZVUHS� 0UMVYTH[PVU�7YV[LJ[PVU�
3H^�HUK�+H[H�:LJ\YP[`�3H �̂� HZ�^LSS� HZ� JVYYL�
ZWVUKPUN�PTWSLTLU[PUN�TLHZ\YLZ��

6]LYHSS��^P[O� [OL�[YLUK� PU�ZVJPL[HS�KPNP[HSPZH[PVU�
HUK�ZVJPL[HS� [YHUZMVYTH[PVU��*OPUH�PZ� PU[YVK\J�
PUN�M\UKHTLU[HS� SH^Z��YLN\SH[PVUZ�HUK�YLSL]HU[�
UH[PVUHS�Z[HUKHYKZ�VU�T\S[PWSL�[VWPJZ�JVUJLYU�
PUN�WLYZVUHS�PUMVYTH[PVU�WYV[LJ[PVU��KH[H�ZLJ\�
YP[ �̀�*00�WYV[LJ[PVU��L[J��HZ�^LSS�HZ�LUNHNPUN� PU�
K`UHTPJ� SH^� LUMVYJLTLU[� HJ[P]P[PLZ� VU� J`ILY�
ZLJ\YP[ �̀�(Z�Z\JO��LU[LYWYPZLZ�ZOV\SK�WYLWHYL�PU�
HK]HUJL�MVY�[OL�UL^�JVTWSPHUJL�[HZRZ�PU�I\PSK�
PUN� HUK� YLMVYTPUN� [OLPY� PU[LYUHS� J`ILYZLJ\YP[`�
TLJOHUPZTZ�
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2PUN� � >VVK� 4HSSLZVUZ� PZ� HU� PU[LYUH[PVUHS�
law� Ärm� headquartered� in� Asia� with� a� global�
network�of�27�international�oɉces.�KWM’s�cy�
bersecurity�team�is�one�of�the�Ärst�legal�service�
[LHTZ� [V� WYV]PKL� WYVMLZZPVUHS� ZLY]PJLZ� JVU�
JLYUPUN� J`ILYZLJ\YP[`� HUK� KH[H� JVTWSPHUJL� PU�
*OPUH"�P[�JVUZPZ[Z�VM�TVYL�[OHU�[LU�SH^`LYZ�^P[O�
ZVSPK� PU[LYKPZJPWSPUHY`� IHJRNYV\UKZ�� THPUS`� SV�
JH[LK� PU� )LPQPUN��^OPSL� M\Y[OLY� ZWLJPHSPZTZ� HYL�
MV\UK�^P[OPU�2>4»Z�NSVIHS�UL[^VYR��;OL�[LHT�
OHZ�L_WLY[PZL�PU�HZZPZ[PUN�JSPLU[Z�PU�YLZWVUKPUN�
[V�J`ILYZLJ\YP[`�PUZWLJ[PVUZ�HUK�UL[^VYR�LTLY�

NLUJPLZ�� LZ[HISPZOTLU[�VM�UL[^VYR� PUMVYTH[PVU�
JVTWSPHUJL� Z`Z[LT�� ZLSM�HZZLZZTLU[�� PU[LYUHS�
[YHPUPUN�VU�J`ILYZLJ\YP[`�HUK�KH[H�JVTWSPHUJL��
HUK�V[OLY�YLSH[LK�TH[[LYZ��9LJLU[S �̀�2>4�HK�
]PZLK�H� YLUV^ULK�ZOVY[�[LYT� SVKNPUN�WSH[MVYT�
VU� JVTWSPHUJL� ^P[O� [OL� T\S[P�SL]LS� WYV[LJ[PVU�
VM� J`ILYZLJ\YP[ �̀� K\YPUN�^OPJO� 2>4�WYV]PKLK�
LSHIVYH[P]L�HUHS`ZPZ�VU�[OL�J\YYLU[�NYHKLK�WYV�
[LJ[PVU� VISPNH[PVUZ� HUK� M\Y[OLY� JVTWHYH[P]LS`�
HUHS`ZLK� [OL� UL^S`�WYVWVZLK�TLJOHUPZT�HUK�
the� existing� one,� thereby� enabling� it� to� oɈer�
WYHJ[PJHS�HK]PJL�[V�[OL�JSPLU[�

(< ;/6 9:

:\ZHU�5PUN�PZ�H�ZLUPVY�WHY[ULY�
HUK�[OL�OLHK�VM�[OL�YLN\SH[VY`�
NYV\W��:OL�PZ�VUL�VM�[OL�
WPVULLYZ�LUNHNLK�PU�[OL�
J`ILYZLJ\YP[`�HUK�KH[H�
JVTWSPHUJL�WYHJ[PJL��^P[O�

W\ISPJH[PVUZ�PU�H�U\TILY�VM�QV\YUHSZ��Z\JO�HZ�
the�“Journal�of�Cyber�AɈairs”.�Her�publications�
PUJS\KL�¸)PN�+H[H!�:\JJLZZ�*VTLZ�+V^U�[V�
:VSPK�*VTWSPHUJL¹��HUK�¸5V�º+H[H»��5V�
º0U[LYUL[�VM�=LOPJSLZ»¹��:\ZHU»Z�WYHJ[PJL�HYLHZ�
JV]LY�ZLSM�HZZLZZTLU[�VM�UL[^VYR�ZLJ\YP[ �̀�
YLZWVUKPUN�[V�UL[^VYR�ZLJ\YP[`�JOLJRZ��KH[H�
JVTWSPHUJL�[YHPUPUN��L[J��:OL�OHZ�HZZPZ[LK�
JVTWHUPLZ�PU�ZLJ[VYZ�Z\JO�HZ�0;��[YHUZWVY[H[PVU�
and�Änance�in�dealing�with�network�security�
HUK�KH[H�JVTWSPHUJL�PZZ\LZ��

/HU�>\�PZ�H�WHY[ULY�VM�[OL�
JVTTLYJPHS�HUK�YLN\SH[VY`�
NYV\W��/L�L_JLSZ�PU�WYV]PKPUN�
J`ILYZLJ\YP[`�HUK�KH[H�
JVTWSPHUJL�HK]PJL�[V�
T\S[PUH[PVUHSZ»�*OPULZL�

IYHUJOLZ�HUK�PU�LZ[HISPZOPUN�UL[^VYR�ZLJ\YP[`�
HUK�KH[H�JVTWSPHUJL�Z`Z[LTZ�MVY�*OPULZL�
LU[LYWYPZLZ�VWLYH[PUN�HIYVHK��0U�[OL�HYLHZ�VM�
J`ILYZLJ\YP[`�HUK�KH[H�JVTWSPHUJL��/HU�
WYV]PKLZ�SLNHS�ZLY]PJLZ��PUJS\KPUN�HZZPZ[PUN�
JSPLU[Z�PU�LZ[HISPZOPUN�H�J`ILYZLJ\YP[`�
JVTWSPHUJL�Z`Z[LT��ZLSM�PU]LZ[PNH[PVU�VU�
J`ILYZLJ\YP[ �̀�UL[^VYR�ZLJ\YP[`�PU]LZ[PNH[PVUZ��
J`ILYZLJ\YP[`�PUJPKLU[Z��KH[H�M\ZPVU�HUK�
identiÄcation�of�data�assets.�Han�has�provided�
SLNHS�ZLY]PJLZ�VU�J`ILYZLJ\YP[`�HUK�KH[H�
JVTWSPHUJL�[V�JVTWHUPLZ�PU�T\S[PWSL�
PUK\Z[YPLZ��;OL�WYVQLJ[Z�OL�OHZ�WHY[PJPWH[LK�PU�
encompass�the�Änancial�payment,�consumer�
LSLJ[YVUPJZ��PU[LYUL[�HK]LY[PZPUN�HUK�OLHS[OJHYL�
PUK\Z[YPLZ�
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.LQJ�	�:RRG�0DOOHVRQV
��[O�-SVVY��,HZ[�;V^LY��>VYSK�-PUHUJPHS�*LU[LY
��+VUNZHUO\HU�AOVUNS\
*OHV`HUN�+PZ[YPJ[
)LPQPUN
��������79*

;LS!�����������������
-H_!�����������������
,THPS!�R^T'JU�R^T�JVT
>LI!�^^^�R^T�JVT
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